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New Thinking to Legacy Procurement Approaches 

Commercial Innovation is the Key to a Modern, 21st Century Digital Government 

 

The movement toward commercial innovation is part of a sea change in government attitudes. Today, 

conferences and public meetings are buzzing with dialogue about changing the government’s 

implementation approaches and addressing common challenges. Government leadership’s vernacular 

now mirrors that of the private sector, especially pertaining to technology best practices.  

Even prior to COVID-19 and the technical and operational debt that it starkly revealed, it was 

commonplace to hear public sector IT leaders speak about DevSecOps, cloud, consumption-based pricing, 

agile development, user-centered design, artificial intelligence, machine learning, and scrum 

methodologies. Industry is showing up to offer solutions, commercial best practices, and lessons learned, 

as many private sector companies lead the way in these challenging transformations. And leaders across 

Federal IT organizations are working collaboratively with industry to help their program partners 

understand the value of cloud as a core business model. Everyone now understands the criticality of being 

prepared for the inevitable next crisis. 

It has become obvious that the government must turn to existing commercial technologies and determine 

how best to bring them into government. As ADI members said in our recent report: Lost Opportunities - 

The Cost of Ignoring Commercial Innovation: 

“There are numerous reasons why the government should not be in the business of developing 

products that already exist – especially in IT. The failure rate of government-built IT solutions is 

high, forcing taxpayers to foot bigger bills for worse outcomes. In developing its own bespoke 

solutions, the government also misses out on commercial marketplace innovation. For all these 

reasons, there is broad agreement among policymakers that the government should buy 

commercial products whenever possible. Yet, a recent estimate of government spending over the 

next 5 years estimates new commercial software will only account for 11% of $664 billion in total 

IT spending. "1 

But despite the progress being made, it is still undeniably difficult to navigate the haze of government 

process to guarantee funding for large-scale modernizations within the confines of the budget cycle. 

Overlapping with these challenges is the value of time. Change is occurring so fast that, according to a 

recent survey by CIO.gov, “the pace of technological and digital advance was rated as the top threat 

facing global business leaders, surpassing the current churn of economic, political, and environmental 

changes. Sixty-eight percent of the respondents – over two-thirds – felt this was the most important 

threat they would face.”2 

In addition, the often cumbersome and lengthy IT acquisition process continues to be a roadblock to 

accessing these solutions. Federal agencies must be able to quickly access commercial innovation. The 

                                                           
1 Lost Opportunities, The Cost of Ignoring Commercial Innovation; available at https://alliance4digitalinnovation.org/wp-

content/uploads/2019/05/cost-of-ignoring-innovation-report.pdf 
2 See https://www.cio.com/article/3304276/speed-adaptation-and-the-pace-of-change.html 

https://alliance4digitalinnovation.org/wp-content/uploads/2019/05/cost-of-ignoring-innovation-report.pdf
https://alliance4digitalinnovation.org/wp-content/uploads/2019/05/cost-of-ignoring-innovation-report.pdf
https://www.cio.com/article/3304276/speed-adaptation-and-the-pace-of-change.html
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characteristics of technology, such as the rapid, modular and iterative nature of modern IT design and 

deployment, is fundamentally ill-suited for traditional acquisition techniques.  

Today’s issues are complex – the COVID-19 pandemic, the resulting seismic change in Federal agency 

operations, and the incredible desire from citizens to easily and effectively receive government services 

reflect this complexity. And yet these issues pale in comparison to what tomorrow’s issues will be. 

Preparation for the unknown will only be accomplished through swiftly and fundamentally breaking the 

government’s continued reliance on legacy systems, legacy mindsets, and legacy procurement practices 

that have inhibited the true pivot to digital transformation. The time has never been riper for government 

to unshackle itself from outdated technology acquisition and delivery models, and instead prioritize and 

incentivize agency technology operations towards the use of commercial capabilities.  

The hard truth is that government cannot embrace the benefits of new technology if they keep using the 

same traditional acquisition methods that perpetuate legacy business models and legacy systems. The 

decades-long call for procurement reform is unlikely to happen in the near future, so business leaders and 

procurement professionals need to operate innovatively within those constraints. Failure to do so means 

the continued exclusion of big thinkers, new companies with modern solutions, and small businesses with 

boutique expertise.  This will hamstring progress and the private sector will continue to watch government 

from the rear-view mirror.  

This white paper intends to dispel several misunderstandings about buying technology today, highlight 

several examples of where government is progressive, and emphasize the need for reform that creates a 

different government for the future. It provides additional insights into the need for government to move 

well into the 21st century in their embrace of commercial innovation. 

 

Some Common Misconceptions 
 

#1: New Businesses Have a Clear Path to Entering the Government Space and Winning Government 

Contracts.   

 

Unfortunately, the opposite is true more often than not.  Significant innovation is incubated in the private 

sector, especially today as government’s share of research and development funding continues to decline. 

Both emerging technology companies and seasoned firms are taking their chances and growing what 

they hope is the next technology trend. The truth is that their imaginations and creativity are already 

creating ideas that will fundamentally change the world.  

And yet new businesses, regardless of size, struggle with complicated barriers to entry into government. 

The investment cost to on-ramp into an existing government contracting vehicle, combined with the 

amount of time it may take to capture, compete for, win, and survive the protest period, drastically 

impacts their bottom line. Oftentimes it isn’t worth even trying to explain to corporate leadership teams 

why public sector work is worth doing.   

The lean and mean workforce at these companies is neither equipped for nor interested in spending years 

waiting for government work. And weighting the scoring of proposals on federal-only past performance 

reviews or project size immediately favors the traditional incumbent companies with long-standing 
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presence over the new company trying to introduce its transformational product or service to agencies in 

need.   

Even worse, excluding companies who lack historical performance reviews immediately eliminates new 

companies from competing at all. Talk about a Catch-22 for tech! This leads to a complacency within 

existing government contractors and slows down the pace of new ideas within government from outside 

partners.  

 

#2: Strategic Sourcing Works.  

 

It really depends.  While it does make sense to align common buying for products and services across an 

organization to negotiate best pricing, it is important to remember that these strategic sourcing contracts 

are established at a “point in time” and are geared to purchase commodity like “cookie-cutter” goods. 

They are typically awarded to a set of companies for 5-10 years, with additional option years. And more 

often than not, there are rarely on-ramps to these schedules, which essentially “locks in” pricing, but also 

“locks out” innovation and access to new solution sets - sometimes in excess of ten years!  

We understand the argument that these arrangements rely on the private sector to bring new solutions to 

government constantly. But that means that strategic sourcing contract winners must constantly create 

new teaming arrangements and partnerships on a regular cadence to help bring innovation to 

government via these vehicles. It also introduces immeasurable risk if companies fail to see their 

responsibility to do so. Given the number of barriers to entry mentioned in #1, new businesses are not 

motivated to join a “team,” which deprives the government of the best talent the private sector wants to 

offer.   

These arrangements can handcuff entire agencies to a set of vendors that may, or may not, see it as their 

responsibility to be constantly rethinking its value proposition to government.  Meanwhile, new and 

innovative companies driving real change and creating new operating capabilities for commercial 

companies will continue embracing private sector opportunities, thus increasing the technology gap that 

ultimately deprives the American taxpayer of the modern digital solutions they deserve. 

 

#3: You Always Need an Integrator.   

 

The world is trending toward cloud and shared services models where customization of software is highly 

frowned upon and configurations within a standard set of code is encouraged. While there was once a 

time for customized systems that catered to every customer’s legacy business process, there is broad 

acceptance now that standard implementations and common data sets across agencies offer more long-

term business benefit.  

While some progress continues, government still often purchases technology from a professional services 

company that lacks any business motivation to keep the integrity of the software intact through 

implementation. The traditional integrator model often subverts a “commercial off the shelf” (COTS) 

approach in favor of a “government off the shelf” (GOTS) approach that locks in the integrators sitting in 

between federal customers and the true solutions they need. They over-customize, build layers upon 

layers of largely undocumented code on top of base COTS software to interface with other systems, and 
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render the products almost unrecognizable - and therefore incapable of being supported - by the 

software company, which locks them into that agency in perpetuity. The “poster child” of this effect is the 

desperate search for COBOL programmers when the large legacy IT systems utilized by many government 

agencies at all levels buckled under the weight of the COVID-19 crisis.  

Too often, technology innovators do the R&D for COTS items that often meet or even anticipate the 

government’s needs, only to find that they are morphed into GOTS solutions, displacing commercial 

technologies and products. This occurs despite the established legal requirement, as specified in law and 

recent judicial precedent3, to give preference to COTS products, and it often occurs even when the COTS 

solutions have a proven record of superiority in such key areas as quality, efficiency, cost, and agility.4  

To obtain access to commercial innovation, the government must be willing to do what it typically doesn’t 

like to do in acquisition - that is accept the 80 or 90% commercial solution.5  

But what about vendor lock in? According to Govexec.com, 58% of Federal managers say their agency has 

experienced vendor lock-in in the last five years and 38% report that their agency issues IT requirements 

so specific as to violate vendor neutrality.6 This is a great way for middlemen to maintain contacts, but a 

very poor use of taxpayer dollars and a massive drain on modern digital service delivery. The intentional 

obfuscation of information, and a business model that creates burdensome redress for what should be 

easy software fixes, is how monopolies and sole source contracting keeps such a strong foothold in 

government agencies.   

 

New Ways of Thinking 
 

Dispelling the ingrained, turgid mindset of the broader contracting and IT vendor community is but a 

start. To maximize the use of commercial technologies, agency policies, incentives, and financial 

constraints, the government needs clear, definitive change.  

Some agencies, like the Department of Defense (DOD) and the Military Services7, have certain authorities 

that have empowered them to acquire technology more rapidly. Others, like the Department of Homeland 

Security (DHS)8, have taken a comprehensive look at the Federal Acquisition Regulation and developed 

training that highlights provisions that can make measurable impacts on their acquisition workforce (and 

others whom they train). 

Even without overhauling the entire Federal IT procurement paradigm, there are some targeted steps 

agencies can take to transform the way they buy and use technology to deliver better, more secure citizen 

services. In order to buy tech better, and at a scale that matches the enormity of the hundreds of billions 

                                                           
3 Palantir Technologies, Inc. v. United States, 128 Fed. Cl. 21 (2016). 

4 See Lost Opportunities, The Cost of Ignoring Commercial Innovation; available at https://alliance4digitalinnovation.org/wp-

content/uploads/2019/05/cost-of-ignoring-innovation-report.pdf 
5 Vice Chairman of the Joint Chiefs of Staff discussing the need to adopt the 50% solution, if you can’t get to the 80 or 90% solution. 

See https://www.csis.org/analysis/conversation-general-john-hyten-vice-chairman-joint-chiefs-staff. 
6 See http://cdn.govexec.com/media/gbc/docs/gbc_brocade_insightreport_final_1.pdf 
7 Department of Defense SBIR/STTR Innovation Portal: https://www.dodsbirsttr.mil/ 

8 Department of Homeland Security Procurement Innovation Lab; https://www.dhs.gov/pil 

https://alliance4digitalinnovation.org/wp-content/uploads/2019/05/cost-of-ignoring-innovation-report.pdf
https://alliance4digitalinnovation.org/wp-content/uploads/2019/05/cost-of-ignoring-innovation-report.pdf
https://www.csis.org/analysis/conversation-general-john-hyten-vice-chairman-joint-chiefs-staff
http://cdn.govexec.com/media/gbc/docs/gbc_brocade_insightreport_final_1.pdf
https://www.dodsbirsttr.mil/
https://www.dhs.gov/pil
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in technical debt across the government, all agencies should consider adopting the approaches and 

techniques highlighted below. They need to become aware of new market entrants who bring real 

experience in modern technology and transformation to the government.  

 

Solution #1:  IaaS/PaaS/SaaS First.  

 

Commercial companies started implementing shared infrastructure, cloud platforms, and standard 

technology over a decade ago, setting the stage for a new kind of IT organization - one that leverages 

shared assets, scalability, and standard software. Data centers and on-premise platforms are risky, 

expensive, and require staff that have knowledge and expertise in legacy technologies.   

Forward-leaning CIOs strategically deploy resources for data analytics, build strong partnerships with 

business owners, and train their workforces to implement new and emerging solutions. Alternatively, 

purchasing the technology stack from companies who are constantly investing in, improving, and 

monitoring their solutions frees up resources for CIOs to be better strategic partners with their agency 

business partners to help them adapt their business processes to standard software solutions. 

These points do not ignore the fact that government agencies share risk with industry differently than 

commercial companies. Failures can mean political fallout, reputational damage, and worst – impact to 

mission delivery and taxpayers. Collaboration across the federal IT community could generate standard 

service-level agreements that capture the shared risk model which is important to making the new 

operating approaches succeed, and leveraging government-industry groups could spark the right 

dialogue to understand how implementation of those standards can make sense for both parties. 

We have already explained that the old “integrator” model should not continue, and therefore we 

recommend buying implementation support separately from software. Require expertise in the product, 

experience implementing standard configurations, and create beginning/ending dates for the 

implementation team. Agencies should leverage commercial commodity IT, so they can free up resources 

to invest in operational technology relevant to mission outcomes. Done correctly, an agile team should 

help implement the product and then train the team to keep it running. If they have overstayed their 

welcome or the agency feels wed to one vendor, they bought the wrong thing. 

 

Solution # 2:  Don’t Reinvent the Wheel.   

 

Government-wide contracting vehicles already exist that allow agencies to access modern technology 

solutions, have fair and reasonable fees, and allow for on-ramping of new companies and innovative 

solutions on a regular basis. There is duplication in process across the government, and contracting is no 

exception. Every day a contracting officer spends setting up a contract to buy something that can be 

purchased against an established vehicle is a day that agency mission work is not being supported.   

 

If, however, an agency is committed to establishing its own set of contracts, there are several best 

practices from across the federal agency landscape that can easily be leveraged: 
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1. Create an open, low-burden on-ramp process to ensure that new companies can compete for 

work in the government as they develop new technologies and solutions. 

 If an agency does not have one, they should learn from those that do. 

2. Ensure that both small and large businesses have opportunities. 

 Encourage teaming arrangements where necessary when the government demands 

to have direct access to all team members vice the traditional ‘only talk to the prime.’ 

3. Be broad in the kinds of services agencies make accessible via these vehicles.   

 Building a multi-year vehicle for what we know exists today will undoubtedly limit 

access for agencies to what is already being built for tomorrow. 

4. Contracting should be agile.   

 Consider structuring contracts smaller in scope to give the government more 

flexibility.  

5. De-briefs matter.   

 Telling industry why they did or did not win, and how they can improve their next 

submission, will help make solutions better for the next agency. 
 

 

Solution #3:  Make it Easier to Research New Companies.   

 

Contracting officers should not bear the burden of having to conduct comprehensive and timely research 

of the vast wave of innovative commercial capabilities on a regular basis. Left with tight timelines, high-

demand customer needs, and procurements that can range from tables and chairs to cloud consumption 

and artificial intelligence, contracting officers are often at the mercy of an internet search function, the 

Contractor Performance Assessment Reporting System (CPARS)9, and lengthy written submissions to 

determine the right vendor and technology for a procurement. This, combined with procurements that 

require CPARS past performances, biases the government towards incumbents and legacy providers who 

benefit from information asymmetry in the procurement pipeline. The inability of resource-constrained 

contracting offices to actually identify and understand what new commercial capabilities are available 

could eliminate the most interesting, and relevant options.10   

In order to truly embrace commercial innovation and deliver better technology outcomes for mission 

needs, the government must first do a better job cross training its workforce – and then requiring them to 

work together in every part of the procurement process. This means the tech and cybersecurity workforce 

better understand the procurement process and the contracting community regularly refreshes their skills 

in evaluating and understanding tech.  

 We recommend the government create a more centralized, easily updated, authoritative source (or 

sources) of data – including costs, characteristics, and capabilities – for technology products and services, 

and move away from CPARS. Leveraging common sources of past performance data, capability analysis, 

and performance metrics that make sense for the digital age will reduce duplicative efforts across 

                                                           
9 See https://www.cpars.gov/ 
10 In the absence of a better data sets, agencies can take more innovative advantage of traditional data, such as CPARS. For 

examples Procurement Innovation Lab, a forward leaning innovation cell and test-bed for the development of cutting-edge 

procurement techniques at DHS, has kicked off an innovative pilot program to bring artificial intelligence to CPARS data. The 

prototypes apply natural language processing to the huge datasets that comprise CPARS in an effort to assist evaluation teams in 

finding relevant, current past performance. While forward thinking, this approach still does not address those many small innovative 

companies lacking significant past performance “use cases” to seed the CPARS system to assist them in government market access 

for future work.  

https://www.cpars.gov/
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agencies who are all pursuing the same kinds of solutions. Agencies can improve this process by 

leveraging new artificial intelligence tools and robotic process automation technologies.  

Opportunities to pair better information from across the government with a competent, diverse 

evaluation team can mean smarter, faster buying with lower costs and stronger outcomes. This 

information should originate from the business owners and IT organizations who interact most frequently 

with the vendor community. 

 

Solution #4:  Buy What You Need, When You Need It.  

 

Simply put, agencies need better tools and greater flexibility in the use of funds for the purchasing of 

technology solutions. Today, we are facing the need to scale IT across agencies with grave urgency, for 

instance, to allow all federal employees to telework during this public health crisis.  No one could have 

predicted this would happen when agencies were preparing their budgets for 2020 in the summer of 

2018. Even if you set aside exigent circumstances, the pace at which technology changes, consumer 

preferences pivot, and mission needs evolve, agencies should have the ability to buy technology services 

and infrastructure in a more agile manner.  

The transition of government to “X as a service” business models reflects these key trends. “X as a service” 

is a means of acquiring needed innovation to government operations, missions and service deliveries. An 

example is how the General Services Administration (GSA) recently introduced new special ordering 

procedures for cloud consumption.11 Existing procurement rules and incentives unnecessarily restrict the 

government’s ability to take effective advantage of these core cloud principles. The government should, 

for the first time, buy only what it needs and when it needs it when it comes to cloud capabilities. While 

GSA’s memorandum focuses primarily on cloud infrastructure consumption, the government can replicate 

the model for a whole host of agency technology procurements, including around application 

rationalization, commercial database modernization, and new web-based capabilities. 

Even with GSA’s thoughtful approach, the ordering procedures in the memo are only applicable to multi-

year funds, which lessens the concern for some agency financial managers around violating the Anti-

Deficiency Act (ADA).12 In order to empower agencies to spend taxpayer dollars more effectively and 

efficiently on commercial innovation, Congress should ensure that every agency has access to an IT 

Working Capital Fund -- as was intended by the Modernizing Government Technology (MGT) Act.13 New 

IT Working Capital Funds, or expanding current agency working capital funds to provide for more target 

authorities for technology acquisition, would significantly improve both the flexibility and accountability 

of agency technology procurements by relieving constraints that impede innovation and empowering 

agencies to buy technology in the same nimble manner as commercial enterprises. 

 

 

 

 

                                                           
11 https://federalnewsnetwork.com/wp-content/uploads/2020/01/MV-20-01-Consumption-Based-Cloud-Computing-External-

Distribution-1.17.2020-1.pdf  

12 Pub. L. 97-258. 

13 Pub. L. No. 115-91, National Defense Authorization Act for Fiscal Year 2018, Title X, Subtitle G (§§ 1076 through 1078). 

https://federalnewsnetwork.com/wp-content/uploads/2020/01/MV-20-01-Consumption-Based-Cloud-Computing-External-Distribution-1.17.2020-1.pdf
https://federalnewsnetwork.com/wp-content/uploads/2020/01/MV-20-01-Consumption-Based-Cloud-Computing-External-Distribution-1.17.2020-1.pdf
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Solution #5:  Make Industry Show You What They Can Do.   

 

Some agencies are leading the way by moving from the traditional, burdensome, 80+ page proposal 

process to a demonstrative challenge where companies actually show government what they can do. This 

brings credibility to proposals and gives federal buyers real insight into the capabilities that are available, 

the teams they will be working with, and the speed with which real things can be implemented.   

The Air Force14 recently led what might be the most rapid contracting process to date, awarding pilot 

contracts within a day. Using a process that looked more like that of startup investors, the Air Force team 

vetted solutions based on 15-minute pitches, and as a result, attracted a novel company profile: over half 

of awardees had not worked with the U.S. government before. Additionally, U.S. Citizenship and 

Immigration Services15 created a procurement challenge for their VerFuture program to afford new 

companies the chance to show up differently with DevOps and cloud migration strategies that truly bring 

commercial best practices to government.   

This creative “challenge” model removes the mystery behind the written proposal document and helps 

establish expectations and shared vision early in the process. But perhaps most importantly, it deters 

companies from bidding on work for which they lack true IaaS/PaaS/SaaS solutions or partners, which 

reduces burden and risk for everyone involved. These procurements could further incentivize non-

traditional contractors such as universities and research institutions to share their insight as well. In some 

cases, this could even allow the government to identify the best solutions quickly and at a lower cost.  

We also believe that Congress should make phase-based acquisitions a new standard option for most 

acquisitions, especially standard Federal Acquisition Regulation (FAR)-based contracts. As a salient 

example, the Small Business Innovation Research (SBIR) Programs in government have shown that 

allowing several competitors the ability to prove the viability of their solutions results in more competitive 

and efficient outcomes. It allows the government to use one solicitation to evaluate a variety of solutions 

without wasting taxpayer dollars and, arguably more critical, innovation time. 

 

Solution #6:  Expand Other Transactions Authority and Commercial Solutions Offering Authority to 

All Civilian Agencies.  

 

Recognition of the unique attributes of IT technologies has caused an explosion of rapid acquisition 

techniques that better reflect the innate characteristics of technology procurement. Whether they be the 

increased use of Other Transactions Authority (OTA), the expansion of the Commercial Solutions Opening 

(CSO) models adopted by DOD and GSA, the use of SBIR Phase III awards, or increased focus on 

acquisition prizes and challenges, these new IT acquisition authorities are rapidly becoming the preferred 

operating model throughout government. 

However, the policy approach to date of these new techniques has been fragmented and only partially 

effective. Legacy technology providers have often criticized these new approaches, fearful of their impact 

                                                           
14 https://www.airforcemag.com/USAF-Awards-51-Contracts-Each-in-15-Minutes-or-Less-at-First-Ever-Pitch-Day/ 

15 https://iq.govwin.com/neo/marketAnalysis/view/DevSecOps-approach-to-application-development-changes-the-way-USCIS-

does-business/2830?researchTypeId=1&researchMarket= 

https://www.airforcemag.com/USAF-Awards-51-Contracts-Each-in-15-Minutes-or-Less-at-First-Ever-Pitch-Day/
https://iq.govwin.com/neo/marketAnalysis/view/DevSecOps-approach-to-application-development-changes-the-way-USCIS-does-business/2830?researchTypeId=1&researchMarket=
https://iq.govwin.com/neo/marketAnalysis/view/DevSecOps-approach-to-application-development-changes-the-way-USCIS-does-business/2830?researchTypeId=1&researchMarket=
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upon entrenched IT sinecures and legacy tech monopolies. Only a few agencies have been granted these 

authorities, leaving many more departments – thirsty for commercial innovation – unable to quickly and 

effectively acquire the capabilities they need. 

Congress should act now to provide OTA and CSO authorities to all government agencies. Doing so will 

allow federal agencies to utilize these methods as appropriate for capabilities that they urgently need 

while simultaneously leaving the FAR intact for routine contracting. All agencies should be required to 

pilot these new authorities and report to the Office of Management and Budget (OMB) and Congress on 

their effectiveness and lessons learned. The government works best when authorities are uniform, and 

information is shared amongst all relevant stakeholders – so let’s push agencies to make immediate use of 

these new authorities and see what gaps are still present… then work collaboratively as government and 

industry to fix them. 

 

Conclusion 
 

This paper provides just a few prominent examples of where the current mindset and processes within the 

Federal technology procurement ecosystem inhibit the ability of agencies to leverage easily commercial 

capabilities to accelerate modernization. There are, surely, other misconceptions that have more modern 

solutions and additional opportunities to be embraced.  

While not the panacea, these recommendations can truly empower agencies to embrace commercial 

innovation, maximize the return on taxpayer dollars, and best position their components, programs, and 

mission support functions to operate as a modern, agile organization. Leveraging proven practices and 

embracing commercial innovation will dramatically accelerate the government’s technology 

transformation… and, most importantly, better deliver a modern digital experience to our citizens. 


