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OBJECTIVES AND METHODOLOGY 

• This paper has two primary objectives. First, it aims to help people with limited IT 
knowledge understand the trends and developments in cloud computing. Second, it seeks 
to help anyone trying to project the future of cloud computing, including businesses and 
policymakers, avoid isolating cloud computing from other parts of the global IT industry. 

• The paper relies on data largely drawn from industry reports and surveys published by 
highly-cited entities such as Gartner, Synergy Research Group, and Flexera, to name a few. 
The paper interprets the collected data with the help of commentary available through IT 
company websites, industry trade-press, and academic journals, among others.  

• The paper examines multiple sources, wherever possible, for each topic to provide a 
comprehensive and balanced view, and summarizes commentators’ perspectives based on 
a holistic assessment of the available information and evidence. 
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SELECT HIGHLIGHTS 

• In recent years, global cloud computing spending has been growing at a much higher rate 
year-over-year than overall global IT spending, but total cloud spending nonetheless 
remains a small fraction of total IT spending, and industry commentators expect this to 
remain the case for some time. 

– From 2015 to 2020, the annual growth of global spending on public cloud services was 
22 percent, compared to 2 percent for global IT spending.  

– In 2020, global public cloud spending was just over 6 percent of total global IT spending. 

– Gartner projects cloud spending to account for under 10 percent of global enterprise IT 
spending in 2021 and less than 15 percent of global enterprise IT spending in 2024. 

• Alongside the three most prominent public cloud computing providers – Amazon, 
Microsoft, and Google – many large traditional IT firms participate in the cloud computing 
industry, including Dell, Oracle, and IBM.  

• Cloud computing adoption is a firm-specific decision based on a strategic assessment of its 
benefits and costs. Firms may migrate different workloads to the cloud at different times, 
and some workloads are more prevalent on the cloud than others.  

• Overall, the most common IT strategies still involve a combination of traditional on-premise 
or private IT solutions with public clouds and the use of more than one cloud service 
provider – strategies known as “hybrid cloud” and “multi-cloud,” respectively.  

– Over 80 percent of respondent businesses in recent surveys have noted using more than 
one cloud service provider.   

• The extent to which multiple clouds can function together or applications are allowed to 
move between different cloud service providers – concepts known as cloud 
“interoperability” and “portability” – is an important consideration for firms. Achieving 
interoperability and portability can be simple or complex depending on a company’s goals, 
and there are tools available and standards in development to assist firms in this endeavor.  

• Cloud computing has spawned the growth of products and industries by democratizing 
access to technology and improving flexibility and efficiency for businesses. There is 
consensus that the COVID-19 pandemic accelerated cloud adoption through increased 
migration to the cloud and expansion of existing cloud services.  
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Executive Summary 
 _________  

Much has been written recently about the growth in cloud computing, including in the context 
of the COVID-19 pandemic and the ongoing digital transformation to the “new normal” for 
work. The emphasis of this commentary is on the growth and performance of the largest public 
cloud computing providers – namely, Microsoft, Amazon, and Google – and the increased 
prevalence of “as a service” information technology (“IT”) over traditional IT and its vendors. 
However, by isolating cloud computing, or even certain segments of cloud computing, from the 
broader IT marketplace, this commentary can leave readers with the impression that cloud 
computing products and services, and the providers of these services, only interact 
competitively with one another. 

The continued expansion of cloud computing is, indeed, undeniable, but in consolidating 
information from existing reports, commentary, and analyses, it is evident that there is much 
more to the growth and expansion of cloud computing than initially meets the eye. The body of 
industry expert analysis and commentary, when considered holistically, paints a different 
picture: there are many strategic and firm-specific considerations at play when firms consider 
adopting cloud computing products and services, and the most prevalent IT strategies still 
involve a combination of traditional on-premise IT solutions with cloud computing.  

This paper has two objectives. First, it aims to help people with limited IT knowledge 
understand the trends and developments in cloud computing, as well as its transformative 
impact on businesses’ IT strategies and the global IT industry. Second, it aims to help anyone 
trying to project the future of cloud computing avoid isolating cloud computing from other 
parts of the global IT industry, or taking for granted that cloud service providers operate in a 
vacuum. Customer demand for cloud computing is hardly separable from demand for 
traditional on-premise IT services as firms develop and adapt their IT strategies. There 
continues to be an important role for traditional IT services, and switching between traditional 
on-premise and cloud computing products and services is not always one-directional, as firms 
re-optimize their IT strategies as their businesses evolve over time.  

Section I of this paper provides an overview of cloud computing, including its products, services, 
and common customer deployment methods and strategies. After briefly defining cloud 
computing and its key features, this section explains a traditional segmentation of cloud 
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computing products and services into three categories: Infrastructure as a Service (“IaaS”), 
Platform as a Service (“PaaS”), and Software as a Service (“SaaS”). However, the distinction 
between these categories is increasingly blurring in industry analysis and commentary. This 
section then describes broad types of cloud-related IT strategies such as public cloud, private 
cloud, hybrid cloud, and multi-cloud.  

Section II first summarizes the growth in cloud computing and its position in the broader global 
IT industry, shedding light on the broad spectrum of related IT services that involve cloud 
computing. Despite the prevalence of cloud computing in most if not all segments of the global 
IT industry, its significant growth, and its transformative impact, total spending on cloud 
computing still accounts for only a small proportion of total global IT spending and this is 
expected to continue in the near future.  

Section II then describes the major cloud providers and competitive dynamics across the 
spectrum of products and services, including cloud-only providers and traditional IT firms 
offering cloud solutions. Although Amazon (through Amazon Web Services, or “AWS”), 
Microsoft (through Azure), and Alphabet (through Google Cloud Platform) are often identified 
as the big three cloud providers, there are other fast growing cloud service providers, including 
many new cloud start-ups and established IT firms, such as Alibaba, Dell, IBM, and Oracle. Some 
established firms have been expanding their presence in cloud computing by leveraging existing 
customer bases in the global IT industry. Major players and competitive dynamics differ by 
cloud product or service and by cloud customer deployment strategy, such as public, private, or 
hybrid cloud.  

Section III focuses on trends in cloud computing adoption and the vast set of considerations 
that influence a firm’s IT strategy – both pros and cons of cloud and traditional on-premise 
solutions that weigh differently for each unique firm. These considerations also include 
switching costs and software licensing considerations, which affect customer decisions when 
considering the adoption of cloud products and services. This section illustrates that even in the 
context of the COVID-19 pandemic, which itself has spurred significant adoption of cloud 
solutions with the prevalence of remote work, cloud adoption is not nearly as simple as a linear 
route from traditional on-premise IT towards full-scale cloud adoption. There are competitive 
forces and strategic considerations at work that render this route more nuanced and complex 
for most firms.  

Section IV provides an overview of the common cloud adoption strategies for firms, with a 
particular focus on the prevalent strategies of hybrid cloud and multi-cloud that involve the use 
of multiple IT solutions in tandem (including traditional on-premise and cloud solutions) and/or 
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multiple cloud service providers. These strategies are a by-product of the adoption 
considerations outlined in Section III: the evidence shows that most businesses are not ready 
for immediate, full-scale cloud adoption. Section IV also outlines important considerations for 
deploying hybrid cloud and multi-cloud strategies, such as system interoperability and 
portability and switching costs amongst cloud providers. In general, IaaS and PaaS customers 
remain largely in control of interoperability and portability processes because they retain 
control of the data/applications. SaaS services have comparatively low interoperability and 
portability as applications are not portable and data can be difficult to port between cloud 
services, but interoperability and portability are less relevant because of the nature of SaaS 
services.  

Section V discusses products and industries significantly impacted by the growth and expansion 
of cloud computing and the implications of such impact. Cloud-related products and services 
have facilitated, and continue to facilitate, access to cloud computing technologies at lower 
costs for businesses of all sizes, allowing these businesses to use cloud computing in developing 
new and improved products and services. The notable impacts of cloud computing extend to 
many industries, including entertainment, manufacturing, healthcare, and education.  
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 Overview of Cloud Computing 
 _________  

Cloud computing is an evolving concept and can mean different things to different people – or, 
at least, have different points of emphasis in different contexts for businesses and 
policymakers. For this reason, when analyzing the trends and developments in cloud 
computing, it is important to understand and be clear about exactly what one is analyzing. This 
requires an understanding of (1) common features of cloud computing, (2) the different cloud 
product and service offerings, and (3) cloud deployments methods and strategies. 

A. Defining Cloud Computing and Its Key Features 
Although the term “cloud” was popularized in the 1990s as a metaphorical reference to the 
internet, cloud computing in its current form went mainstream in the mid-2000s when business 
leaders identified cloud computing as “an emergent new model” for their information 
technology (“IT”) strategies.1   

 
1  The earliest reference to cloud computing is thought to be at Compaq Computer in 1996. See Antonio 

Regalado, “Who Coined ‘Cloud Computing’?,” MIT Technology Review, October 11, 2011, accessed October 29, 
2021, https://www.technologyreview.com/2011/10/31/257406/who-coined-cloud-computing/. See also 
“Here’s Why Amazon Is No Shoo-In To Win The $206B Global Cloud Market,” CB Insights, August 22, 2018, 
accessed October 29, 2021, https://www.cbinsights.com/research/amazon-google-microsoft-multi-cloud-
strategies/.  

 In this paper, “cloud” means cloud computing, unless the context denotes otherwise.  

https://www.technologyreview.com/2011/10/31/257406/who-coined-cloud-computing/
https://www.cbinsights.com/research/amazon-google-microsoft-multi-cloud-strategies/
https://www.cbinsights.com/research/amazon-google-microsoft-multi-cloud-strategies/
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The National Institute of Standards and Technology (“NIST”), an agency of the United States 
Department of Commerce, defines cloud computing as follows:  

“Cloud computing is a model for enabling ubiquitous, 
convenient, on-demand network access to a shared pool of 
configurable computing resources (e.g., networks, servers, 
storage, applications, and services) that can be rapidly 
provisioned and released with minimal management effort or 
service provider interaction.”2  

NIST acknowledges, however, that cloud computing is still “an evolving paradigm” and its 
definition is meant to “provide a baseline for discussion from what is cloud computing to how 
to best use cloud computing.”3 

Not surprisingly, cloud service providers (“CSPs”) provide slightly different definitions of cloud 
computing, depending on their strengths and focuses.4 Despite differences in emphasis across 
definitions, there is general consensus within the industry on several key characteristics of 
cloud computing.  

 
2  NIST further specifies five key characteristics of cloud computing: (1) on-demand self-service, (2) broad 

network access, (3) resource pooling, (4) rapid elasticity, and (5) measured service. See Peter Mell and Timothy 
Grance, “The NIST Definition of Cloud Computing,” National Institute of Standards and Technology, September 
2011, accessed October 29, 2021, https://csrc.nist.gov/publications/detail/sp/800-145/final (and full NIST 
publication, https://nvlpubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-145.pdf).  

3  Peter Mell and Timothy Grance, “The NIST Definition of Cloud Computing,” National Institute of Standards and 
Technology, September 2011, accessed October 29, 2021, https://csrc.nist.gov/publications/detail/sp/800-
145/final.  

4  See, e.g., “What is cloud computing?,” AWS, accessed October 29, 2021, https://aws.amazon.com/what-is-
cloud-computing/. See also “What is cloud computing?,” Azure, accessed October 29, 2021, 
https://azure.microsoft.com/en-ca/overview/what-is-cloud-computing/. See also “What is cloud computing?,” 
Google Cloud, accessed October 29, 2021, https://cloud.google.com/learn/what-is-cloud-computing. See also 
Sai Vennam, “Cloud Computing,” IBM, August 18, 2020, accessed October 29, 2021, 
https://www.ibm.com/cloud/learn/cloud-computing. See also “Cloud Computing,” Accenture, accessed 
October 29, 2021, https://www.accenture.com/ca-en/insights/cloud-computing-index. These definitions 
exhibit slight differences in the emphasis of different cloud deployment models (e.g., hybrid versus public) and 
pricing models. 

https://csrc.nist.gov/publications/detail/sp/800-145/final
https://nvlpubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-145.pdf
https://csrc.nist.gov/publications/detail/sp/800-145/final
https://csrc.nist.gov/publications/detail/sp/800-145/final
https://aws.amazon.com/what-is-cloud-computing/
https://aws.amazon.com/what-is-cloud-computing/
https://azure.microsoft.com/en-ca/overview/what-is-cloud-computing/
https://cloud.google.com/learn/what-is-cloud-computing
https://www.ibm.com/cloud/learn/cloud-computing
https://www.accenture.com/ca-en/insights/cloud-computing-index
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• First, cloud computing is an on-demand delivery of computing services. This means that a 
business can pay for the computing services it uses, when it uses them, without needing to 
own its own IT equipment and software.5 

• Second, customers of cloud computing can rapidly provision or scale resources. For 
example, rapid provisioning and scaling for a business could entail increasing the number of 
active servers in order to handle a surge in users.  

• Third, cloud computing works within multiple segments of the broader IT industry, such as 
servers, storage, networks, applications, and services. As explained in Section II, industry 
reports typically categorize the IT industry into several segments, including devices, data 
center systems, enterprise software, IT services, and communication services.6 Cloud 
computing services are part of all of these segments.  

 
Prior to the proliferation of cloud services, the full extent of a firm’s IT solutions were located, 
hosted, and managed on site and all software, applications, and data lived locally behind the 
company’s firewall.7 This traditional IT model is referred to throughout this paper as 
“traditional on-premise” IT solutions. With the introduction of cloud computing, businesses 
have the option to outsource some or all aspects of their self-hosted IT resources and solutions 
to third party hosts.8  

B. Products and Services 
Cloud computing products and services are traditionally grouped into three broad categories, 
each reflecting a different degree of IT resource management that a customer outsources to 
one or more CSPs: Infrastructure as a Service (“IaaS”), Platform as a Service (“PaaS”), and 
Software as a Service (“SaaS”).  

 
5  Private cloud may involve a business owning its own IT equipment and software. For a definition and discussion 

of private cloud, see Section I.C. 
6  See, e.g., “Gartner Forecasts Worldwide IT Spending to Reach $4 Trillion in 2021,” Gartner press release, April 

7, 2021, accessed October 29, 2021, https://www.gartner.com/en/newsroom/press-releases/2021-04-07-
gartner-forecasts-worldwide-it-spending-to-reach-4-trillion-in-2021.  

7  James Kirby, “How Cloud Computing Differs from Traditional IT Infrastructure,” micropro, November 27, 2020, 
accessed October 29, 2021, https://micropro.com/blog/cloud-computing-vs-traditional-it-infrastructure/.  

8  James Kirby, “How Cloud Computing Differs from Traditional IT Infrastructure,” micropro, November 27, 2020, 
accessed October 29, 2021, https://micropro.com/blog/cloud-computing-vs-traditional-it-infrastructure/. 

https://www.gartner.com/en/newsroom/press-releases/2021-04-07-gartner-forecasts-worldwide-it-spending-to-reach-4-trillion-in-2021
https://www.gartner.com/en/newsroom/press-releases/2021-04-07-gartner-forecasts-worldwide-it-spending-to-reach-4-trillion-in-2021
https://micropro.com/blog/cloud-computing-vs-traditional-it-infrastructure/
https://micropro.com/blog/cloud-computing-vs-traditional-it-infrastructure/
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Figure 1 below illustrates the general categories of resource management that CSPs and 
customers undertake for each of IaaS, PaaS, SaaS, and traditional on-premise IT. With a 
traditional on-premise IT setup, customers manage every IT resource, from networking, 
storage, and servers to applications and data. As a simplified example, as a business moves 
from traditional on-premise solutions to IaaS, PaaS, and SaaS, it essentially outsources more IT 
resources with each step. IaaS is sometimes referred to as the “least managed” cloud 
computing service, while SaaS is referred to as the “most managed” service.9 

FIGURE 1: CLOUD COMPUTING AND IT RESOURCE MANAGEMENT 

 
Source: Rolf Harms and Michael Yamartino, “The Economics of the Cloud,” Microsoft, November 2010, p. 11, 
accessed October 29, 2021, https://news.microsoft.com/download/archived/presskits/cloud/docs/The-
Economics-of-the-Cloud.pdf. 
Note: Middleware is “software that provides additional support between the operating system and the 
software applications.” See “Middleware,” Oxford Learner’s Dictionary, accessed October 29, 2021, 
https://www.oxfordlearnersdictionaries.com/definition/english/middleware.  

IaaS, PaaS, and SaaS are each briefly explained below: 

• IaaS: Customers rent computers, servers, and storage from the CSP, and are able to access 
these resources via the internet.10 The CSP ensures the maintenance and physical security 

 
9  While this characterization of the degree of outsourcing is an intuitive way to compare the services, it is 

important to note that firms do not necessarily have to build up from IaaS, to PaaS, and then to SaaS. Indeed, 
SaaS was the original cloud model, and SaaS providers have existed since the late 1990s. See, e.g., Victoria 
Fryer, “The History of SaaS: From Emerging Technology to Ubiquity,” Big Commerce, accessed October 29, 
2021, https://www.bigcommerce.com/blog/history-of-saas/#the-history-of-saas. 

10  “Understanding the Cloud Computing Stack,” RapidScale, accessed October 29, 2021, 
https://rapidscale.net/wp-content/uploads/2019/05/Understanding-the-Cloud-Stack-White-Paper.pdf.  
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https://news.microsoft.com/download/archived/presskits/cloud/docs/The-Economics-of-the-Cloud.pdf
https://www.oxfordlearnersdictionaries.com/definition/english/middleware
https://www.oxfordlearnersdictionaries.com/definition/english/middleware
https://www.oxfordlearnersdictionaries.com/definition/english/middleware
https://www.bigcommerce.com/blog/history-of-saas/#the-history-of-saas
https://rapidscale.net/wp-content/uploads/2019/05/Understanding-the-Cloud-Stack-White-Paper.pdf
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(i.e., guards) of all IT equipment and its environment (which is owned by the CSP), but the 
customer manages its own applications and data.11 The virtual computing infrastructure 
available to the customer includes virtual server space, network connections, bandwidth, 
and IP addresses.12 Google Cloud Platform, AWS, and Microsoft Azure are well-known 
providers of IaaS, in addition to other cloud services. 

• PaaS: PaaS builds on IaaS in the sense that the CSP provides customers with infrastructure 
in addition to other managed services,13 but PaaS providers can also outsource their 
infrastructure needs to an IaaS provider.14 The CSP hosts a customer’s application 
development environment, through which the customer can design, test, and develop new 
applications.15 Google App Engine, Heroku, and Engine Yard are examples of PaaS 
products.16 While this paper focusses on the general characteristics of PaaS, PaaS products 
can be further classified into a number of segments, including application PaaS, integration 
PaaS, and database PaaS, among others.17 For instance, Azure SQL Server is an example of a 
database PaaS product that allows customers to upload and analyze data through an 
interface that organizes databases and interacts with them using the programming 
language SQL.18  

 
11  See, e.g., “Physical security architecture,” IBM, accessed October 29, 2021, 

https://www.ibm.com/cloud/architecture/architectures/physical-security-arch/.  
12 “Understanding the Cloud Computing Stack,” RapidScale, accessed October 29, 2021, 

https://rapidscale.net/wp-content/uploads/2019/05/Understanding-the-Cloud-Stack-White-Paper.pdf. 
13  “What is PaaS?,” Azure, accessed October 29, 2021, https://azure.microsoft.com/en-in/overview/what-is-

paas/.  
14  Engine Yard offers PaaS hosted on AWS IaaS. See “Engine Yard,” Engine Yard, accessed October 29, 2021, 

https://www.engineyard.com/.  
15  “Understanding the Cloud Computing Stack,” RapidScale, accessed October 29, 2021, 

https://rapidscale.net/wp-content/uploads/2019/05/Understanding-the-Cloud-Stack-White-Paper.pdf. 
16  TechTarget Contributor, “Google App Engine,” TechTarget, accessed October 29, 2021, 

https://searchaws.techtarget.com/definition/Google-App-Engine. See also “What is Heroku?,” Heroku, 
accessed October 29, 2021, https://www.heroku.com/about. See also “Engine Yard,” Engine Yard, accessed 
October 29, 2021, https://www.engineyard.com/.  

17  “Platform as a Service (PaaS) Market by Type (APaaS, IPaaS, DBPaaS), Deployment (Public and Private), 
Organization Size (Large Enterprises and SMEs), Vertical (Consumer Goods and Retail, BFSI, Manufacturing), 
and Region - Global Forecast to 2026,” Markets and Markets, April 2021, accessed October 29, 2021, 
https://www.marketsandmarkets.com/Market-Reports/enterprise-platform-as-a-service-paas-market-
814.html#:~:text=Major%20PaaS%20types%20included%20in,(dbPaaS)%2C%20and%20others.  

18  “What is Azure SQL Database?,” Microsoft, September 21, 2020, accessed October 29, 2021, 
https://docs.microsoft.com/en-us/azure/azure-sql/database/sql-database-paas-overview. 

https://www.ibm.com/cloud/architecture/architectures/physical-security-arch/
https://rapidscale.net/wp-content/uploads/2019/05/Understanding-the-Cloud-Stack-White-Paper.pdf
https://azure.microsoft.com/en-in/overview/what-is-paas/
https://azure.microsoft.com/en-in/overview/what-is-paas/
https://www.engineyard.com/
https://rapidscale.net/wp-content/uploads/2019/05/Understanding-the-Cloud-Stack-White-Paper.pdf
https://searchaws.techtarget.com/definition/Google-App-Engine
https://www.heroku.com/about
https://www.engineyard.com/
https://www.marketsandmarkets.com/Market-Reports/enterprise-platform-as-a-service-paas-market-814.html#:%7E:text=Major%20PaaS%20types%20included%20in,(dbPaaS)%2C%20and%20others
https://www.marketsandmarkets.com/Market-Reports/enterprise-platform-as-a-service-paas-market-814.html#:%7E:text=Major%20PaaS%20types%20included%20in,(dbPaaS)%2C%20and%20others
https://docs.microsoft.com/en-us/azure/azure-sql/database/sql-database-paas-overview
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• SaaS: Customers use a CSP’s software, which is “hosted in the cloud and accessed through 
the Internet.”19 Zoom, Microsoft Office 365, Dropbox, SAP Concur, Mural, and Lever are 
examples of SaaS products.20 It is common for SaaS providers to outsource their 
infrastructure needs to an IaaS provider, meaning the provision of SaaS service does not 
necessitate that the SaaS provider CSP has its own data center. Cloud marketplaces, such as 
AWS Marketplace and Azure Marketplace, give customers the ability to add specific SaaS 
offerings to their existing cloud environments.21 For a discussion of marketplaces, see 
Section V.A. 

Some industry analysts have recently ceased to differentiate these traditional cloud service 
categories. In particular, some industry analysts group IaaS and PaaS into one category of cloud 
infrastructure services. For example, in 2020, Gartner revised its Magic Quadrant report for 
IaaS to include PaaS to reflect customers’ broad use of IaaS providers.22 Nonetheless, this paper 
differentiates between IaaS, PaaS, and SaaS for illustration where helpful for readers to 
understand distinctions between these cloud services. 

C. Deployment Methods  
CSP services differ on two key dimensions: (1) the cloud’s hosting location (i.e., where the CSP 
operates relative to the customer); and (2) the degree to which hardware and related cloud 

 
19  “Understanding the Cloud Computing Stack,” RapidScale, accessed October 29, 2021, 

https://rapidscale.net/wp-content/uploads/2019/05/Understanding-the-Cloud-Stack-White-Paper.pdf. 
20  Stephen Watts and Muhammad Raza, “SaaS vs PaaS vs IaaS: What’s The Difference & How To Choose,” BMC 

Blogs, June 15, 2019, accessed October 29, 2021, https://www.bmc.com/blogs/saas-vs-paas-vs-iaas-whats-the-
difference-and-how-to-choose/. See also Andrew Froehlich, “Choose between Microsoft Teams vs. Zoom for 
conference needs,” TechTarget, May 7, 2021, accessed October 29, 2021, 
https://searchunifiedcommunications.techtarget.com/tip/Microsoft-Teams-vs-Zoom-Compare-video-
conference-platforms. See also “MURAL,” LATKA, accessed October 29, 2021, 
https://getlatka.com/companies/mural. See also “Lever,” Crunchbase, accessed October 29, 2021, 
https://www.crunchbase.com/organization/lever.   

21  Dharmesh Thakker, “Cloud Marketplaces: Providing Less Glamorous, but Valuable Services You Can't Touch and 
Feel,” Forbes, September 6, 2019, accessed October 29, 2021, 
https://www.forbes.com/sites/dharmeshthakker/2019/09/06/cloud-marketplaces-providing-less-glamorous-
but-valuable-services-you-cant-touch-and-feel/.  

22  Raj Bala, “The Magic Quadrant for Cloud Infrastructure and Platform Services,” Gartner, March 2, 2020, 
accessed October 29, 2021, https://blogs.gartner.com/raj-bala/2020/03/02/magic-quadrant-cloud-
infrastructure-platform-services/. See also Felix Richter, “Amazon Leads $150-Billion Cloud Market,” Statista, 
July 5, 2021, accessed October 29, 2021, https://www.statista.com/chart/18819/worldwide-market-share-of-
leading-cloud-infrastructure-service-providers/.  

https://rapidscale.net/wp-content/uploads/2019/05/Understanding-the-Cloud-Stack-White-Paper.pdf
https://www.bmc.com/blogs/saas-vs-paas-vs-iaas-whats-the-difference-and-how-to-choose/
https://www.bmc.com/blogs/saas-vs-paas-vs-iaas-whats-the-difference-and-how-to-choose/
https://searchunifiedcommunications.techtarget.com/tip/Microsoft-Teams-vs-Zoom-Compare-video-conference-platforms
https://searchunifiedcommunications.techtarget.com/tip/Microsoft-Teams-vs-Zoom-Compare-video-conference-platforms
https://getlatka.com/companies/mural
https://www.crunchbase.com/organization/lever
https://www.forbes.com/sites/dharmeshthakker/2019/09/06/cloud-marketplaces-providing-less-glamorous-but-valuable-services-you-cant-touch-and-feel/
https://www.forbes.com/sites/dharmeshthakker/2019/09/06/cloud-marketplaces-providing-less-glamorous-but-valuable-services-you-cant-touch-and-feel/
https://blogs.gartner.com/raj-bala/2020/03/02/magic-quadrant-cloud-infrastructure-platform-services/
https://blogs.gartner.com/raj-bala/2020/03/02/magic-quadrant-cloud-infrastructure-platform-services/
https://www.statista.com/chart/18819/worldwide-market-share-of-leading-cloud-infrastructure-service-providers/
https://www.statista.com/chart/18819/worldwide-market-share-of-leading-cloud-infrastructure-service-providers/
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infrastructure are allocated or shared amongst different customers. On this basis, the industry 
broadly defines three cloud deployment methods: public cloud, private cloud, and community 
cloud. 

• Public cloud is a deployment method in which multiple unaffiliated customers share 
computing resources in the multi-tenancy model at a remote data center managed by the 
CSP. The CSP can allocate a server or computer in the data center, at any given time, to any 
customer. 

• Private cloud is a deployment method in which the cloud environment is used by a single 
customer, sometimes for specific functions. The private cloud hardware can be located 
onsite at a company’s location or at a remote data center. In either case, the company is a 
single tenant of the infrastructure and other hardware used.23 This model can be thought of 
as a cloud solution that maintains aspects of traditional on-premise arrangements (such as 
location, management, and ownership of the hardware, and/or location of the firm’s data), 
but allows for certain cloud advantages (such as third-party hosting and management, 
scalability, and real-time resource access).24 Private cloud has a number of subcategories:  

– On-premise cloud, whereby a business manages its own cloud solution onsite;25 

– Hosted private cloud, whereby a business uses an isolated environment within a public 
cloud, as a single tenant of a subset of servers;26   

– Virtual private cloud, whereby a business uses a code-reinforced environment within a 
public cloud;27 and  

 
23  Ben Lutkevich, “What is a private cloud?,” TechTarget, accessed October 29, 2021, 

https://searchcloudcomputing.techtarget.com/definition/private-cloud. 
24  Emily Heaslip, “Quick Guide to the Difference Between a Public and Private Cloud,” Nightfall, March 15, 2021, 

accessed October 29, 2021, https://nightfall.ai/quick-guide-to-the-difference-between-a-public-and-a-private-
cloud. See also “Public Cloud vs Private Cloud vs Hybrid Cloud,” Mongo DB, accessed October 29, 2021, 
https://www.mongodb.com/cloud-database/private-public-hybrid-cloud. 

25  “Difference Between Private Cloud and On Premise,” DifferenceBetween.net, accessed October 29, 2021, 
http://www.differencebetween.net/technology/difference-between-private-cloud-and-on-premise/. 

26  Ben Lutkevich, “What is a private cloud?,” TechTarget, accessed October 29, 2021, 
https://searchcloudcomputing.techtarget.com/definition/private-cloud. See also “Difference Between Private 
Cloud and On Premise,” DifferenceBetween.net, accessed October 29, 2021, 
http://www.differencebetween.net/technology/difference-between-private-cloud-and-on-premise/. 

27  Ben Lutkevich, “What is a private cloud?,” TechTarget, accessed October 29, 2021, 
https://searchcloudcomputing.techtarget.com/definition/private-cloud. 

https://searchcloudcomputing.techtarget.com/definition/private-cloud
https://nightfall.ai/quick-guide-to-the-difference-between-a-public-and-a-private-cloud
https://nightfall.ai/quick-guide-to-the-difference-between-a-public-and-a-private-cloud
https://www.mongodb.com/cloud-database/private-public-hybrid-cloud
http://www.differencebetween.net/technology/difference-between-private-cloud-and-on-premise/
https://searchcloudcomputing.techtarget.com/definition/private-cloud
http://www.differencebetween.net/technology/difference-between-private-cloud-and-on-premise/
https://searchcloudcomputing.techtarget.com/definition/private-cloud
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– Managed private cloud, whereby a business owns its own hardware and software, but 
these resources are managed by a vendor.28 

• Community cloud is a deployment method in which multiple customers with similar needs 
share cloud infrastructure and/or data. Community cloud deployment is relatively new but 
expected to grow in industries with compliance or security regulations, such as the public 
sector (with legal restrictions on security and access).29 For instance, IBM Cloud (formerly, 
SoftLayer) is a community cloud in use by US federal agencies that need to share 
information with each other but have shared legal security concerns.30 Similarly, Salesforce 
Health Cloud offers a community cloud edition.31 Like private cloud, the community cloud 
can be located onsite at a company’s location or at a remote data center, and managed by 
either the community or a vendor.  

With the above cloud-computing deployment options, along with traditional on-premise IT 
solutions, businesses can and do employ strategies that combine different deployment options 
and use one or more CSPs. These strategies are generally categorized as hybrid cloud and multi-
cloud. 

• Hybrid cloud is an IT strategy in which a customer uses any combination of the core 
deployment methods described above, including traditional on-premise, public cloud, 
private cloud, and/or community cloud.32 A frequent arrangement is the combination of 
traditional on-premise infrastructure or on-premise cloud with a public cloud component, 
but a hybrid cloud model can also take the form of multiple cloud deployment models 

 
28  Brandon Butler, “3 types of private clouds: Which one’s right for you?,” Network World, November 24, 2015, 

accessed October 29, 2021, https://www.networkworld.com/article/3007991/3-types-of-private-clouds-which-
one-s-right-for-you.html. 

29  Dejan Tucakov, “What is Community Cloud? Benefits & Examples with Use Cases,” PhoenixNAP, June 18, 2020, 
accessed October 29, 2021, https://phoenixnap.com/blog/community-cloud. See also Robert Sheldon, “The 
Community Cloud,” Redgate Hub, August 27, 2014, accessed October 29, 2021, https://www.red-
gate.com/simple-talk/cloud/platform-as-a-service/the-community-cloud/.  

30  Karolina K. Marzantowicz, “Community cloud: The answer to the public/private debate?,” IBM, September 2, 
2015, accessed October 29, 2021, https://www.ibm.com/blogs/cloud-computing/2015/09/02/community-
cloud-the-answer-to-the-publicprivate-debate/. See also “SoftLayer’s new name: IBM Cloud,” IBM, accessed 
October 29, 2021, https://www.ibm.com/uk-en/cloud/info/softlayer-is-now-ibm-cloud.  

31  “How to Select the Right Health Cloud Edition,” Salesforce, 2020, accessed October 29, 2021, 
https://www.salesforce.com/content/dam/web/en_us/www/assets/pdf/datasheets/healthcloud-pricing-
datasheet.pdf.  

32  Sai Vennam, “What is hybrid cloud?,” IBM, May 12, 2021, accessed October 29, 2021, 
https://www.ibm.com/cloud/learn/hybrid-cloud. See also Bill Williams, The Economics of Cloud Computing, 
(Indianapolis, IN: Cisco Press, 2012), p. 13. 

https://www.networkworld.com/article/3007991/3-types-of-private-clouds-which-one-s-right-for-you.html
https://www.networkworld.com/article/3007991/3-types-of-private-clouds-which-one-s-right-for-you.html
https://phoenixnap.com/blog/community-cloud
https://www.red-gate.com/simple-talk/cloud/platform-as-a-service/the-community-cloud/
https://www.red-gate.com/simple-talk/cloud/platform-as-a-service/the-community-cloud/
https://www.ibm.com/blogs/cloud-computing/2015/09/02/community-cloud-the-answer-to-the-publicprivate-debate/
https://www.ibm.com/blogs/cloud-computing/2015/09/02/community-cloud-the-answer-to-the-publicprivate-debate/
https://www.ibm.com/uk-en/cloud/info/softlayer-is-now-ibm-cloud
https://www.salesforce.com/content/dam/web/en_us/www/assets/pdf/datasheets/healthcloud-pricing-datasheet.pdf
https://www.salesforce.com/content/dam/web/en_us/www/assets/pdf/datasheets/healthcloud-pricing-datasheet.pdf
https://www.ibm.com/cloud/learn/hybrid-cloud
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(private, public, or community) that are managed to appear as a single cloud 
environment.33  

• Multi-cloud is the practice of using multiple CSPs across one or more of the above 
deployment methods.  

See Section IV for more detail on hybrid cloud and multi-cloud strategies. 

 Growth and Competitive Dynamics of Cloud 
Computing 

A. Cloud Computing Within the Broader Global IT 
Industry 

As noted above, NIST’s definition of cloud computing underscores that cloud computing works 
within multiple segments of the broader IT industry. However, IT spending estimates suggest 
that cloud computing is still in its infancy and constitutes a small part of an expansive global IT 
industry. 

Gartner estimates that global IT spending in 2020 was approximately $3.8 trillion, with 2021 
spending estimated to be $4 trillion.34 Figure 2 shows Gartner’s estimates of global IT spending 
for each IT segment in 2020 with forecasts for 2021 and 2022.  

 
33  Bill Williams, The Economics of Cloud Computing (Indianapolis, IN: Cisco Press, 2012), pp. 11–13.  
34  Gartner press release, “Gartner Forecasts Worldwide IT Spending to Reach $4 Trillion in 2021,” April 7, 2021, 

accessed October 29, 2021, https://www.gartner.com/en/newsroom/press-releases/2021-04-07-gartner-
forecasts-worldwide-it-spending-to-reach-4-trillion-in-2021. 

 All dollar figures in this paper are US dollars, unless otherwise indicated. 

https://www.gartner.com/en/newsroom/press-releases/2021-04-07-gartner-forecasts-worldwide-it-spending-to-reach-4-trillion-in-2021
https://www.gartner.com/en/newsroom/press-releases/2021-04-07-gartner-forecasts-worldwide-it-spending-to-reach-4-trillion-in-2021


Trends and Developments in Cloud Computing and On-Premise IT Solutions Brattle.com | 13 

FIGURE 2: GLOBAL IT SPENDING AND FORECAST BY SEGMENT ($ BILLIONS), 2020–2022 

 
Note: Gartner forecasted 2021 and 2022 spending and growth.   
Source: “Gartner Forecasts Worldwide IT Spending to Reach $4 Trillion in 2021,” Gartner press release, April 7, 
2021, accessed October 29, 2021, https://www.gartner.com/en/newsroom/press-releases/2021-04-07-gartner-
forecasts-worldwide-it-spending-to-reach-4-trillion-in-2021. 

As set out in Figure 2 above, Gartner includes the following segments in the IT industry:35 

• Data center systems: includes expenditures on hardware products for data centers, such as 
servers, storage, networking, and security. This category would include CSPs’ expenditures 
on servers. 

• Enterprise software: includes expenditures on business software and infrastructure 
software (e.g., virtualization software such as Zoom). This category includes SaaS products. 

• Devices: includes expenditures on PCs, mobile phones, printers, and tablets. 

• IT services: includes expenditures on business IT services and IT product support, including 
outsourcing of data centers. This category would include IaaS products. 

• Communications services: includes expenditures on internet and mobile services, which 
CSPs rely on to deliver their services. 

Cloud computing spending has traditionally been categorized by deployment model (specifically 
public and private), by service type (IaaS, PaaS, and SaaS), or by infrastructure versus software 
(IaaS and PaaS together as cloud infrastructure services, and SaaS separately). 

Gartner estimates that global spending on public cloud services was $270 billion in 2020 with 
SaaS spending estimated to be $103 billion, IaaS $59 billion, and PaaS $46 billion (and other 

 
35  Gartner, “Forecast Alert: IT Spending, Worldwide, 1Q18 Update,” accessed October 29, 2021, 

https://www.gartner.com/en/doc/3870395-forecast-alert-it-spending-worldwide-1q18-update.   

2020 Spending 
($)

2020 Growth 
(%)

2021 Spending 
($)

2021 Growth 
(%)

2022 Spending 
($)

2022 Growth 
(%)

Data Center Systems 219.9 2.3 236.8 7.7 247.5 4.5
Enterprise Software 466.6 -2.1 516.9 10.8 571.7 10.6
Devices 663.2 -6.9 755.8 14.0 778.9 3.1
IT Services 1,021.2 -1.8 1,112.6 9.0 1,193.5 7.3
Communications Services 1,386.5 -0.7 1,450.4 4.6 1,504.7 3.7

Overall IT 3,757.5 -2.2 4,073.5 8.4 4,296.4 5.5

https://www.gartner.com/en/newsroom/press-releases/2021-04-07-gartner-forecasts-worldwide-it-spending-to-reach-4-trillion-in-2021
https://www.gartner.com/en/newsroom/press-releases/2021-04-07-gartner-forecasts-worldwide-it-spending-to-reach-4-trillion-in-2021
https://www.gartner.com/en/doc/3870395-forecast-alert-it-spending-worldwide-1q18-update
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services accounting for the remainder).36 International Data Corporation (“IDC”) estimates that 
spending on private cloud for 2020 was $21.5 billion.37 Adding Gartner’s estimate of public 
cloud services and IDC’s estimate of private cloud, global spending on cloud services for 2020 is 
an estimated $291.5 billion. This represents approximately 8 percent of the global IT spending 
reported in Figure 2 above.38   

As shown in Figure 3 below, global IT spending has been increasing steadily during the last 
several years, with minor dips and plateaus in sync with economic recovery from the Great 
Recession as well as the COVID-19 pandemic. Global IT spending had a compound annual 
growth rate (“CAGR”) of approximately 2 percent between 2015 and 2020.39  

 
36  Gartner press release, “Gartner Forecasts Worldwide Public Cloud End-User Spending to Grow 23% in 2021,” 

April 21, 2021, accessed October 29, 2021, https://www.gartner.com/en/newsroom/press-releases/2021-04-
21-gartner-forecasts-worldwide-public-cloud-end-user-spending-to-grow-23-percent-in-2021. 

37  “Spending on Public Cloud IT Infrastructure Surpasses Spending on Traditional IT Infrastructure for the First 
Time in the Second Quarter of 2020, According to IDC”, IDC, September 29, 2020, accessed October 29, 2021, 
https://www.idc.com/getdoc.jsp?containerId=prUS46895020. 

38  Estimates for global cloud computing spend can vary across reports, given the varying terminology used in 
defining overall cloud computing revenues. For instance, while Forrester estimates 2020 global spending on 
public cloud infrastructure services at $89 billion in 2020 (120/1.35), Synergy Research Group estimates global 
spending on cloud infrastructure services, including IaaS, PaaS, and hosted private cloud (defined above as 
private cloud managed offsite by a third-party), at $130 billion in 2020. See Dave Bartoletti, “Predictions 2021: 
Cloud Computing Powers Pandemic Recovery,” Forrester, October 19, 2020, accessed October 29, 2021, 
https://go.forrester.com/blogs/predictions-2021-cloud-computing-powers-pandemic-recovery/. See also “2020 
– The Year that Cloud Service Revenues Finally Dwarfed Enterprise Spending on Data Centers,” Synergy 
Research Group, March 18, 2021, accessed October 29, 2021, https://www.srgresearch.com/articles/2020-the-
year-that-cloud-service-revenues-finally-dwarfed-enterprise-spending-on-data-centers. The latter estimate is 
similar to the sum of Gartner’s estimates for IaaS and PaaS and IDC’s estimate for private cloud ($126.5 billion), 
but not identical. 

39  (3,757 / 3,396)^(1/5)-1 = 0.0204. 

https://www.gartner.com/en/newsroom/press-releases/2021-04-21-gartner-forecasts-worldwide-public-cloud-end-user-spending-to-grow-23-percent-in-2021
https://www.gartner.com/en/newsroom/press-releases/2021-04-21-gartner-forecasts-worldwide-public-cloud-end-user-spending-to-grow-23-percent-in-2021
https://www.idc.com/getdoc.jsp?containerId=prUS46895020
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FIGURE 3: GLOBAL IT SPENDING ($ BILLIONS), 2005–2020 

 
Source: “Information technology (IT) worldwide spending from 2005 to 2022,” Statista, April 7, 2021, accessed 
October 29, 2021, https://www.statista.com/statistics/203935/overall-it-spending-worldwide/. Underlying data 
from a Gartner press release: “Gartner Forecasts Worldwide IT Spending to Grow 9% in 2021,” Gartner press 
release, July 14, 2021, accessed October 29, 2021, https://www.gartner.com/en/newsroom/press-releases/2021-
07-14-gartner-forecasts-worldwide-it-spending-to-grow-9-percent-2021.  

Figure 4 shows Forrester’s estimates of global spending on public cloud services from 2008 to 
2020, which represents the vast majority of total cloud spending captured in Gartner’s 
estimates above. Based on these estimates, the CAGR of global spending on public cloud 
services is 22.1 percent from 2015 to 2020, a much higher growth rate than that of global IT.40  

 
40  (236 / 87)^(1/5)-1 = 0.2208. 
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FIGURE 4: GLOBAL PUBLIC CLOUD SPENDING ($ BILLIONS), 2008–2020 

 
Sources:  
[1] For 2008–2014: Louis Columbus, “Roundup Of Cloud Computing Forecasts And Market Estimates, 2015,” 

Forbes, January 24, 2015, accessed October 29, 2021, 
https://www.forbes.com/sites/louiscolumbus/2015/01/24/roundup-of-cloud-computing-forecasts-and-
market-estimates-2015/?sh=13ed2a57db7a. 

[2]  For 2015–2020: Jennifer Adams and Andras Cser, “Forrester Data: Cloud Security Solutions Forecast, 2016 To 
2021 (Global),” Forrester, June 8, 2017, accessed October 29, 2021, 
https://www.tatacommunications.com/wp-content/uploads/2019/02/Forrester-Report.pdf. 

A breakdown of public cloud spending by service type shows that SaaS spending has 
consistently been larger than both IaaS and PaaS spending, while PaaS has been driving the 
recent growth of cloud computing. Figure 5 displays Statista’s estimates for spending on IaaS, 
PaaS, and SaaS since 2015, with forecasts to 2022. PaaS has experienced rapid growth, with a 
CAGR of 65 percent between 2015 and 2020, compared to 28 percent for IaaS and 27 percent 
for SaaS.41 

 
41  Bill Whyman, “Secrets From Cloud Computing’s First Stage: An Action Agenda for Government and Industry,” 

Information Technology & Innovation Foundation, June 1, 2021, accessed October 29, 2021, 
https://itif.org/publications/2021/06/01/secrets-cloud-computings-first-stage-action-agenda-government-and-
industry.  
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FIGURE 5: GLOBAL IAAS, PAAS, AND SAAS SPENDING ($ BILLIONS), 2015–2022 

 
Sources:  
[1] “Public cloud infrastructure as a service (IaaS) end-user spending worldwide from 2015 to 2022,” Statista, 

August 2021, accessed October 29, 2021, https://www.statista.com/statistics/505251/worldwide-
infrastructure-as-a-service-revenue/. 

[2] “Public cloud platform as a service (PaaS) end-user spending worldwide from 2015 to 2022,” Statista, August 
2021, accessed October 29, 2021, https://www.statista.com/statistics/505248/worldwide-platform-as-a-
service-revenue/. 

[3] “Public cloud application services/software as a service (SaaS) end-user spending worldwide from 2015 to 
2022,” Statista, August 2021, accessed October 29, 2021, 
https://www.statista.com/statistics/505243/worldwide-software-as-a-service-revenue/. 

Two case studies of software products exemplify the growth of SaaS: customer relationship 
management (“CRM”) and enterprise resource planning (“ERP”). CRM software provides an 
interface through which subscribers can manage relationships with current and potential 
customers. A survey conducted by Software Advice found that, between 2008 and 2014, a 
complete reversal in deployment preferences for CRM software occurred. In 2008, 88 percent 
of respondents preferred on-premise, while in 2014, 87 percent of respondents preferred cloud 
deployment.42 This rapid adoption is consistent with the industry sentiment that cloud-based 

 
42  “Cloud vs. On-Premise Deployment, 2008–2014 BuyerView | 2014,” Software Advice, 2014, accessed October 

29, 2021, https://www.softwareadvice.com/buyerview/deployment-preference-report-2014/.  
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CRM is considered less expensive than on-premise CRM solutions. Cloud-based CRM software 
involves a subscription fee (that could vary by the number of employees using the software), 
whereas on-premise CRM involves upfront costs to purchase software and equipment as well 
as maintenance.43 

ERP software has also been rapidly migrated to the cloud. ERP is a system or application that 
compiles information from different departments on a consolidated database, and automates 
and synthesizes that information.44 These functions could include inventory management, 
order and supply chain management, production, distribution, and fulfillment.45 Research 
suggests that the majority of businesses use at least some amount of cloud-based ERP. For 
instance, a 2019 survey conducted by consulting firm Panorama found that 63 percent of 
survey respondents had already implemented a cloud-based ERP solution.46 Of those 
organizations already using a cloud-based ERP, 90 percent used SaaS ERP products,47 as 
opposed to “hosted cloud-based” ERP products, which involve cloud-based ERP software that 
runs on the vendor’s servers but is still owned by the organization.48 Similar to CRM, cloud-
based ERP is generally considered less expensive than on-premise software because cloud-
based ERP is typically priced on a running basis while on-premise ERP is priced as a one-time 
license fee.49 

Industry analysts expect the growth rate of cloud service spending to continue to exceed that of 
overall global IT spending. For example, Gartner estimates the CAGR of overall global IT 

 
43  Zachary Totah, “On-Premise CRM vs Cloud: Which Deployment is Best for Your Company?,” SelectHub, 

accessed October 29, 2021, https://www.selecthub.com/customer-relationship-management/choose-cloud-
based-crm-versus-premise-solution/.  

44  Ian McCue, “What Is ERP (Enterprise Resource Planning)?,” Oracle Netsuite, January 19, 2021, accessed 
October 29, 2021, https://www.netsuite.com/portal/resource/articles/erp/what-is-erp.shtml.  

45  Kendall Fisher, “What is Cloud ERP and How Does It Work?,” Oracle Netsuite, August 12, 2020, accessed 
October 29, 2021, https://www.netsuite.com/portal/resource/articles/erp/cloud-erp.shtml.  

46  “The 2020 ERP Report,” Panorama Consulting Group, 2020, accessed October 29, 2021, 
https://cdn2.hubspot.net/hubfs/4439340/Panorama-Consulting-Group-The-2020-ERP-Report.pdf.  

47  “The 2020 ERP Report,” Panorama Consulting Group, 2020, accessed October 29, 2021, 
https://cdn2.hubspot.net/hubfs/4439340/Panorama-Consulting-Group-The-2020-ERP-Report.pdf. 

48  Carma Shoemaker, “ERP Hosting vs ERP as a Service: Which Is the Better Cloud Option?,” Toolbox, January 5, 
2018, accessed October 29, 2021, https://www.toolbox.com/tech/erp/blogs/erp-hosting-vs-erp-as-a-service-
which-is-the-better-cloud-option-010518/.  

49  Zach Hale and Toby Cox, “Cloud ERP vs. On-Premise ERP,” Software Advice, December 4, 2020, accessed 
October 29, 2021, https://www.softwareadvice.com/resources/cloud-erp-vs-on-premise/.  
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spending to be 5.9 percent from 2020–2025,50 while IDC estimates the 2021–2025 CAGR for 
spending on cloud computing and storage to be 11.3 percent.51  

Despite its growth trend, cloud spending is expected to continue to account for a small 
proportion of global IT spending. Gartner projects cloud spending to account for under 10 
percent of global enterprise IT spending in 202152 and less than 15 percent of global enterprise 
IT spending in 2024.53  

Figure 6 overlays the public cloud spending from Figure 4 onto the global IT spending from 
Figure 3 to illustrate the size of the cloud computing spending relative to that of the global IT 
spending.  

 
50  “Q1 2021 Earnings Supplement,” Service Source, April 29, 2021, accessed October 29, 2021, 

https://ir.servicesource.com/static-files/ef1df84b-d0c0-4794-8c72-da59a27e3ef6.  
51  “Cloud Infrastructure Spending Maintained Strong Growth in First Quarter of 2021, According to IDC,” IDC, July 

1, 2021, accessed October 29, 2021, https://www.idc.com/getdoc.jsp?containerId=prUS48050621. 
52  $332.3 billion/$4.1 trillion = 8 percent. Estimate excludes private cloud spending.  
 See “Gartner Forecasts Worldwide Public Cloud End-User Spending to Grow 23% in 2021,” Gartner press 

release, April 21, 2021, accessed October 29, 2021, https://www.gartner.com/en/newsroom/press-
releases/2021-04-21-gartner-forecasts-worldwide-public-cloud-end-user-spending-to-grow-23-percent-in-
2021. See also “Gartner Forecasts Worldwide IT Spending to Reach $4 Trillion in 2021,” Gartner press release, 
April 7, 2021, accessed October 29, 2021, https://www.gartner.com/en/newsroom/press-releases/2021-04-07-
gartner-forecasts-worldwide-it-spending-to-reach-4-trillion-in-2021. 

53  “Gartner Forecasts Worldwide Public Cloud End-User Spending to Grow 18% in 2021,” Gartner press release, 
November 17, 2020, accessed October 29, 2021, https://www.gartner.com/en/newsroom/press-
releases/2020-11-17-gartner-forecasts-worldwide-public-cloud-end-user-spending-to-grow-18-percent-in-
2021. 
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FIGURE 6: GLOBAL IT AND PUBLIC CLOUD SPENDING ($ BILLIONS), 2008–2020 

 
Sources: Data from Figure 3 and Figure 4. 

 

B. Major Participants and Competitive Dynamics 
Many of the top global IT firms participate in the cloud computing business, but the proportion 
of their respective revenues derived from cloud computing varies significantly. Figure 7 shows 
the top 10 global IT firms ranked by their 2020 overall revenues, compiled from The Next Tech 
and FXSSI industry reports.54 Collectively, these top 10 IT firms account for approximately 10 
percent of global IT spending. As shown in Figure 7, cloud computing accounts for as little as 11 
percent and as high as 70 percent of the overall revenues of these top 10 firms. Among the nine 

 
54  “Top Ten Most Profitable IT Companies in the World – 2021,” FXSSI, July 31, 2021, accessed October 29, 2021, 

https://fxssi.com/most-profitable-it-companies See also Amelia Scott, “Top 10 Largest IT Service Provider 
Companies in The World,” The Next Tech, accessed October 29, 2021, https://www.the-next-tech.com/top-
10/top-10-largest-it-service-provider-companies-in-the-world/.  

 Total revenues and cloud revenues are from company financials and reports. 
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firms for which there is a cloud revenue estimate, total cloud computing revenues account for 
38 percent of their total revenues.55 

FIGURE 7: TOP 10 GLOBAL IT FIRMS BY 2020 REVENUE ($ BILLIONS) 

    
 Notes:  

Cloud Brands and Products are examples and not meant to be comprehensive. 
 † Net revenues reported instead of total revenues. 

* Figure is approximate and may include other non-cloud revenues. 
 ** Figure not available. 
 Sources: See References for sources.  

The list of firms in Figure 7 includes companies that have historically specialized in both 
hardware and software. For example, the first releases by IBM, Dell, Cisco, and HPE were 
hardware products. IBM released its accounting machine in 1934, later releasing typewriters, 
computing systems, and other innovations.56 Dell began as a PC upgrade business, later 
releasing its own computers.57 Cisco initially released a router card, later releasing various 
business hardware products.58 HPE began selling audio oscillators, later releasing various 
hardware products.59 Other companies, including Microsoft, Oracle, and SAP, began as 

 
55  Calculation excludes Tech Data revenues, as its cloud revenues were not available. 
56  “Think: A History of Progress,” IBM, accessed October 29, 2021, 

https://www.ibm.com/ibm/history/interactive/ibm_history.pdf.  
57  The Editors of Encyclopaedia Britannica, “Dell Inc.,” Encyclopaedia Britannica, accessed October 29, 2021, 

https://www.britannica.com/topic/Dell-Inc.  
58  Robert Lewis, “Cisco Systems,” Encyclopaedia Britannica, accessed October 29, 2021, 

https://www.britannica.com/topic/Cisco-Systems-Inc.  
59  “Our Founding,” HPE, accessed October 29, 2021, https://www.hpe.com/us/en/about/history.html.  
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[1] Microsoft 143.0 51.6 * 36% Azure
[2] Dell 92.2 † 44.9 * 49% Dell Cloud On Demand
[3] IBM 73.6 25.1 34% IBM Cloud
[4] Cisco 49.3 14.8 * 30% Cisco Cloud
[5] Accenture 44.3 15.1 * 34% Accenture Cloud First
[6] Tech Data 37.0 † StreamOne
[7] Oracle 39.1 27.4 70% Oracle Cloud
[8] Fujitsu 35.9 13.6 * 38% Fujitsu Cloud Service K5
[9] SAP 33.2 9.8 30% SAP Cloud Platform
[10] HPE 27.0 † 2.9 * 11% Greenlake

Cloud 
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software companies, later expanding into hardware and other services.60 Some of these 
companies, such as IBM and HPE, have been major players in IT since the early- and mid-
1900s,61 while other companies, such as Dell and Microsoft, were founded later in the 1970s 
and 1980s.62 

Notably absent from the list of top global IT firms are firms such as Amazon and Google. These 
companies are major CSPs that are not ranked among other IT firms in the industry reports 
mentioned above. AWS recorded annual revenues of $45.4 billion in 2020, up from $35.0 billion 
in 2019.63 Google Cloud revenues in 2020 were $13.1 billion, up from $8.9 billion in 2019.64 

Figure 8 displays the major players in cloud computing and their estimated 2020 cloud 
revenues. In some cases, these companies do not report 2020 cloud revenues. In these cases, 
more aggregate revenue estimates that include cloud revenues are shown, so they are likely 
overestimates. 

 
60  Mark Hall and Gregg Pascal Zachary, “Microsoft Corporation,” Encyclopaedia Britannica, accessed October 29, 

2021, https://www.britannica.com/topic/Microsoft-Corporation. See also "From Inventing the Enterprise 
Software Sector to Helping the World Run Better,” SAP, accessed October 29, 2021, 
https://www.sap.com/canada/about/company/history.html?pdf-asset=70eee289-847d-0010-87a3-
c30de2ffd8ff&page=1. See also Mark Hall, “Oracle Corporation,” Encyclopaedia Britannica, accessed October 
29, 2021, https://www.britannica.com/topic/Oracle-Corporation.  

61  IBM was founded in 1911, and HPE was founded in 1939. See “Our Founding,” HPE, accessed October 29, 2021, 
https://www.hpe.com/us/en/about/history.html. See also “Think: A History of Progress,” IBM, accessed 
October 29, 2021, https://www.ibm.com/ibm/history/interactive/ibm_history.pdf. 

62  The Editors of Encyclopaedia Britannica, “Dell Inc.,” Encyclopaedia Britannica, accessed October 29, 2021, 
https://www.britannica.com/topic/Dell-Inc. See also Mark Hall and Gregg Pascal Zachary, “Microsoft 
Corporation,” Encyclopaedia Britannica, accessed October 29, 2021, 
https://www.britannica.com/topic/Microsoft-Corporation. 

63  Kimberly Mlitz, “Annual revenue of Amazon Web Services from 2013 to 2020,” Statista, August 20, 2021, 
accessed October 29, 2021, https://www.statista.com/statistics/233725/development-of-amazon-web-
services-revenue/. 

64  Joseph Johnson, “Global Google Cloud revenues from 2017 to 2020,” Statista, February 17, 2021, accessed 
October 29, 2021, https://www.statista.com/statistics/478176/google-public-cloud-revenue/. 
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FIGURE 8: MAJOR CLOUD COMPUTING PROVIDERS WITH ESTIMATED 2020 CLOUD REVENUE 
($ BILLIONS)  

  
 Note: * Figure is approximate and may include other non-cloud revenues.  

Sources: See References for sources. 

AWS and Microsoft are widely considered the largest cloud service providers, both in overall 
public cloud and in IaaS and PaaS (which is consistent with the revenue figures shown in Figure 
8).65 AWS’s leadership position is unsurprising given that it was an early entrant in cloud 
infrastructure services relative to other providers. AWS launched in 2006 with a comprehensive 
cloud computing solution that included three main cloud services: connectivity, storage, and 
computing power.66 From 2006 to 2013, other CSPs and services emerged, including Microsoft 
Azure, Google App Engine, Google Cloud Storage, Google Compute Engine, and Alibaba Cloud.67 

SaaS providers, such as Salesforce and Concur (which was acquired by SAP in 2014), have 

 
65  See, e.g., “Amazon and Microsoft Maintain their Grip on the Market but Others are also Growing Rapidly,” 

Synergy Research Group, April 29, 2021, accessed October 29, 2021, 
https://www.srgresearch.com/articles/amazon-and-microsoft-maintain-their-grip-market-others-are-also-
growing-rapidly.  

66  “Here’s Why Amazon Is No Shoo-In To Win The $206B Global Cloud Market,” CB Insights, August 22, 2018, 
accessed October 29, 2021, https://www.cbinsights.com/research/amazon-google-microsoft-multi-cloud-
strategies/. See also Ron Miller, “How AWS came to be,” TechCrunch, July 2, 2016, accessed October 29, 2021, 
https://techcrunch.com/2016/07/02/andy-jassys-brief-history-of-the-genesis-of-aws/.  

67   “Here’s Why Amazon Is No Shoo-In To Win The $206B Global Cloud Market,” CB Insights, August 22, 2018, 
accessed October 29, 2021, https://www.cbinsights.com/research/amazon-google-microsoft-multi-cloud-
strategies/. See also Edwin Schouten, “IBM SmartCloud Enterprise unleashed,” IBM, July 19, 2012, accessed 
October 29, 2021, https://www.ibm.com/blogs/cloud-computing/2012/07/19/ibm-smartcloud-enterprise-
unleashed/. See also “History and Milestones,” Alibaba Group, accessed October 29, 2021, 
https://www.alibabagroup.com/en/about/history?year=2009. See also “The History of Salesforce,” Salesforce, 
accessed October 29, 2021, https://www.salesforce.com/news/stories/the-history-of-salesforce/. 
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existed since the late 1990s.68 

Despite AWS’s purported first-mover advantage in cloud infrastructure service, recent statistics 
indicate that other CSPs, namely Microsoft Azure, Google, and Alibaba, have higher growth 
rates than AWS. Gartner reports that AWS’s revenue growth between 2019 and 2020 was 28.7 
percent, as compared to the 50–60 percent growth rates of other major cloud infrastructure 
providers, including Azure, Alibaba, and Google.69 

Traditional IT firms, such as Dell, IBM, Oracle, and Accenture, have also launched cloud 
computing services to expand their presence and leverage existing customer bases in the global 
IT industry.70 For instance, Dell began its own cloud service in 2012 with Dell Cloud Storage and 
has since expanded with the purchase of EMC and VMware in 2016.71 Similarly, Oracle 
launched its first cloud offering, Oracle Cloud, in 2016.72  

 
68  Victoria Fryer, “The History of SaaS: From Emerging Technology to Ubiquity,” Big Commerce, accessed October 

29, 2021, https://www.bigcommerce.com/blog/history-of-saas/#the-history-of-saas. See also Tomasz Tunguz, 
“A SaaS History Lesson – The First SaaS Company’s Exceptional Journey,” Tomasz Tunguz, April 28, 2015, 
accessed October 29, 2021, https://tomtunguz.com/the-first-saas-company/. 

 SaaS scaled before PaaS and IaaS, developing on the Application Service Provider model through which 
enterprises rented ASP software for a fee. See Bill Whyman, “Secrets From Cloud Computing’s First Stage: An 
Action Agenda for Government and Industry,” Information Technology & Innovation Foundation, June 1, 2021, 
accessed October 29, 2021, https://itif.org/publications/2021/06/01/secrets-cloud-computings-first-stage-
action-agenda-government-and-industry. 

69  Notably, Huawei’s revenue growth between 2019 and 2020 is calculated at 200 percent, from $1.9 million to 
$4.2 million. See “Gartner Says Worldwide IaaS Public Cloud Services Market Grew 40.7% in 2020,” Gartner 
press release, June 28, 2021, accessed October 29, 2021, https://www.gartner.com/en/newsroom/press-
releases/2021-06-28-gartner-says-worldwide-iaas-public-cloud-services-market-grew-40-7-percent-in-2020.  

70   “Oracle Cloud Infrastructure Platform Overview,” Oracle, September 2021, accessed October 29, 2021, 
https://www.oracle.com/fr/a/ocom/docs/cloud/oracle-cloud-infrastructure-platform-overview-wp.pdf. See 
also “Our history of Innovation,” Accenture, accessed October 29, 2021, https://www.accenture.com/ca-
en/accenture-timeline. See also James Niccolai, “Dell to launch public cloud service this year,” ComputerWorld, 
August 29, 2011, accessed October 29, 2021, https://www.computerworld.com/article/2510766/dell-to-
launch-public-cloud-service-this-year.html. See also Jeffrey Schwartz, “IBM Launches Public Cloud Service,” 
Virtualization & Cloud Review, March 17, 2010, accessed October 29, 2021, 
https://virtualizationreview.com/articles/2010/03/17/ibm-launches-public-cloud-service.aspx.  

71  CDN Staff, “Dell launches public cloud storage. Role for channel?,” Channel Daily News, September 18, 2012, 
accessed October 29, 2021, https://channeldailynews.com/news/dell-launches-public-cloud-storage-role-for-
channel/18233.  

 Dell recently announced it would spin off VMWare. See Ron Miller and Alex Wilhelm, “Dell is spinning out 
VMware in a deal expected to generate over $9B for the company,” Tech Crunch, April 14, 2021, accessed 
October 29, 2021, https://techcrunch.com/2021/04/14/dell-is-spinning-out-vmware-in-a-deal-expected-to-
generate-over-9b-for-the-company/.  

72  “Oracle Cloud Infrastructure Platform Overview,” Oracle, September 2021, p. 4, accessed October 29, 2021, 
https://www.oracle.com/a/ocom/docs/cloud/oracle-cloud-infrastructure-platform-overview-wp.pdf.  

https://www.bigcommerce.com/blog/history-of-saas/#the-history-of-saas
https://tomtunguz.com/the-first-saas-company/
https://itif.org/publications/2021/06/01/secrets-cloud-computings-first-stage-action-agenda-government-and-industry
https://itif.org/publications/2021/06/01/secrets-cloud-computings-first-stage-action-agenda-government-and-industry
https://www.gartner.com/en/newsroom/press-releases/2021-06-28-gartner-says-worldwide-iaas-public-cloud-services-market-grew-40-7-percent-in-2020
https://www.gartner.com/en/newsroom/press-releases/2021-06-28-gartner-says-worldwide-iaas-public-cloud-services-market-grew-40-7-percent-in-2020
https://www.oracle.com/fr/a/ocom/docs/cloud/oracle-cloud-infrastructure-platform-overview-wp.pdf
https://www.accenture.com/ca-en/accenture-timeline
https://www.accenture.com/ca-en/accenture-timeline
https://www.computerworld.com/article/2510766/dell-to-launch-public-cloud-service-this-year.html
https://www.computerworld.com/article/2510766/dell-to-launch-public-cloud-service-this-year.html
https://virtualizationreview.com/articles/2010/03/17/ibm-launches-public-cloud-service.aspx
https://channeldailynews.com/news/dell-launches-public-cloud-storage-role-for-channel/18233
https://channeldailynews.com/news/dell-launches-public-cloud-storage-role-for-channel/18233
https://techcrunch.com/2021/04/14/dell-is-spinning-out-vmware-in-a-deal-expected-to-generate-over-9b-for-the-company/
https://techcrunch.com/2021/04/14/dell-is-spinning-out-vmware-in-a-deal-expected-to-generate-over-9b-for-the-company/
https://www.oracle.com/a/ocom/docs/cloud/oracle-cloud-infrastructure-platform-overview-wp.pdf


Trends and Developments in Cloud Computing and On-Premise IT Solutions Brattle.com | 25 

Major players and trends differ by cloud product. In IaaS alone, AWS, Azure, Google Cloud, 
Alibaba Cloud, and IBM Cloud are considered the top five cloud infrastructure services 
vendors.73  

For PaaS products, Gartner reports that not one single PaaS vendor has a foothold across all  
PaaS products, as most vendors operate within only one PaaS segment.74 Major CSPs, such as 
Amazon, SAP, Google, Oracle, Microsoft, Salesforce, and IBM, are able to offer PaaS products 
across multiple PaaS segments.75  
 
Synergy Research Group classifies SaaS vendors into three categories: traditional enterprise 
software vendors (e.g., Microsoft and SAP), new cloud players (e.g., Workday and Zendesk), and 
large IT vendors looking to expand into software (e.g., Cisco and Google).76 Industry 
commentators observe that traditional enterprise software vendors are “turning to [customers 
of on-premise software] to entice businesses to a cloud setup.”77 
 
For hybrid and private cloud deployment models, CSPs with established customer bases and 
legacies in traditional on-premise services are considered well-positioned to grow. Examples 
include IBM, Oracle, and Microsoft.78 These CSPs may have advantages with their existing 
customer bases in some cases, if they are able to offer near-seamless migrations from on-
premise to cloud that involve little to no adaptations or adjustments before being operable on 
the cloud.79  
 

 
73  “Cloud infrastructure services vendor market share worldwide from 4th quarter 2017 to 2nd quarter 2021,” 

Statista, August 20, 2021, accessed October 29, 2021, https://www.statista.com/statistics/967365/worldwide-
cloud-infrastructure-services-market-share-vendor/.  

74  “Gartner Says Nearly 50 Percent of PaaS Offerings Are Now Cloud-Only,” Gartner press release, February 27, 
2019, accessed October 29, 2021, https://www.gartner.com/en/newsroom/press-releases/2019-02-27-
gartner-says-nearly-50-percent-of-paas-offerings-are-.  

75  Edward Jones, “Cloud Market Share – a Look at the Cloud Ecosystem in 2021,” Kinsta, September 8, 2021, 
accessed October 29, 2021, https://kinsta.com/blog/cloud-market-share/. 

76  “SaaS Spending Hits $100 billion Annual Run Rate; Microsoft Extends its Leadership,” Synergy Research Group, 
June 27, 2019, accessed October 29, 2021, https://www.srgresearch.com/articles/saas-spending-hits-100-
billion-annual-run-rate-microsoft-extends-its-leadership.  

77  Edward Jones, “Cloud Market Share – a Look at the Cloud Ecosystem in 2021,” Kinsta, September 8, 2021, 
accessed October 29, 2021, https://kinsta.com/blog/cloud-market-share/. 

78  Andy Patrizio, “Top 14 Hybrid Cloud Providers,” Datamation, May 24, 2018, accessed October 29, 2021, 
https://www.datamation.com/cloud/top-14-hybrid-cloud-providers/.  

79  James Maguire, “Top Cloud Service Providers & Companies of 2021,” Datamation, April 22, 2021, accessed 
October 29, 2021, https://www.datamation.com/cloud/cloud-service-providers/.  
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Companies focusing on hybrid offerings also tend to provide services that are compatible with 
competitor (public) CSPs. IBM, HPE, Dell/VMware, and Cisco are all known to offer hybrid cloud 
services in partnership with major public cloud providers (AWS, Azure, and Google Cloud 
Platform).80 Examples include VMware’s partnership with AWS on a hybrid cloud service 
(VMware Cloud on AWS), which runs VMware workloads on AWS cloud infrastructure,81 and 
IBM Cloud Private, a partnership between IBM and Azure in which IBM hosts the private cloud 
component of service and Azure hosts the public cloud component.82 
 
Firms that offer both proprietary software and cloud infrastructure services can use bundling 
strategies and offer price discounts for bundles. This strategy can position these firms favorably 
in the market. Cloud-related software costs and licensing strategies are discussed in Section 
III.B. 

Industry analysts note that CSPs compete with each other and with traditional on-premise 
providers.83 This competition may manifest itself in the form of, for instance, reduced prices, 

 
80  Ryan Dowd, “Evaluate the top hybrid cloud providers,” TechTarget, July 14, 2020, accessed October 29, 2021, 

https://searchcloudcomputing.techtarget.com/feature/Evaluate-the-top-hybrid-cloud-providers. See also Andy 
Patrizio, “Top 14 Hybrid Cloud Providers,” Datamation, May 24, 2018, accessed October 29, 2021, 
https://www.datamation.com/cloud/top-14-hybrid-cloud-providers/. See also James Maguire, “Top Cloud 
Service Providers & Companies of 2021,” Datamation, April 22, 2021, accessed October 29, 2021, 
https://www.datamation.com/cloud/cloud-service-providers/.  

81  Ryan Dowd, “Evaluate the top hybrid cloud providers,” TechTarget, July 14, 2020, accessed October 29, 2021, 
https://searchcloudcomputing.techtarget.com/feature/Evaluate-the-top-hybrid-cloud-providers. 

82  “IBM Cloud Private on Microsoft Azure,” IBM, accessed October 29, 2021, 
https://www.ibm.com/cloud/architecture/architectures/ibm-cloud-private-azure/.  

83 Edward Jones, “Cloud Market Share – a Look at the Cloud Ecosystem in 2021,” Kinsta, September 8, 2021, 
accessed October 29, 2021, https://kinsta.com/blog/cloud-market-share/. See also Thomas Boillat and 
Christine Legner, “From On-Premise Software to Cloud Services: The Impact of Cloud Computing on Enterprise 
Software Vendors' Business Models,” Journal of theoretical and applied electronic commerce research, 8(3), 
2013, accessed October 29, 2021, https://www.scielo.cl/scielo.php?script=sci_arttext&pid=S0718-
18762013000300004. See also “Creating value with the cloud,” Digital McKinsey, December 2018, accessed 
October 29, 2021, 
https://www.mckinsey.com/~/media/McKinsey/Business%20Functions/McKinsey%20Digital/Our%20Insights/C
reating%20value%20with%20the%20cloud%20compendium/Creating-value-with-the-cloud.ashx.   
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increased storage limits, and innovation (e.g., offering new services and features).84 For 
example, an industry commentator notes:  

“If we compare the prices of companies’ cloud storage services, 
we will not find many significant differences…. This path to 
market leadership is called a ‘race to the bottom’, where prices 
fall and storage limits go up…. One of the reasons [for this], in 
addition to the strong competition from major players, is that 
computer storage continues to be sought after. If cloud services 
become expensive, consumers can still give preference to 
physical file storage.”85  

Notably, prices for IaaS services have tended to decrease over time (between 2013 and 2018) 
for eight of the top IaaS CSPs,86 and customer reviews for the three most prominent cloud 
infrastructure service providers (Amazon, Microsoft, and Google) indicate similar levels of 
customer satisfaction.87 

The state of cloud vendor profitability has been an ongoing discussion among industry analysts. 
Of the most prominent CSPs, Google Cloud continues to post losses (over $5.5 billion in 2020),88 

 
84  AWS launched 30 new products and enhanced features of existing products during its re:Invent 2020 event. See 

Lindy Anderson, “re:Invent releases and launches for M&E workloads,” AWS Media Blog, December 4, 2020, 
accessed October 29, 2021, https://aws.amazon.com/blogs/media/me-releases-and-launches-from-reinvent-
2020/.  

85  “AWS vs. Google vs. Azure vs. Oracle: Cloud Service Comparison,” Sky One Solutions, January 21, 2021, 
accessed October 29, 2021, https://skyone.solutions/en/hub/cloud/aws-vs-google-vs-azure-vs-oracle-cloud-
service-comparison/.  

86  Jerrold Nadler and David N. Cicilline, “Investigation of Competition in Digital Markets,” Subcommittee on 
Antitrust, Commercial and Administrative Law of the Committee on the Judiciary, 2020, pp. 115–116, accessed 
October 29, 2021, 
https://judiciary.house.gov/uploadedfiles/competition_in_digital_markets.pdf?utm_campaign=4493-519. 

87  “Cloud Infrastructure and Platform Services Reviews and Ratings,” Gartner Peer Insights, accessed October 29, 
2021, https://www.gartner.com/reviews/market/public-cloud-iaas.  

88  Nick Statt, “Google’s cloud business lost more than $5.5 billion last year, but it’s growing fast,” The Verge, 
February 2, 2021, accessed October 29, 2021, https://www.theverge.com/2021/2/2/22263048/google-cloud-
loss-alphabet-q4-2020-earnings.  
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while Alibaba Cloud had its first profitable year in 2020 after 11 years of losses.89 Like Alibaba, 
AWS also became profitable after nearly 10 years of losses.90 TBR Insights, a market research 
firm, has written that, as of 2019, cloud vendor gross margins were 20 percentage points below 
gross margins of “traditional software companies.”91 The competitive pressures that CSPs face, 
which affect cloud adoption and firm deployment strategies, are described in Sections III and IV 
of this paper. 

Barriers to Entry and Expansion  

Discussions of barriers to entry in cloud computing typically differentiate between barriers for 
cloud infrastructure providers (particularly IaaS providers) and SaaS providers.  

For IaaS providers, the costs to build data centers, compliance regulations, and reputation are 
cited as barriers to entry. Data centers are often located underground, underwater, or in large 
buildings, and contain racks of servers and data storage systems as well as the infrastructure to 
keep the facility properly cooled, secure, and connected to the internet.92 Some estimate that 
operating a large data center can cost $10–25 million per year.93  In terms of construction costs, 
a medium-to-large data center (5 megawatts to over 20 megawatts) typically aims to build in six 
months or less and cost on average $7–9 million per megawatt.94 

 
89  Rita Liao, “Alibaba Cloud turns profitable after 11 years,” Tech Crunch, February 3, 2021, accessed October 29, 

2021, https://techcrunch.com/2021/02/03/alibaba-cloud-turns-profitable-after-11-years/.  
90  Nick Statt, “Google’s cloud business lost more than $5.5 billion last year, but it’s growing fast,” The Verge, 

February 2, 2021, accessed October 29, 2021, https://www.theverge.com/2021/2/2/22263048/google-cloud-
loss-alphabet-q4-2020-earnings. 

91  Allan Krans, “THE STATE OF CLOUD PROFITABILITY HAS NEVER BEEN STRONGER,” TBRI, June 18, 2019, accessed 
October 29, 2021, https://tbri.com/special-reports/cloud-vendor-profitability/.  

92  Jerrold Nadler and David N. Cicilline, “Investigation of Competition in Digital Markets,” Subcommittee on 
Antitrust, Commercial and Administrative Law of the Committee on the Judiciary, 2020, p. 116, accessed 
October 29, 2021, 
https://judiciary.house.gov/uploadedfiles/competition_in_digital_markets.pdf?utm_campaign=4493-519.  

 There are four tiers of data centers, Tiers 1–4, which differ in length of downtime, the redundancy in power 
and cooling supply, and protection against catastrophic events. See “What is a Data Center,” Cisco, accessed 
October 29, 2021, https://www.cisco.com/c/en_ca/solutions/data-center-virtualization/what-is-a-data-
center.html. See also “Data Center Standards (Tiers I–IV),” Colocation America, accessed October 29, 2021, 
https://www.colocationamerica.com/data-center/tier-standards-overview. 

93  “Data Center Cost,” Stream Data Centers, accessed October 29, 2021 
https://www.streamdatacenters.com/glossary/data-center-cost/#.  

94  Peter Judge, “Building at Scale: Hyperscalers aim to build at $6m per MW,” Data Center Dynamics, accessed 
October 29, 2021, https://www.datacenterdynamics.com/en/news/building-scale-hyperscalers-aim-build-6m-
mw/. 

https://techcrunch.com/2021/02/03/alibaba-cloud-turns-profitable-after-11-years/
https://www.theverge.com/2021/2/2/22263048/google-cloud-loss-alphabet-q4-2020-earnings
https://www.theverge.com/2021/2/2/22263048/google-cloud-loss-alphabet-q4-2020-earnings
https://tbri.com/special-reports/cloud-vendor-profitability/
https://judiciary.house.gov/uploadedfiles/competition_in_digital_markets.pdf?utm_campaign=4493-519
https://www.cisco.com/c/en_ca/solutions/data-center-virtualization/what-is-a-data-center.html
https://www.cisco.com/c/en_ca/solutions/data-center-virtualization/what-is-a-data-center.html
https://www.colocationamerica.com/data-center/tier-standards-overview
https://www.streamdatacenters.com/glossary/data-center-cost/
https://www.datacenterdynamics.com/en/news/building-scale-hyperscalers-aim-build-6m-mw/
https://www.datacenterdynamics.com/en/news/building-scale-hyperscalers-aim-build-6m-mw/


Trends and Developments in Cloud Computing and On-Premise IT Solutions Brattle.com | 29 

According to Gartner, many CSPs have higher growth rates than AWS, such as Microsoft, 
Google, Alibaba, and Huawei.95 This suggests companies are able to expand following entry. 
Indeed, many IT firms entering the cloud business are established IT firms with more resources 
and existing customers.  

For SaaS companies, barriers are relatively lower because infrastructure needs can be 
outsourced. However, the lack of an existing base of on-premise software customers may pose 
a challenge relative to established market participants, given the wide array of SaaS participants 
and offerings.96  

Despite certain entry barriers for cloud infrastructure service and SaaS providers, the cloud 
computing industry is considered dynamic, and there are examples of entry from both new 
players and those in adjacent IT lines of business. For example, there were over 1,300 cloud 
infrastructure startups as of May 2021,97 and Information Week, CRN, Forbes, and other 
websites offer lists showcasing the top cloud startups.98  

Acquisitions 

There have been several high-profile acquisitions in the cloud computing space. For example, 
IBM acquired Red Hat and Softlayer, Oracle acquired NetSuite, Alphabet acquired Looker, 
Salesforce acquired Slack, and Microsoft acquired Nuance. These acquisitions indicate a 

 
95  Based on 2019–2020 growth rates in terms of revenue. See “Gartner Says Worldwide IaaS Public Cloud Services 

Market Grew 40.7% in 2020,” Gartner press release, June 28, 2021, accessed October 29, 2021, 
https://www.gartner.com/en/newsroom/press-releases/2021-06-28-gartner-says-worldwide-iaas-public-cloud-
services-market-grew-40-7-percent-in-2020.  

96  Scott Ferguson, “Microsoft, Salesforce Dominating SaaS Market, Report Finds,” Light Reading, March 10, 2017, 
accessed October 29, 2021, https://www.lightreading.com/enterprise-cloud/digital-transformation/microsoft-
salesforce-dominating-saas-market-report-finds/d/d-id/731023. See also Gordian Braun, “The Past, Present 
And Future Of SaaS,” Forbes, March 1, 2021, accessed October 29, 2021, 
https://www.forbes.com/sites/forbestechcouncil/2021/03/01/the-past-present-and-future-of-
saas/?sh=4f823afe32d6. 

97  “Emerging Startups 2021: Top Cloud Infrastructure Startups,” Tracxn Technologies, May 28, 2021, accessed 
October 29, 2021, https://tracxn.com/d/emerging-startups/top-cloud-infrastructure-startups-2021.  

98  “The Cloud 100,” Forbes, August 10, 2021, accessed October 29, 2021, 
https://www.forbes.com/cloud100/#2f0e2dd95f94. See also Cynthia Harvey, “10 Top Cloud Computing 
Startups,” Information Week, August 3, 2020, accessed October 29, 2021, 
https://www.informationweek.com/cloud/10-top-cloud-computing-startups/d/d-id/1338474. See also Donna 
Goodison, “The 10 Hottest Cloud Computing Startups Of 2020,” CRN, November 25, 2020, accessed October 
29, 2021, https://www.crn.com/slide-shows/cloud/the-10-hottest-cloud-computing-startups-of-2020. See also 
Meenu EG, “TOP 10 CLOUD STARTUPS TO WATCH OUT FOR IN 2021,” Analytics Insight, March 23, 2021, 
accessed October 29, 2021, https://www.analyticsinsight.net/top-10-cloud-startups-to-watch-out-for-in-2021/.  
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growing interest from incumbent IT firms in companies that specialize in hybrid cloud, cloud 
management, cloud migration, open source technology, and cloud data security.99 

According to The Wall Street Journal, the COVID-19 pandemic has prompted an outsized 
increase in investment in cloud firms specializing in application security, enterprise databases, 
and networking and storage in order to assist in companies’ abilities to handle remote work. 
The second quarter of 2020 saw 97 cloud computing funding deals globally totaling nearly $3 
billion, up from 76 funding deals for the same period in 2019.100  

 Cloud Computing Adoption: Trends and 
Considerations  
 _________  

A. Cloud Computing Adoption Status and Trends 
Public Cloud Adoption 

Industry reports show that companies are increasingly migrating workloads from on-premise 
hardware or private clouds to public clouds. A Harvard Business Review survey of 750 business 
leaders in 2020 found that “20% to 30% of work is being done through the cloud, and 

 
99  Andrew Froehlich, “7 Acquisitions that Point to Cloud Maturity,” Information Week, January 16, 2018, accessed 

October 29, 2021, https://www.informationweek.com/cloud/7-acquisitions-that-point-to-cloud-maturity/d/d-
id/1330802. See also Ed Scannell, “IBM acquisition spree targets hybrid cloud consulting market,” TechTarget, 
January 20, 2021, accessed October 29, 2021, 
https://searchcloudcomputing.techtarget.com/news/252495123/IBM-acquisition-spree-targets-hybrid-cloud-
consulting-market. See also Sheana O’Sullivan, “A look at the key players in cloud computing and M&A in this 
space,” First Capital, December 19, 2019, accessed October 29, 2021, https://www.firstcapital.co.uk/smarter-
thinking/every-cloud-computing-ma-deal-you-need-to-know-and-how-they-impact-the-european-market/.  

100  Sara Castellanos, “Cloud Startups Ride Wave of Pandemic-Fueled Investments,” The Wall Street Journal, 
September 25, 2020, accessed October 29, 2021, https://www.wsj.com/articles/cloud-startups-experience-
wave-of-pandemic-fueled-investments-11601026201. 
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companies initially planned to accelerate that to more like 80% over an eight- to 10-year 
process.”101 Some analysts see this shift happening sooner because of COVID-19.102 

Public cloud is an increasingly popular deployment option for businesses. According to the 
Flexera 2021 State of the Cloud Report,103 50 percent of respondents’ workloads are running on 
public clouds, with an additional 7 percent of workloads transitioning in the next 12 months.104 
This proportion is even higher for small and medium business (“SMB”) respondents, which have 
64 percent of workloads running on public cloud, with an additional 5 percent of workloads 
transitioning to public cloud in the next 12 months.105  

According to a 2019 survey of over 400 IT decision makers conducted by Spiceworks, an IT 
consulting firm,106 the most common workloads running on public cloud are websites and 
email, with over half of respondents running these applications on public clouds. Workloads 
that are most commonly run on-premise include database servers and identity management. 
Figure 9 below displays the reported frequencies of various deployment options by workload 
across respondents to the Spiceworks survey.107  

 
101  Bhaskar Ghosh and Karthik Narain, “What CEOs Need to Know About the Cloud in 2021,” Harvard Business 

Review, March 10, 2021, accessed October 29, 2021, https://hbr.org/2021/03/what-ceos-need-to-know-about-
the-cloud-in-2021.   

102  Bhaskar Ghosh and Karthik Narain, “What CEOs Need to Know About the Cloud in 2021,” Harvard Business 
Review, March 10, 2021, accessed October 29, 2021, https://hbr.org/2021/03/what-ceos-need-to-know-about-
the-cloud-in-2021.   

103  This report interviewed 750 professionals at a variety of organizations and across various geographies. 
Respondents were mainly cloud decision-makers, and worked at organizations employing between 100 and 
10,000 individuals. See “Flexera 2021 State of the Cloud Report,” Flexera, 2021, pp. 12-15, accessed October 
29, 2021, https://info.flexera.com/CM-REPORT-State-of-the-Cloud, (“Flexera 2021 State of the Cloud Report”). 

104  Flexera 2021 State of the Cloud Report, Figure 15. 
105  Flexera 2021 State of the Cloud Report, Figure 17. 
106  The survey includes respondents representing “organizations in the United States (74%) and Europe (26%) 

across a variety of company sizes, including 37% from small businesses (1 to 99 employees), 53% from mid-size 
businesses (100 to 999 employees), and 10% from enterprises (1,000+ employees).” See “Public Cloud Trends 
in 2019 and Beyond,” Spiceworks, p. 9, accessed October 29, 2021, 
https://www.spiceworks.com/marketing/public-cloud-trends/pdf-report/. 

107  “Public Cloud Trends in 2019 and Beyond,” Spiceworks, p. 4, accessed October 29, 2021, 
https://www.spiceworks.com/marketing/public-cloud-trends/pdf-report/. 
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FIGURE 9: WORKLOADS AND APPLICATIONS RUN ON-PREMISE VS. IN PUBLIC CLOUDS 

 
Source: “Public Cloud Trends in 2019 and Beyond,” Spiceworks, 2019, p. 4, accessed October 29, 2021, 
https://www.spiceworks.com/marketing/public-cloud-trends/pdf-report/.  

Spiceworks’ survey identified certain workloads that businesses have on-premise but are 
considering moving to a public cloud. As illustrated in Figure 10 below, 44 percent of 
respondents expected to move email to public cloud and 38 percent of the respondents 
expected to move backup/disaster recovery activities to public cloud in the next 12 months 
(following the survey). According to Spiceworks, “top drivers for moving workloads to the cloud 
include providing access to data anywhere (42%), enhancing disaster recovery capabilities 
(38%), enabling more flexibility (37%), and reducing support burden on IT staff (36%).”108 

 
108  “Public Cloud Trends in 2019 and Beyond,” Spiceworks, p. 5–6, accessed October 29, 2021, 
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FIGURE 10: BUSINESSES CONSIDERING MOVING ON-PREMISE WORKLOADS TO PUBLIC CLOUDS 

Source: “Public Cloud Trends in 2019 and Beyond,” Spiceworks, 2019, p. 5, accessed October 29, 2021, 
https://www.spiceworks.com/marketing/public-cloud-trends/pdf-report/. 

An increasing share of companies’ data is migrating from on-premise to public cloud. According 
to the Flexera 2021 State of the Cloud Report, 46 percent of data was on public cloud at the 
time of the survey, with an additional 8 percent set to be migrated to public cloud over the next 
12 months.109 SMBs reported a higher share (59 percent) of data currently on public cloud and 
an additional 8 percent of data expected to move to public cloud over the next 12 months.110  

According to Spiceworks’ survey, SaaS is the most common cloud service: 80 percent of 
respondents reported using a SaaS product for one or more workloads, compared to 64 percent 
for PaaS, and 48 percent for IaaS.111 Given the popularity of SaaS, it is unsurprising that 
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traditional software companies, such as Microsoft and Oracle, are increasingly shifting away 
from traditional licensed on-premise software toward SaaS offerings.112  

The shift among businesses from on-premise to cloud is undoubtedly underway; however, 
there are challenges associated with migration. Figure 11 below displays the top migration 
challenges identified by enterprise and SMB respondents in the Flexera report. 

FIGURE 11: TOP CLOUD MIGRATION CHALLENGES FOR ENTERPRISES AND SMALL/MEDIUM 
BUSINESSES 

 
Source: Flexera 2021 State of the Cloud Report, Figure 21. N = 750. 

Technical migration challenges appear to be prevalent across small, medium, and large 
businesses in Flexera’s survey. Fifty-one percent of the respondents cited “understanding app 
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dependencies” and 49 percent cited “assessing technical feasibility” as key migration 
challenges.113  

Cost assessment and optimization also appeared to be prevalent among small, medium, and 
large businesses in Flexera’s survey. Forty-five percent of enterprise respondents cited 
“[a]ssessing on-prem. vs. cloud costs” as a key challenge to migration. Relatedly, 39 percent of 
enterprise respondents and 44 percent of SMB respondents reported “optimizing costs post-
migration” as a key challenge.114 

Private Cloud Adoption 

According to Microsoft, private cloud offers many benefits of a public cloud plus the added 
benefit of control and customization inherent to on-premise infrastructure. This control and 
customization is especially valuable for security and privacy, given that private clouds involve 
“company firewalls and internal hosting to ensure operations and sensitive data are not 
accessible to third-party providers.” However, private clouds “require the same staffing, 
management, and maintenance expenses as traditional datacenter ownership” if located and 
hosted internally.115  

In recent years, private cloud has experienced slower revenue growth than public cloud. 
According to the IDC, spending on public cloud datacenters is expected to grow at an 11.3 
percent CAGR, which is higher than the expected 9.2 percent CAGR for spending on private 
cloud infrastructure.116 However, according to consulting firm Accenture, one of the most 
significant drivers of public cloud is a dearth of in-house IT expertise to sustain a private cloud. 
As this gap of knowledge closes, “more organizations will opt for their own private clouds to 
maintain greater control over their processes without trading in future flexibility.” As a result, 
Accenture believes that eventually “the power dynamic between public and private clouds is 
likely to equalize to some extent.”117 

 
113  Flexera 2021 State of the Cloud Report, Figure 21. 
114  Flexera 2021 State of the Cloud Report, Figure 21. 
115  “What is a private cloud?,” Azure, accessed October 29, 2021, https://azure.microsoft.com/en-

us/overview/what-is-a-private-cloud/. 
116  “Public Cloud IT Infrastructure Revenue Growth Remained Strong in Third Quarter of 2020, According to IDC,” 

IDC, January 12, 2021, accessed October 29, 2021, 
https://www.idc.com/getdoc.jsp?containerId=prUS47279621.  

117  Roy Ikink, “25 cloud trends for 2021 and beyond,” Accenture, March 4, 2021, accessed October 29, 2021, 
https://www.accenture.com/nl-en/blogs/insights/cloud-trends. 
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Hybrid Cloud Adoption 

Hybrid cloud has gained popularity as companies have sought to take advantage of the benefits 
of both public and private deployment options. In a 2018 survey of IT decision-makers, McAfee 
reported that hybrid infrastructures had become the most preferred option, while just 19 
percent of respondents chose the hybrid option in 2015 and 59 percent of respondents chose 
this option in 2017.118 More recently, the Flexera 2021 State of the Cloud Report found that 78 
percent of companies adopt a hybrid cloud strategy, with the most common hybrid deployment 
model involving multiple public and multiple private clouds.119 Moreover, hybrid cloud is 
growing faster than both public and private cloud, with an estimated CAGR of 21.7 percent until 
2025 according to Allied Market Research.120  

Section IV.A provides a detailed discussion of hybrid cloud strategies.  

Industry Cloud 

CSPs are increasingly offering tools and applications tailored to specific industries.121 Industry-
specific needs include, for example, requirements related to software, data protection, or 
circumstantial factors (e.g., connectivity issues at job sites).122 Industry cloud encompasses 
cloud products customized to provide tailored solutions to meet industry-specific needs. These 
products can take a variety of forms including public, private, or hybrid cloud applications, SaaS 
products such as CRM applications, or partnerships between public cloud and an application 
provider.123  

Industry cloud can simplify the migration process for businesses with industry-specific 
requirements that have yet to adopt cloud. For instance, one analyst described Microsoft Cloud 
for Manufacturing as a partnership between Microsoft Azure and SAP, whereby SAP supply 

 
118  “Navigating a Cloudy Sky,” McAfee, April 2018, Figure 2, accessed October 29, 2021, 

https://www.mcafee.com/enterprise/en-us/assets/reports/restricted/rp-navigating-cloudy-sky.pdf.  
119  Flexera 2021 State of the Cloud Report, Figures 7 and 10. 
120  “Hybrid Cloud Market Outlook – 2025,” Allied Market Research, accessed October 29, 2021, 

https://www.alliedmarketresearch.com/hybrid-cloud-market.  
121  Kash Shaikh, “Industry clouds could be the next big thing,” VentureBeat, March 28, 2021, accessed October 29, 

2021, https://venturebeat.com/2021/03/28/industry-clouds-could-be-the-next-big-thing/.  
122  James Sanders, “Guide to industry cloud: What businesses need to know,” ZDNet, August 1, 2019, accessed 

October 29, 2021, https://www.zdnet.com/article/guide-to-industry-cloud-what-businesses-need-to-know/.  
123  James Sanders, “Guide to industry cloud: What businesses need to know,” ZDNet, August 1, 2019, accessed 

October 29, 2021, https://www.zdnet.com/article/guide-to-industry-cloud-what-businesses-need-to-know/. 
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chain software is available through Microsoft Azure.124 In this example, for a business 
dependent on SAP supply chain software, cloud migration becomes less onerous with Microsoft 
Cloud for Manufacturing than any alternative. Given the potential to increase adoption, CSPs 
may recognize industry cloud as an opportunity to improve accessibility and usage of public 
cloud, which may explain why “investment [by mainstream vendors] is increasing in industry 
cloud, as growth in the market for general purpose cloud computing has softened.”125 

Industry cloud is currently available for companies in many industries, including (but not limited 
to): automotive, advertising/marketing, retail, utilities, healthcare, manufacturing, 
telecommunications, gaming, financial services, and government/public sector.126 In the case of 
manufacturing, industry cloud can facilitate the integration of previously segregated business 
functions. For instance, a factory can improve supply chain integration and visibility by 
introducing internet of things (“IoT”) technology.127  

COVID-19 and Cloud Adoption 

The trends outlined above show that cloud adoption was well established prior to the onset of 
the COVID-19 pandemic. However, as described by DC Advisory, “recent events have only 
accelerated companies’ digital transformation plans.” 128 The results of multiple surveys 
indicate that COVID-19 has spurred cloud adoption. Several recent surveys have also found that 
a majority of respondents credit COVID-19 with accelerating their adoption of cloud.129 One 

 
124  Kash Shaikh, “Industry clouds could be the next big thing,” VentureBeat, March 28, 2021, accessed October 29, 

2021, https://venturebeat.com/2021/03/28/industry-clouds-could-be-the-next-big-thing/. 
125  James Sanders, “Guide to industry cloud: What businesses need to know,” ZDNet, August 1, 2019, accessed 

October 29, 2021, available at https://www.zdnet.com/article/guide-to-industry-cloud-what-businesses-need-
to-know/. 

126  “Industry solutions,” Google Cloud, accessed October 29, 2021, https://cloud.google.com/solutions#industry-
solutions. See also “Cloud Solutions by Industry,” AWS, accessed October 29, 2021, 
https://aws.amazon.com/industries/.  

127  Stephen Ezell and Bret Swanson, “How Cloud Computing Enables Modern Manufacturing,” Information 
Technology and Innovation Foundation, June 2017, accessed October 29, 2021, https://www2.itif.org/2017-
cloud-computing-enables-manufacturing.pdf.  

 IoT refers to objects, often everyday devices, that are connected to the internet. See, e.g., Matt Burgess, “What 
is the Internet of Things? WIRED explains,” Wired, February 16, 2018, accessed October 29, 2021, 
https://www.wired.co.uk/article/internet-of-things-what-is-explained-iot. 

128  “Consolidation: what’s on the horizon for cloud computing M&A?,” DC Advisory, November 19, 2020, accessed 
October 29, 2021, https://www.dcadvisory.com/news-deals-insights/insights/consolidation-what-s-on-the-
horizon-for-cloud-computing-m-a/#gref.  

129  “How COVID-19 has pushed companies over the technology tipping point—and transformed business forever,” 
McKinsey & Company, October 5, 2020, accessed October 29, 2021, https://www.mckinsey.com/business-
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industry commentator notes that the role of cloud has been to ensure business continuity 
throughout the pandemic, a role that cloud will likely play in the long term.130 

The resilience and success of cloud services amidst COVID-19 is tied not only to new customers 
migrating to cloud services, but also to existing customers expanding their use of cloud 
services.131 A 2020 survey conducted by Flexera found that the majority of respondents (59 
percent) anticipated that public cloud use would “exceed prior plans due to COVID-19.”132 
Similarly, a recent 451 Research survey found that 36 percent of respondents expected 
spending on public cloud services, including IaaS and PaaS, to experience the largest increase in 
spending from 2020 to 2021.133 Further, Snow Software’s survey of IT leaders found that 82 
percent of respondents reported increasing their business’s use of cloud “in direct response to 
the pandemic” and the related surge in remote-work.134 

 
functions/strategy-and-corporate-finance/our-insights/how-covid-19-has-pushed-companies-over-the-
technology-tipping-point-and-transformed-business-forever. See also Gunter Ollman, “New Devo report shows 
organizations how to embrace the cloud for better security outcomes,” Devo, June 14, 2021, accessed October 
29, 2021, https://www.devo.com/new-devo-report-shows-how-organizations-how-to-embrace-the-cloud-for-
better-security-outcomes/.  

130  Caroline Donnelly, “Post-pandemic: Looking at the long-term legacy of Covid-19 on enterprise cloud adoption 
rates,” Computer Weekly, December 14, 2020, accessed October 29, 2021, 
https://www.computerweekly.com/news/252493539/Post-pandemic-Looking-at-the-long-term-legacy-of-
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131  “Consolidation: what’s on the horizon for cloud computing M&A?,” DC Advisory, November 19, 2020, accessed 
October 29, 2021, https://www.dcadvisory.com/news-deals-insights/insights/consolidation-what-s-on-the-
horizon-for-cloud-computing-m-a/#gref.  

132  “Flexera Releases 2020 State of the Cloud Report,” Flexera, April 28, 2020, accessed October 29, 2021, 
https://www.flexera.com/about-us/press-center/flexera-releases-2020-state-of-the-cloud-report.html.  

133  Anser Haider, “COVID-19 driving surge in enterprise cloud adoption – 451 survey,” S&P Global, April 30, 2021, 
accessed October 29, 2021, https://www.spglobal.com/marketintelligence/en/news-insights/latest-news-
headlines/covid-19-driving-surge-in-enterprise-cloud-adoption-8211-451-survey-63869853.  

134  Caroline Donnelly, “Coronavirus: Enterprise cloud adoption accelerates in face of Covid-19, says research,” 
Computer Weekly, June 18, 2021, accessed October 29, 2021, 
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Microsoft CEO Satya Nadella stated in April 2020:  

“We’ve seen two years’ worth of digital transformation in two 
months. From remote teamwork and learning, to sales and 
customer service, to critical cloud infrastructure and security—
we are working alongside customers every day to help them 
adapt and stay open for business in a world of remote 
everything.”135 

A direct effect of the pandemic has been its unprecedented level of remote work 
accommodation.136 The pandemic accelerated a need for resilient telecommuting options, not 
only in industries already dabbling in remote operations, but also in industries previously less 
exposed to remote operations: education, government, and healthcare being notable 
examples.137 The transformative impact of cloud computing on these industries and others 
(including in light of the COVID-19 pandemic) is discussed further in Section V.B. 

A secondary effect of the pandemic has been changing consumer behavior from economic 
shutdowns and shift toward remote work. Ecommerce and video streaming are two examples 
of industries experiencing an “exponential escalation.” This shift toward online activities has 

 
135  Jared Spataro, “2 years of digital transformation in 2 months,” Microsoft, April 30, 2020, accessed October 29, 
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April 6, 2020, accessed October 29, 2021, https://www.brookings.edu/blog/up-
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“Harnessing The Power Of The Cloud For Virtual Health,” Forbes, July 28, 2020, accessed October 29, 2021, 
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Bestennyy, Greg Gilbert, Alex Harris, and Jennifer Rost, “Telehealth: A quarter-trillion-dollar post-COVID-19 
reality?,” McKinsey & Company, July 9, 2021, accessed October 29, 2021, 
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spurred other industries to increase investments in cloud services, namely artificial intelligence 
(“AI”), digital payments, and virtual or augmented reality.138 

From the perspective of CSPs, the surge in demand for cloud at the start of the pandemic posed 
a threat to the provisioning of high quality service.139 However, the pandemic introduced 
opportunities for CSPs, in the form of heightened demand for cloud services and opportunities 
to recruit new customers.140 Major CSPs’ quarterly revenues grew substantially year-over-year 
from 2019 to 2020.141 

B. Factors Affecting Cloud Computing Adoption: Cost-
Benefit Considerations 

Cloud adoption has been spurred by a multitude of technological and economic drivers. 
Industry analysts highlight common drivers for cloud adoption, including: 

• Availability: Employees can have access to data and applications wherever there is an 
internet connection (as opposed to accessing information through a local network).142 

• Collaboration: Cloud computing enables employees to work simultaneously on a project. In 
a survey conducted by Lorraine Morgan and Kieran Conboy, all surveyed companies noted 
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2020, accessed October 29, 2021, https://www.microsoft.com/en-us/microsoft-365/business-insights-
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that cloud adoption had resulted in more collaboration, improved team engagement, and 
better communication inside the firm.143 

• Scalability and elasticity: Cloud allows for scaling of infrastructure to support increasing 
demand over time.144 For example, Azure Autoscale is a “built-in feature” to many of its 
services that allows companies to meet changing demand.145 Related to scalability, elasticity 
refers to the ability to manage resources by dynamically scaling up or down in response to 
workload changes.146 

• Risk reduction: Developers can use the cloud to test software with no large upfront 
investment in physical hardware, which reduces the financial risks associated with 
innovation.147 Cloud technology also reduces the risk of data loss by providing rapid data 
recovery in the event of an outage.148 

• Cost savings: Customers can derive cost savings from the both technical features and 
payment model of cloud. A company experiencing rapid growth, for example, can achieve 
significantly lower infrastructure costs by scaling computing resources to meet increasing 
demand compared to making large upfront investments in hardware.149  

 
143  Lorraine Morgan and Kieran Conboy, "Factors Affecting The Adoption Of Cloud Computing: An Exploratory 

Study," ECIS 2013 Completed Research, 124, 2013, p. 7, accessed October 29, 2021, 
https://ulir.ul.ie/bitstream/handle/10344/3209/Conboy_2013_factors.pdf?sequence=2.  

 Morgan and Conboy conducted 14 interviews with senior decision-makers at seven companies, including CSPs 
and their customers. 

144  Divyakant Agrawal, Amr El Abbadi, Sudipto Das, and Aaron J. Elmore, “Database Scalability, Elasticity, and 
Autonomy in the Cloud,” in International Conference on Database Systems for Advanced Applications, eds. J.X. 
Yu, M.H. Kim, and R. Unland, DASFAA 2011, Lecture Notes in Computer Science, vol 6587, (Berlin, Springer, 
Heidelberg, 2011), accessed October 29, 2021, http://people.cs.uchicago.edu/~aelmore/papers/dasfaa.pdf.  

145  “Azure Autoscale,” Azure, accessed October 29, 2021, https://azure.microsoft.com/en-us/features/autoscale/. 
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Engineering Institute, October 2012, accessed October 29, 2021, 
https://resources.sei.cmu.edu/asset_files/TechnicalNote/2012_004_001_28143.pdf.  

148  Edward Jones, “Cloud Market Share – a Look at the Cloud Ecosystem in 2021,” Kinsta, September 8, 2021, 
accessed October 29, 2021, https://kinsta.com/blog/cloud-market-share/. 
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There are also reasons for firms to retain on-premise infrastructure fully or partially in tandem 
with cloud computing services, as discussed in more detail in Section IV. Industry analysts 
highlight common barriers to cloud adoption, including:  

• Service quality guarantees: service level agreements (“SLAs”) are agreements between a 
customer and CSP that contain (1) objectives related to quality and services metrics for the 
CSP to provide and (2) penalties if the CSP fails to meet these objectives.150 SLAs often 
include guarantees that the CSP will deliver a certain level of availability and reliability of 
services.151 CSPs promise “commercially reasonable” efforts to uphold these guarantees 
and offer credits for extra downtime, but no compensation for any resulting business 
losses.152 

• Security: Several reports list security as the main concern for businesses when choosing to 
adopt cloud solutions. Top cloud security concerns often relate to data loss, data privacy, 
and confidentiality.153 However, some sources indicate that data stored in the cloud might 
actually be safer than data stored elsewhere.154 Commentators in favor of CSPs’ security 
measures argue that CSPs take more advanced security measures, including cybersecurity, 
encryption, security testing, and data redundancies.155 
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Generation Computer Systems, 54, January 2016: 233–246, p. 2, accessed October 29, 2021, 
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151  Muhammad Raza, “Reliability vs Availability: What’s The Difference?,” BMC Blogs, May 13, 2020, accessed 
October 29, 2021, https://www.bmc.com/blogs/reliability-vs-availability/.  

152  Muhammad Raza, “Reliability vs Availability: What’s The Difference?,” BMC Blogs, May 13, 2020, accessed 
October 29, 2021, https://www.bmc.com/blogs/reliability-vs-availability/. 

153  “Security Concerns Still a Barrier to Cloud Adoption,” Mission Critical Magazine, October 4, 2019, accessed 
October 29, 2021, https://www.missioncriticalmagazine.com/articles/92572-security-concerns-still-a-barrier-
to-cloud-adoption. 

154  Quentin Hardy, “Where Does Cloud Storage Really Reside? And Is It Secure?,” The New York Times, January 23, 
2017, accessed October 29, 2021, https://www.nytimes.com/2017/01/23/insider/where-does-cloud-storage-
really-reside-and-is-it-secure.html?_r=0. See also Dan Rafter, “Cloud Security: How Secure is Cloud Data?,” 
Norton LifeLock, accessed October 29, 2021, https://us.norton.com/internetsecurity-privacy-cloud-data-
security.html.  

155  Dan Rafter, “Cloud Security: How Secure is Cloud Data?”, Norton LifeLock, accessed October 29, 2021, 
https://us.norton.com/internetsecurity-privacy-cloud-data-security.html. See also David Linthicum, “Yes, it's 
safe to move sensitive data to the cloud”, InfoWorld, July 3, 2020, accessed October 29, 2021, 
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• Loss of ownership over server hardware: Some companies may prefer to retain the ability 
to customize server hardware for their storage needs. However, with cloud, these firms no 
longer own or have direct control over server hardware.156 

• Latency: Customers access the cloud through a network, often the internet, which 
potentially introduces latency. In the context of cloud services, latency is the delay between 
a customer’s request and a CSP’s response. With the complexity of cloud infrastructure, 
even a “low latency” can have a significant impact on the user experience. For example, a 
study conducted by Google Chrome found that “20 milliseconds of network latency can 
result in a 15 percent decrease in page load time.”157  

• Legal issues: Because data centers tend to exist in areas that are cost-effective for CSPs, 
“some cloud-computing users have concerns about jurisdiction, data protection, fair 
information practices, and international data transfer.”158 

The nature of the cloud services provided may differ across the three traditional service models 
(IaaS, PaaS, and SaaS). Therefore, it is also helpful to consider the factors affecting cloud 
adoption for each of these three models. 

Adopting IaaS Solutions 

IaaS offers compute, storage, and networking resources to customers on demand and on a pay-
as-you-go basis. IaaS emerged as a popular solution in the early 2010s, as it allows companies 
to scale and shrink computing resources as needed.159 Rather than invest in costly on-premise 
infrastructure upfront (and subsequently reinvest with increased demand or to modernize), 
customers of IaaS pay based on consumption, similar to the way a firm pays its utility bills.160  
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Adopting an IaaS solution is particularly useful for firms that experience significant variation in 
the demand of their infrastructure, or firms that lack the capital to invest in hardware.161 IaaS 
can also be useful for companies growing rapidly, in which cases scaling hardware would be 
costly and potentially problematic.162  

However, while IaaS can provide salability and quick provisioning of resources, it may not be 
suitable for firms with regulatory constraints related to the remote storage and processing of 
data.163 Instead of outsourcing infrastructure, companies can choose to purchase networking, 
storage, servers, and virtualization, and then manage these assets on-premise.164 

Adopting PaaS Solutions 

PaaS allows a firm to run, update, and scale applications without building (and maintaining) the 
hardware necessary for developing and launching applications. For developers, PaaS is a cost-
effective framework in which they can develop, test, and deploy applications quickly. It also 
allows developers to focus on creating and managing applications. In turn, application 
developers’ productivity increases and the application’s time-to-market decreases.165 

PaaS is especially valuable for firms that have an existing data source that serves as an input to 
an application.166 An example for PaaS use is the deployment of “front-end” applications. Front-
end applications are the user-facing part of a web application that connects to and uses other 
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April 1, 2020, accessed October 29, 2021, https://docs.rackspace.com/support/how-to/understanding-the-
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“back-end” services, which the user does not have direct access to, such as data storage. A PaaS 
solution is appropriate in this case because developers can scale the application as needed, 
while the data storage can be managed separately.167 PaaS is also “useful when several 
developers are working simultaneously on a development project or when other external 
parties need to interact with the development process,” or “when developers want to 
automate testing and deployment services.”168  

However, adopting a PaaS solution may not be appropriate for applications that require 
customization of the underlying hardware or software. Similarly, PaaS may also not be suitable 
for applications that need to be “highly portable” or when the development process uses 
proprietary languages.169 Section IV.B discusses the issue of portability in detail.  

Instead of employing PaaS, a company can choose to build its own environment suitable for 
application development on-premise. In addition to setting up or outsourcing the necessary 
infrastructure already mentioned above in the context of IaaS (e.g., servers), this requires 
purchasing an operating system (e.g., Microsoft Windows, Apple macOS) and “middleware” to 
service applications (e.g., Red Hat Middleware), and installing a “runtime” system to execute 
operation of applications (e.g., .NET, C++).170 

Adopting SaaS Solutions 

SaaS can be advantageous for small businesses because these solutions provide subscription-
based access to software that may otherwise have been costly or even unobtainable to install 
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english/6000195289937. See also “Red Hat Middleware,” Red Hat, accessed October 29, 2021, 
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10, Windows 8.1, and Windows 8,” Microsoft, July 16, 2018, accessed October 29, 2021, 
https://docs.microsoft.com/en-us/dotnet/framework/install/dotnet-35-windows-10. See also “Redistributing 
Visual C++ Files,” Microsoft, September 17, 2021, accessed October 29, 2021, https://docs.microsoft.com/en-
us/cpp/windows/redistributing-visual-cpp-files?view=msvc-160.  
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and maintain on-premise.171 The traditional model of software installation in the business 
environment required the business to “build the server, install the application, and configure 
it.”172 With SaaS, the application resides on a remote cloud accessed through the internet or an 
Application Programming Interface (“API”) for a subscription fee.173    

SaaS may be particularly beneficial for a company with applications that have significant 
interaction between the organization and external parties, such as an email newsletter 
campaign. Companies with fluctuating demand for software, such as tax or billing, may also find 
SaaS cost-effective. SaaS in the form of collaboration software, such as Google Docs or 
Microsoft Office 365, can also enable internal collaboration online.174  

There are settings in which adopting SaaS may not be appropriate. For example, SaaS solutions 
may not be appropriate for firms that face regulatory constraints on the location of data 
hosting.175 Instead of outsourcing applications to SaaS providers, companies can buy on-
premise software. Examples of on-premise and cloud-based CRM products include Oracle 
Siebel CRM and Salesforce CRM, respectively,176 and Microsoft offers both cloud-based and on-
premise versions of its CRM for Dynamics 365 product.177  
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Assessing the Costs of Cloud Adoption 

As discussed above, the potential for cost savings is one major reason that businesses decide to 
adopt cloud. However, the magnitude of these potential cost savings may vary depending on a 
number of factors, which may complicate businesses’ efforts to estimate costs and benefits 
accurately. In the Flexera 2021 State of the Cloud Report, 45 percent of respondents identified 
assessing the costs of on-premise versus cloud as one of the major challenges to cloud 
adoption.178  

To assess the costs of cloud adoption relative to an existing on-premise solution, businesses 
should evaluate (1) legacy IT TCO, which includes capital and operating costs, (2) estimated 
cloud operating costs, and (3) switching costs from on-premise to cloud.179 Legacy IT TCO and 
operating cloud costs are discussed below. Switching costs are discussed in more detail in 
Section III.C.  

Legacy IT capital costs include all costs related to the purchase (or rental) of physical space, 
hardware, and software.180 Legacy IT operating costs include costs related to (1) maintenance 
of physical space, hardware, and software, (2) licensing of software, (3) administration, such as 
personnel, rent, internet, utilities, (4) replacements or incremental purchases of hardware, 
software, or new space, and (5) indirect costs related to loss of productivity in the regular 
course of business (e.g., due to service interruptions or downtime).181  

Cloud operating costs include costs associated with networking (data egress or ingress between 
devices), data storage, capacity, computation, and maintenance (such as security, backup, 
etc.).182 Most cloud vendors provide assistance with the estimation of these costs, but industry 

 
178  Flexera 2021 State of the Cloud Report, Figure 21.  
179  Mike Chan, “How to calculate the true cost cloud migration,” Network World, February 2, 2017, accessed 

October 29, 2021, https://www.networkworld.com/article/3164444/how-to-calculate-the-true-cost-of-
migrating-to-the-cloud.html.  

180  Mike Chan, “How to calculate the true cost cloud migration,” Network World, February 2, 2017, accessed 
October 29, 2021, https://www.networkworld.com/article/3164444/how-to-calculate-the-true-cost-of-
migrating-to-the-cloud.html. 

181  Mike Chan, “How to calculate the true cost cloud migration,” Network World, February 2, 2017, accessed 
October 29, 2021, https://www.networkworld.com/article/3164444/how-to-calculate-the-true-cost-of-
migrating-to-the-cloud.html. 

182  Mike Chan, “How to calculate the true cost cloud migration,” Network World, February 2, 2017, accessed 
October 29, 2021, https://www.networkworld.com/article/3164444/how-to-calculate-the-true-cost-of-
migrating-to-the-cloud.html.  

https://www.networkworld.com/article/3164444/how-to-calculate-the-true-cost-of-migrating-to-the-cloud.html
https://www.networkworld.com/article/3164444/how-to-calculate-the-true-cost-of-migrating-to-the-cloud.html
https://www.networkworld.com/article/3164444/how-to-calculate-the-true-cost-of-migrating-to-the-cloud.html
https://www.networkworld.com/article/3164444/how-to-calculate-the-true-cost-of-migrating-to-the-cloud.html
https://www.networkworld.com/article/3164444/how-to-calculate-the-true-cost-of-migrating-to-the-cloud.html
https://www.networkworld.com/article/3164444/how-to-calculate-the-true-cost-of-migrating-to-the-cloud.html
https://www.networkworld.com/article/3164444/how-to-calculate-the-true-cost-of-migrating-to-the-cloud.html
https://www.networkworld.com/article/3164444/how-to-calculate-the-true-cost-of-migrating-to-the-cloud.html


Trends and Developments in Cloud Computing and On-Premise IT Solutions Brattle.com | 48 

experts warn that networking costs (and specifically data egress costs) can be surprising to 
businesses that are newly migrated to the cloud.183 Networking takes the form of either data 
ingress, when data is transferred from a user or device to a CSP, or data egress, when data is 
transferred to a user or device from a CSP.184 While data ingress is typically free, data egress 
involves specific costs in a cloud environment, which are not always itemized and as a result 
can be surprising to businesses.185 

Several factors may determine whether a firm will experience a reduction in costs when 
adopting cloud:  

• First, whether a business can achieve cost savings depends on how efficiently it migrates to 
and operates in the cloud.186 The right cloud solution and migration techniques (such as 
rightsizing, scheduling policies, and reserved instances) can yield significant cost savings for 
a business adopting cloud. However, according to the Flexera report, 44 percent of 
companies reported that selecting the best instance/rightsizing was one major challenge of 
cloud adoption.187 

• Second, the on-premise maintenance cost depends largely on the type of hardware 
purchased and the ability of the IT workforce to maintain systems efficiently. A recent study 
showed that, if annual on-premise maintenance costs are considerably less than estimated 
cloud costs, a business can achieve a substantial long-term cost advantage by maintaining 
on-premise infrastructure despite the initial large upfront cost.188  

 
183 Networking refers to any interaction between two or more devices (for instance, computers) on a common 

platform. See David Linthicum, “Don’t get surprised by the cloud’s data-egress fees,” Info World, March 30, 
2018, accessed October 29, 2021, https://www.infoworld.com/article/3266676/dont-get-surprised-by-the-
clouds-data-egress-fees.html. See also “How to Manage Egress Charges In Cloud Infrastructure,” IT 
Convergence, accessed October 29, 2021, https://www.itconvergence.com/blog/how-to-manage-egress-
charges-in-cloud-infrastructure/. 

184  “How to Manage Egress Charges In Cloud Infrastructure,” IT Convergence, accessed October 29, 2021, 
https://www.itconvergence.com/blog/how-to-manage-egress-charges-in-cloud-infrastructure/. 

185  “How to Manage Egress Charges In Cloud Infrastructure,” IT Convergence, accessed October 29, 2021, 
https://www.itconvergence.com/blog/how-to-manage-egress-charges-in-cloud-infrastructure/. 

186  Edward Jones, “Cloud Market Share – a Look at the Cloud Ecosystem in 2021,” Kinsta, September 8, 2021, 
accessed October 29, 2021, https://kinsta.com/blog/cloud-market-share/.  

187  Flexera 2021 State of the Cloud Report, Figure 21, p. 29. 
188  Cameron Fisher, “Cloud versus On-Premise Computing,” American Journal of Industrial and Business 

Management, 8, 2018: 1991-2006, pp. 1999-2001, accessed October 29, 2021, 
https://pdfs.semanticscholar.org/12e0/84f70fe15b752f6a94d6c5c46f61afaf1d44.pdf.  
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• Third, tax-related incentives associated with capital expenditures (or other related federal 
and state tax credits) can improve the attractiveness of on-premise infrastructure relative to 
cloud.189 Unlike the subscription costs of cloud, which can be accounted as operating 
expenses, the costs related to the purchase and installation of on-premise infrastructure are 
capital expenditures, which can be capitalized for tax advantages.190 The tax effects of 
capitalizing versus expensing can vary by an organization’s marginal tax rate.  

• Fourth, when adopting a cloud solution, a significant negative return on investment is 
common in the short-term as continuing on-premise costs coexist with migration 
investments and cloud costs.191 Therefore, cost savings may depend on the time horizon 
considered in a cost-benefit analysis. 

Despite these complexities, various case studies and simplified cost-comparisons suggest that 
there are significant opportunities for cost saving in adopting cloud:   

• Gartner published a use-case of workload migration for 2,500 virtual machines from an on-
premise data center to AWS EC2, finding that after implementing optimization techniques, 
the total cost of ownership (“TCO”) of an IaaS cloud solution was 55 percent lower than that 
of the on-premise infrastructure TCO.192 

• An IDC study conducted in partnership with AWS estimated that the total average annual 
benefits of using AWS over on-premise solutions were $20.97 million.193 This annual benefit 
consisted of improvements to business productivity, IT productivity, and user productivity, 
as well as IT infrastructure cost reductions.194  

 
189  Cameron Fisher, “Cloud versus On-Premise Computing,” American Journal of Industrial and Business 

Management, 8, 2018: 1991-2006, pp. 2001-2, accessed October 29, 2021, 
https://pdfs.semanticscholar.org/12e0/84f70fe15b752f6a94d6c5c46f61afaf1d44.pdf. 

190  Cameron Fisher, “Cloud versus On-Premise Computing,” American Journal of Industrial and Business 
Management, 8, 2018: 1991-2006, pp. 2001-2, accessed October 29, 2021, 
https://pdfs.semanticscholar.org/12e0/84f70fe15b752f6a94d6c5c46f61afaf1d44.pdf. 

191  Edward Jones, “Cloud Market Share – a Look at the Cloud Ecosystem in 2021,” Kinsta, September 8, 2021, 
accessed October 29, 2021, https://kinsta.com/blog/cloud-market-share/. 

192  Marco Meinardi, “Is Public Cloud Cheaper Than Running Your Own Data Center?” Gartner, November 30, 2018, 
accessed October 29, 2021, https://blogs.gartner.com/marco-meinardi/2018/11/30/public-cloud-cheaper-
than-running-your-data-center/.  

193  Larry Cavalho and Matthew Marden, “Fostering Business and Organizational Transformation to Generate 
Business Value with Amazon Web Services,” IDC, February 2018, p. 9, accessed October 29, 2021, 
https://pages.awscloud.com/rs/112-TZM-766/images/AWS-BV%20IDC%202018.pdf. 

194  Larry Cavalho and Matthew Marden, “Fostering Business and Organizational Transformation to Generate 
Business Value with Amazon Web Services,” IDC, February 2018, p. 9, accessed October 29, 2021, 
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• According to a recent report by AWS, managed cloud services, such as Amazon Redshift, 
enable businesses to run enterprise applications at one-tenth the cost of comparable on-
premise solutions.195 AWS also found that businesses may have more opportunities to 
optimize costs as their use of cloud computing increases: businesses with over half of 
infrastructure provided by AWS reported 62 percent lower costs than those with a smaller 
share of infrastructure provided by AWS.196  

• Microsoft Cloud Practice Manager Greg Deckler performed a simple cost-benefit analysis for 
two scenarios of cloud adoptions.197 In one scenario, he compared a single on-premise 
server with an IaaS solution: the hardware of the on-premise server consists of a Dell R320 
and the IaaS solution is a Microsoft Azure subscription. He estimated that the IaaS solution 
would be 20 percent more expensive than the on-premise solution. In the second scenario, 
he compared a rack of 42 on-premise servers in an eight square foot space with the Azure 
subscription, estimating that the cloud option would be about 30 percent less costly than 
the on-premise option.198 

Software Licensing 

The Flexera 2021 State of the Cloud Report finds that businesses have challenges with 
managing software costs and understanding licensing in the cloud. According to the report, the 
biggest software-related hurdles are “understanding cost implications of software licenses” and 
“license compliance.”199 Five of the six software challenges listed in the survey responses relate 
to software licensing:  

• “Understanding cost implications of software licenses,” 

• “Ensuring we follow license rules,”  

• “Complexity of license rules in public cloud,” 

 
195  “Cloud Value Benchmarking Study Quantifies the Benefits of Cloud Adoption,” AWS, June 2020, p. 4, accessed 

October 29, 2021, https://pages.awscloud.com/rs/112-TZM-766/images/cloud-value-benchmarking-study-
quantifies-cloud-adoption-benefits.pdf.  

196  “Cloud Value Benchmarking Study Quantifies the Benefits of Cloud Adoption,” AWS, June 2020, p. 4, accessed 
October 29, 2021, https://pages.awscloud.com/rs/112-TZM-766/images/cloud-value-benchmarking-study-
quantifies-cloud-adoption-benefits.pdf. 

197  Greg Deckler, “Cloud vs. On-Premises Costs,” Fusion Alliance, 2016, accessed October 29, 2021, 
https://codilime.com/pdf/faCloudOnPremisesFoundations.pdf.  

198  Greg Deckler, “Cloud vs. On-Premises Costs,” Fusion Alliance, 2016, pp. 2-5, accessed October 29, 2021, 
https://codilime.com/pdf/faCloudOnPremisesFoundations.pdf. 

199  Flexera 2021 State of the Cloud Report, Figure 36. 
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• “Ensuring we don’t use too many licenses,” and  

• “Knowing when licenses are no longer used in cloud.” 200  

It is important for businesses to understand the different software licensing models both in 
deciding whether to adopt cloud and in order to keep cloud costs in check after adopting cloud. 

With the adoption of cloud services gaining popularity, certain software licensing models are 
becoming more prevalent. Where traditional IT might make use of perpetual software licenses, 
for example, cloud users typically make use of subscription-based and consumption-based 
software licensing models. Indeed, widespread adoption of SaaS has enabled new licensing 
models.201 

Below are several software licensing models, some of which are more relevant in a cloud-
computing context:202 

• Traditional perpetual licensing: Under a perpetual licensing model, consumers make a one-
time upfront payment for indefinite access to the software.203  

• Traditional site licensing: The traditional site or volume licensing model is similar to the 
perpetual licensing model, though the license extends to all users at a site (e.g., the entire 
office).204  

• Traditional seat licensing: The traditional seat, or “named user,” licensing model allows a 
certain number of users, sometimes named users, to access to the software via the 
purchase of a certain number of licenses.205  

 
200  Flexera 2021 State of the Cloud Report, Figure 36. 
201  Steve Atkins and David Paine, “Software Licensing in the cloud: flexibility is king,” Silicon Trust, November 25, 
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203  “Perpetual Software License,” Thales, accessed October 29, 2021, https://cpl.thalesgroup.com/software-
monetization/perpetual-license.  

204  Matt Mansfield, “How Does Cloud Licensing Work for Your Environment?,” Small Business Trends, April 19, 
2017, accessed October 29, 2021, https://smallbiztrends.com/2017/04/how-does-cloud-licensing-work.html. 
See also “Site License,” PC Mag, accessed October 29, 2021, https://www.pcmag.com/encyclopedia/term/site-
license.  
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• Subscription licensing: Under a subscription-based licensing model, customers make 
payments on a recurring basis for access to the software. There is no large upfront payment 
(as in the perpetual licensing model described above), allowing firms to spread out their 
software costs over time.206  

• Pay-as-you-go licensing: Under a consumption-based pay-as-you-go licensing model, users 
pay for the software resources they consume down to the hour, the day, or the user, for 
example.207 This allows firms to pay only for the resources they need, scale their utilization 
up or down quickly, and track their usage easily.208 This software model further ensures that 
there are no idle computing resources. 

• Pay-by-instance licensing: More relevant under IaaS or PaaS contexts, the pay-by-instance 
licensing model is similar to the pay-as-you-go model. Under this model, users pay for 
access to server instances.209  

Common cloud licensing models, such as the subscription-based and pay-as-you-go models 
introduced above, come with several advantages over more traditional licensing models. First, 
as mentioned, these licensing models do not require large upfront payments. This can be 
especially useful to smaller companies that do not have the capital to invest in perpetual 
licenses.210 Second, pay-as-you-go licensing provides additional benefits over subscription-
based licensing. As noted, pay-as-you-go licensing allows firms to pay only for the resources 

 
See also “Per Seat License,” PC Mag, accessed October 29, 2021, 
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accessed October 29, 2021, https://www.ibm.com/blogs/cloud-computing/2013/05/22/three-challenges-for-
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they need, and easily scale their utilization. Firms no longer have to provision their IT 
infrastructure to handle utilization peaks and no longer need to house idle computing resources 
to be able to meet these peaks.211 Third, the ability to track resource usage leads to greater 
transparency, which can help firms address non-compliance, and may free up employees to 
focus on more value-generating tasks.212 Finally, cloud software licensing models typically 
include regular software updates and technical support as part of the monthly payment, 
meaning firms always have access to the most recent product offerings.213 

On the other hand, there can be advantages to upfront one-time payments in exchange for 
access to software, such as in the perpetual licensing model. First, this payment scheme may be 
easier for firms to plan around, since the payment is upfront. Since payment schemes of 
consumption-based software licensing models are tied to utilization, they inherently involve a 
certain level of unknown.214 Businesses can end up paying more for their software services than 
anticipated. This unpredictability can also make price comparisons between different licensing 
models challenging.215 Second, perpetual software licenses can be used indefinitely. One 
industry analyst advises that while cloud adoption is growing, firms should not be too quick to 
dismiss their existing software licenses. They will need to consider the current value of their 
perpetual licenses against the ongoing cost of subscription-based and consumption-based cloud 
software offerings.216  

One way to transfer valuable perpetual licenses to the cloud is through a Bring Your Own 
License (“BYOL”) model, which allows customers to use previously purchased on-premise 
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era.html.  

212  “Software Licensing in the Cloud: Achieving Competitive Advantage,” 10Duke, January 8, 2019, accessed 
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October 8, 2015, accessed October 29, 2021, https://www.linkedin.com/pulse/basic-differences-between-saas-
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214  “Are Your Software Licenses Cloud-Friendly?” Dovel Technologies, accessed October 29, 2021, 
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Costs,” Gartner, July 27, 2017, accessed October 29, 2021, 
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29, 2021, https://www.cio.com/article/3272471/taking-control-of-your-software-licenses-in-the-cloud-
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licenses in a cloud environment.217 The main advantages of a BYOL model include reduced costs 
and increased flexibility. Through the BYOL model, customers can save money by paying only 
for the cloud services they need and leveraging existing licenses that have already been 
purchased.218 Further, the BYOL model allows for greater flexibility in license “mobility.”219 This 
means customers can move to the cloud and back to on-premise without repurchasing licenses 
for the same product.220  

A BYOL model can also introduce complexity. Since customers retain ownership over the 
software licenses, it is their responsibility to ensure that they are complying with the terms of 
the license agreement.221 For example, some software vendors stipulate that their software can 
be used only on cloud infrastructure that is dedicated to the user.222 

The BYOL option can incentivize consumers with pre-existing on-premise licenses to switch 
from on-premise to cloud, and several large cloud providers allow customers to BYOL.223 For 
instance, under Microsoft’s recently updated BYOL terms,224 as of October 2019, customers are 
only able to deploy their on-premise Microsoft licenses in the cloud if they have purchased 
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218  Jason Gay, “AWS Microsoft Licensing: The Advantages of BYOL,” Mission Cloud Services, accessed October 29, 
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219  “Bring Your Own License (BYOL)” Barracuda, accessed October 29, 2021, 
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accessed October 29, 2021, https://www.itassetmanagement.net/2018/07/19/bring-your-own-a-guide-to-
deploying-perpetual-licenses-in-cloud-services/.  

223 See, e.g., “Bringing your own licenses,” Google Cloud, accessed October 29, 2021, 
https://cloud.google.com/compute/docs/nodes/bringing-your-own-licenses. See also Harshitha Putta, 
“Simplified Bring-Your-Own-License experience using AWS License Manager,” AWS, March 26, 2020, accessed 
October 29, 2021, https://aws.amazon.com/blogs/mt/simplified-byol-experience-using-aws-license-manager/. 
See also “Pricing models for OCI services: Bring Your Own License (BYOL)” Oracle, accessed October 29, 2021, 
https://www.oracle.com/ca-en/cloud/pricing/.   

224  “Microsoft Licensing Changes: How Will Bring Your Own License in AWS be Affected?” INAP, October 1, 2019, 
accessed October 29, 2021, https://www.inap.com/blog/microsoft-licensing-changes-byol-aws/.  
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Software Assurance and License Mobility rights.225 According to Microsoft’s press release, this 
change applies only to “the following public cloud providers: Microsoft, Alibaba, Amazon 
(including VMware Cloud on AWS), and Google.”226 The change does not “apply to other 
providers.”227 Although this change purportedly also applies to Microsoft’s own Azure cloud, 
Azure customers can bypass the change in certain situations via the Azure Hybrid Benefit, 
thereby giving Azure customers a slight advantage.228 This change in BYOL terms may increase 
Microsoft’s bundling value proposition and may impact Microsoft’s ability to attract cloud 
customers over its major competitors.  

C. Switching Costs from Traditional On-Premise 
Solutions to Cloud Computing 

The cloud adoption trends outlined above, as well as future trends projected by industry 
analysts, make it clear that switching from traditional on-premise solutions to cloud computing 
solutions is prevalent. That does not mean, however, that shifting to cloud solutions is 
straightforward and without frictions. In a 2017 Harvard Business Review survey of 347 
business leaders, 27 percent of respondents listed the “cost of changing over from our current 
systems” as a barrier to fully embracing cloud options, whereas only 24 percent identified the 
cost of using cloud services as a barrier.229  

The costs of migrating from traditional on-premise to cloud computing include the costs of 
moving data (if any) and setting up the cloud environment, which may involve fees associated 
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with using CSP or third-party consultant migration/validation services. There are also post-
migration costs.230 

Migration costs can differ by deployment method. For private cloud, migration costs include 
expenses related to labor/staffing, physical space deployment and acquisition, and purchases of 
new hardware or software. For public cloud, migration costs include staffing expenses to 
oversee the migration, training and skill development expenses for staff, and costs charged by 
the CSP throughout the migration process.231  

Some CSPs offer “free” migration tools, some of which contain caps on time/capacity/use,232 
but businesses can still accrue additional costs related to storage or networking even with these 
(or other paid only) tools. A business can use a device to assist with large data migration (e.g., 
AWS Snowball), which involves shipping out the device, loading it with data, and shipping it 
back to the CSP. Fees would include shipping and a service fee or rental cost (for Snowball, a 
10-day rental of a basic console is $300).233 Similarly, there are costs of using a service to assist 
with data migration (e.g., Azure Migrate). Fees include hourly storage and capacity rates for 
data transfer.234  
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There are several common migration strategies, including rehosting, replatforming, refactoring, 
and repurchasing.235 Migration costs can vary (sometimes significantly) depending on the 
strategy employed.  

• Rehosting, or “lift and shift,” entails a transfer of existing services from on-premise to cloud, 
with minimal adjustments to the existing business environment.236 One industry participant 
notes that this strategy is appropriate for migrations to IaaS.237 

• Replatforming, or “lift, tinker, and shift,” entails a transfer of existing services from on-
premise to cloud, with a few adjustments to the prior environment.238 

• Refactoring involves rebuilding your environment from scratch. As a result, this strategy is 
considered the most expensive migration strategy.239 One industry participant notes that 
this strategy is appropriate for migrations to PaaS.240 

• Repurchasing, or “drop and shop,” involves replacing existing applications with their cloud-
based equivalents.241 This option is usually the most affordable to implement,242 and often 
used for migrations to SaaS.243 
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Each migration strategy has advantages and disadvantages. Rehosting is cost-effective because 
it does not involve alterations to code or architecture.244 For this same reason, rehosting is an 
optimal strategy for migrating core services or services with existing compliance or security 
concerns to the cloud.245 On the other hand, re-hosting does not involve any “optimization” for 
the new cloud environment, and as a result may experience latency issues and may not be 
easily scalable.246 Replatforming has many of the same advantages and disadvantages as 
rehosting but allows for some optimization in adapting to the cloud.247   

Because refactoring involves changing key elements of the existing service, it can introduce 
extra costs to the migration process.248 Refactoring can also introduce unintended dependence 
on certain frameworks (e.g., programming languages) or features offered by the CSP.249 Despite 
these disadvantages, refactoring allows for a more integrated adaptation to the new cloud 
environment, which can manifest in scalability and long-term cost efficiency.250 
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Repurchasing is suitable for companies looking to outsource a service. Although this strategy is 
considered cost-effective,251 a disadvantage of repurchasing is the potential for high vendor 
dependence, or vendor lock-in, as the provider has full control over the service’s 
functionality.252 Section IV.B discusses potential vendor lock-in associated with SaaS. 

Lastly, post-migration costs include costs related to validating the success of the migration, 
including costs from continued integration and testing of the new environment, or training of 
staff.253 Even though these costs accrue after migration, the post-migration validation process 
can be considered an extension of the migration process. 

 Repatriation from Cloud Computing to Traditional 
On-Premise IT 

Despite the overall trend of increased cloud computing adoption, movement for all businesses 
over their lifecycle is not always in the direction of traditional on-premise to cloud. For some 
businesses, industry participants explain that it is often sensible for a business to use cloud 
computing for a period and then consider, on an ongoing basis, whether this strategy remains 
most efficient as the business evolves and grows.254  

Benefits from cloud infrastructure adoption outlined above, such as its scalability and flexibility 
without having to incur large upfront capital expenses, are the main drivers for firms – 
particularly growing firms – to adopt cloud. However, when a firm’s growth slows, it can be 
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https://www.rapyder.com/blogs/cloud-migration-strategy-options/.   

253  Mike Chan, “How to calculate the true cost cloud migration,” Network World, February 2, 2017, accessed 
October 29, 2021, https://www.networkworld.com/article/3164444/how-to-calculate-the-true-cost-of-
migrating-to-the-cloud.html. 

254  Chris Richtsteiner, “Tips for building a cloud migration plan,” deft, November 5, 2018, accessed October 29, 
2021, https://www.deft.com/blog/cloud-migration-plan/. See also Travis Greene, “5 steps to a clear cloud 
adoption strategy,” TechBeacon, accessed October 29, 2021, https://techbeacon.com/enterprise-it/5-steps-
clear-cloud-adoption-strategy.   
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important for it to re-optimize its IT strategies.255 Firms must evaluate the revenue and cost 
implications of their IT decisions over their life cycle in order to make optimal use of alternative 
IT solutions. Due to evolving business realities that are sometimes unpredictable, and/or sub-
optimal planning, firms “repatriate” from cloud computing to traditional on-premise solutions.  

On the cost side, cloud infrastructure, as an operating expense, can put pressure on margins as 
a company scales, making some companies opt for repatriating some or all workloads to 
traditional on-premise.256 One such example is Dropbox, which saved $75 million by 
repatriating some workloads from the public cloud.257  

In an article on the cost of cloud, venture capital firm Andreessen Horowitz explains that the 
economic benefits that cloud offers may dissipate as a company grows: “while cloud clearly 
delivers on its promise early on in a company’s journey, the pressure it puts on margins can 
start to outweigh the benefits, as a company scales and growth slows.”258 The authors describe 
what they call the “paradox of the cloud”: “[y]ou’re crazy if you don’t start in the cloud; you’re 
crazy if you stay on it.”259 They suggest that “companies need to optimize early, often, and, 
sometimes, also outside the cloud.”260 

 
255  Sarah Wang and Martin Casado, “The Cost of Cloud, a Trillion Dollar Paradox,” Andreessen Horowitz, May 27, 

2021, accessed October 29, 2021, https://a16z.com/2021/05/27/cost-of-cloud-paradox-market-cap-cloud-
lifecycle-scale-growth-repatriation-optimization/.  

256  Sarah Wang and Martin Casado, “The Cost of Cloud, a Trillion Dollar Paradox,” Andreessen Horowitz, May 27, 
2021, accessed October 29, 2021, https://a16z.com/2021/05/27/cost-of-cloud-paradox-market-cap-cloud-
lifecycle-scale-growth-repatriation-optimization/. 

257  Liam Tung, “Hooked on public cloud? It could be eating a big chunk of your margins,” ZDNet, June 3, 2021, 
accessed October 29, 2021, https://www.zdnet.com/article/hooked-on-public-cloud-it-could-be-eating-a-big-
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258  Sarah Wang and Martin Casado, “The Cost of Cloud, a Trillion Dollar Paradox,” Andreessen Horowitz, May 27, 
2021, accessed October 29, 2021, https://a16z.com/2021/05/27/cost-of-cloud-paradox-market-cap-cloud-
lifecycle-scale-growth-repatriation-optimization/. 

259  The authors find that “across 50 of the top public software companies currently utilizing cloud infrastructure, an 
estimated $100B of market value is being lost among them due to cloud impact on margins — relative to 
running the infrastructure themselves.” See Sarah Wang and Martin Casado, “The Cost of Cloud, a Trillion 
Dollar Paradox,” Andreessen Horowitz, May 27, 2021, accessed October 29, 2021, 
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As mentioned above, in the Flexera 2021 State of the Cloud Report, 45 percent of companies 
listed assessing on-premise vs. cloud costs as a significant cloud migration challenge.261 The 
report shows that once organizations adopt cloud, they tend to have difficulty accurately 
forecasting cloud costs; organizations reported that cloud spending was on average 24 percent 
over budget.262  

Industry commentators note that repatriation is a growing trend. According to a 2019 survey 
from IDC, 85 percent of IT managers planned to repatriate some workloads from public cloud 
environments, up from 81 percent in 2018.263 Importantly, an IDC analyst notes that this trend 
does not indicate that cloud services are too expensive, but rather that “… [some companies] 
haven’t leveraged the best migration path for that workload.”264 The rollback of some 
workloads can therefore be considered an effort to run these workloads more cost 
effectively.265 A 2019 Gartner report shows that around 21 percent of respondents repatriated 
workloads, with 4 percent repatriating public cloud workloads.266 

There are also important considerations on the revenue and demand side of a business. As 
noted by Diginomica, “focusing on costs neglects the revenue side of the ROI analysis… cloud 
services can accelerate product cycles and time-to-revenue and expand revenue opportunities 
through scalable and geographically distributed infrastructure that can serve previously 
untapped markets.”267 In fact, while the Flexera report notes that 76 percent of firms used cost 
efficiency as a key metric to measure cloud progress, 66 percent pointed to the delivery speed 

 
261  Flexera 2021 State of the Cloud Report, Figure 21. 
262  Flexera 2021 State of the Cloud Report, Figure 37. 
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266  Stephen J. Bigelow, “Myth or emerging trend? Cloud repatriation explained,” TechTarget, December 8, 2020, 
accessed October 29, 2021, https://searchcloudcomputing.techtarget.com/tip/Myth-or-emerging-trend-Cloud-
repatriation-explained.  

267  Kurt Marko, “A case for cloud repatriation, but let’s be careful before extrapolating to mainstream 
enterprises,” Diginomica, June 15, 2021, accessed October 29, 2021, https://diginomica.com/case-cloud-
repatriation-lets-be-careful-extrapolating-mainstream-enterprises. (Emphasis omitted).  
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of products/services as a key metric of cloud success. Moreover, half of the respondents 
pointed to an increase in competitive advantage as being a key metric of success.268   

Video game company Zynga repatriated from AWS to on-premise infrastructure in 2012, but re-
subscribed to AWS several years later because of “[a]n impending technological shift to mobile 
gaming [which] coincided with the operational realities of a cloud-scale infrastructure.”269 
Zynga’s CIO noted, “[o]ur data center infrastructure was originally built for massive Facebook 
games…and we realized that we didn’t need nearly as much equipment infrastructure to serve 
the emerging mobile game market.”270 He also noted, “AWS is innovating on technology at a 
pace that we simply cannot keep up with, while the flexibility and the learnings we achieved 
from operating our own cloud allowed us to find a path back to AWS.”271 By re-subscribing to 
AWS, Zynga realized several benefits across its workloads (e.g., boosting game performance by 
cutting query times for its Poker app that used to take 30 seconds to one second).272 

 Devising a Cloud Strategy: Hybrid Cloud, 
Multi-Cloud, and Cloud Interoperability 

A company must tailor its IT strategy to fit its business needs, and there is no one-size-fits-all 
solution. In the context of cloud computing, “[n]o single cloud model can address all the unique 
requirements of each enterprise.”273 The Cloud Standards Customer Council asserts that certain 
CSPs may offer “unique capabilities, some generally useful and some tailored for specific 

 
268  Flexera 2021 State of the Cloud Report, Figure 24.  
269  Kurt Marko, “A case for cloud repatriation, but let’s be careful before extrapolating to mainstream 

enterprises,” Diginomica, June 15, 2021, accessed October 29, 2021, https://diginomica.com/case-cloud-
repatriation-lets-be-careful-extrapolating-mainstream-enterprises. See also “Zynga Case Study,” AWS, 2016, 
accessed October 29, 2021, https://aws.amazon.com/solutions/case-studies/zynga/. 

270  “Zynga Case Study,” AWS, 2016, accessed October 29, 2021, https://aws.amazon.com/solutions/case-
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271  “Zynga Case Study,” AWS, 2016, accessed October 29, 2021, https://aws.amazon.com/solutions/case-
studies/zynga/.  
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Enterprises,” Diginomica, June 15, 2021, accessed October 29, 2021, https://diginomica.com/case-cloud-
repatriation-lets-be-careful-extrapolating-mainstream-enterprises. See also “Zynga Case Study,” AWS, 2016, 
accessed October 29, 2021, https://aws.amazon.com/solutions/case-studies/zynga/.  

273  Chris Nott, “Cloud Portability and Interoperability,” IBM, October 20, 2020, accessed October 29, 2021, 
https://www.ibm.com/blogs/think/fi-fi/2020/10/20/cloud-portability-and-interoperability/.  
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industry types,”274 and that a “best of breed cloud implementation enables organizations to 
choose the best cloud service for each particular capability.”275  

In light of the considerations affecting cloud adoption described above, it is not surprising that 
businesses often employ strategies that involve combinations of different offerings rather than 
relying on a single public or private cloud solution. Businesses may have strong incentives to 
adopt a strategy of combining on-premise technologies with cloud services, making use of 
private and public clouds, while potentially relying on multiple CSPs. Indeed, the Flexera report 
details a widespread adoption of hybrid cloud and multi-cloud strategies for organizations that 
use cloud services.276  

This section discusses hybrid and multi-cloud strategies as well as challenges and considerations 
related to the use of these strategies, including cloud interoperability and portability.   

A. Hybrid Cloud and Multi-Cloud Strategies 
Industry commentators point to many advantages of pursuing a hybrid cloud and/or multi-
cloud strategy. Generally, these strategies allow a firm to circumvent the trade-offs between 
choosing a private-only or public-only cloud architecture, or choosing between cloud providers 
with different advantages and disadvantages. As a result, a firm can benefit from combining 
deployment methods and providers to address its unique IT needs.  

Benefits of hybrid cloud strategies, in particular, include meeting security and compliance 
requirements, workload efficiency, an easier transition to cloud, and reduced complexity.277 

 
274  Cloud Standards Customer Council, “Interoperability and Portability for Cloud Computing: A Guide,” Version 

2.0, December 2017, p. 16, accessed October 29, 2021, https://www.omg.org/cloud/deliverables/CSCC-
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• Meeting security and compliance needs: Regulatory restrictions on where data can reside 
may prevent businesses from moving all workloads to a public cloud. With a hybrid cloud 
strategy, organizations can store sensitive data in a private environment while operating 
workloads in the public cloud.278 

• Efficient workloads: Combining both public and private cloud infrastructure enables 
businesses to choose an optimal deployment for a particular workload. For example, if an 
application has unpredictable usage patterns, public cloud services can be more cost 
effective as they provide increased elasticity. However, when demand is stable and 
predictable, an application will often have a lower cost in a private cloud. 279 

• Transition time: A hybrid cloud strategy allows firms to transition existing infrastructures to 
the cloud in increments. As a result, firms can limit downtime and focus on equipping IT 
employees with skills appropriate for managing the cloud.280    

• The complexity of running on-premise infrastructure: Another significant driver of the shift 
towards hybrid cloud architecture is the challenge that comes with managing increasingly 
complex traditional on-premise and private cloud infrastructures. According to McAfee, 
firms worry about costs associated with the increasing complexity of maintaining private 
cloud infrastructures, as well as a lack of consistent security controls over traditional servers 
and private cloud infrastructures.281 Lastly, firms experience a shortage of IT staff with the 
capabilities to manage security for on-premise and private cloud infrastructure.282  

A hybrid strategy can take different forms. According to the Flexera report, the most popular 
hybrid strategy involves combining multiple public and multiple private clouds, the choice for 
43 percent of respondents. Another 33 percent of respondents reported combining multiple 
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public with one private cloud, and 13 percent of respondents reported employing one public 
and multiple private clouds. Finally, 11 percent employed only one public and one private 
cloud.283  

In terms of multi-cloud, while certain CSPs may be positioned to address the full scope of an 
organization’s needs, certain companies opt for multiple cloud providers (e.g., to take 
advantage of a best-of-breed approach to cloud computing). For instance, one CSP may 
promise high upload speeds, while another may promote more favorable SLA terms.284 

According to the Flexera report, 92 percent of respondents reported having a multi-cloud 
strategy in 2020,285 up from 81 percent reported in a RightScale survey in 2018.286 Similarly, a 
2019 Gartner survey reports that 81 percent of respondents use more than one cloud.287 IBM’s 
Institute for Business Value estimates that “[b]y 2021, 98 percent of companies plan to use 
multiple … clouds.”288 IBM also reports that, on average, companies make use of six clouds.289 

Many of the benefits of hybrid cloud strategies described above are also relevant to multi-cloud 
strategies. Multi-cloud strategies reduce the risks of service disruptions, service discontinuity, 
platform downtimes, and security breaches.290 Firms may also opt for a multi-cloud strategy in 
order to meet regulations. For example, certain types of customer data have to be stored 
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according to specific requirements, and only certain providers may be able to meet those 
requirements.  

A multi-cloud strategy can also reduce the risk of vendor lock-in.291 Vendor lock-in refers to “a 
situation in which, once an organization has selected a cloud provider, either it cannot move to 
another provider or it can change providers but only at great cost […]. Risks of vendor lock-in 
include reduced negotiation power in reaction to price increases and service discontinuation 
because the provider goes out of business.”292 Gartner estimates that “[m]ulticloud strategies 
will reduce vendor dependency for two-thirds of organizations through 2024.”293 A multi-cloud 
strategy may also help a company negotiate lower prices or improved service quality. 294  

Multi-cloud strategies are very common, but there are also certain drawbacks to consider. For 
example, dealing with several providers can introduce challenges, including duplicated 
administrative tasks associated with managing different interfaces and security gaps. Typically, 
each provider has its “own billing system, pricing model, resizing and payment options.”295 
Ensuring seamless security protocols across providers can also pose a challenge. 296 These 

 
291  Meghan Rimol, “4 Trends Impacting Cloud Adoption in 2020,” Gartner, January 22, 2020, accessed October 29, 

2021, https://www.gartner.com/smarterwithgartner/4-trends-impacting-cloud-adoption-in-2020/. 
292  Grace Lewis, “The Role of Standards in Cloud-Computing Interoperability,” Carnegie Melon University Software 

Engineering Institute, October 2012, p. 1, accessed October 29, 2021, 
https://resources.sei.cmu.edu/asset_files/TechnicalNote/2012_004_001_28143.pdf. 

293  Meghan Rimol, “4 Trends Impacting Cloud Adoption in 2020,” Gartner, January 22, 2020, accessed October 29, 
2021, https://www.gartner.com/smarterwithgartner/4-trends-impacting-cloud-adoption-in-2020/. 

294  Don Sheppard, “Cloud interoperability and portability – necessary or nice to have?” InsightaaS, November 29, 
2017, accessed October 29, 2021, https://insightaas.com/cloud-interoperability-and-portability-necessary-or-
nice-to-have/. 

295  Ruslan Synytsky, “How To Overcome The Challenges Of Gaining Multi-Cloud Interoperability,” Forbes, October 
25, 2018, accessed October 29, 2021, https://www.forbes.com/sites/forbestechcouncil/2018/10/25/how-to-
overcome-the-challenges-of-gaining-multi-cloud-interoperability/?sh=1d0651d0d7d4. 

296  Ruslan Synytsky, “How To Overcome The Challenges Of Gaining Multi-Cloud Interoperability,” Forbes, October 
25, 2018, accessed October 29, 2021, https://www.forbes.com/sites/forbestechcouncil/2018/10/25/how-to-
overcome-the-challenges-of-gaining-multi-cloud-interoperability/?sh=1d0651d0d7d4. See also Sandeep 
Shilawat, “Cloud Interoperability And Portability,” Forbes, June 22, 2018, accessed October 29, 2021, 
https://www.forbes.com/sites/forbestechcouncil/2018/06/22/cloud-interoperability-and-
portability/?sh=d7265c84577a. See also Kishore Durg and Sanjay Podder,“Navigating the interoperability 
challenge in multi-cloud environments,” Accenture, July 3, 2019, accessed October 29, 2021, 
https://www.accenture.com/us-en/blogs/cloud-computing/kishore-durg-cloud-interoperability-challenges. See 
also “Multicloud Advantages: Why Every Business Should Consider Adopting A Multicloud,” CloudHealth, April 
8, 2019, accessed October 29, 2021, https://www.cloudhealthtech.com/blog/multicloud-advantages-
disadvantages. 
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challenges can make it more resource-intensive for organizations to keep track of cloud 
consumption and costs and meet their budgets. 297  

B. Interoperability and Portability 
Interoperability and portability are important considerations when devising an IT strategy, 
particularly for hybrid and multi-cloud strategies. It is generally understood that no two clouds 
from different CSPs are identical, as they are constructed using different components and 
technologies.298 A link needs to be established between the clouds of different vendors for 
them to function smoothly together. For organizations using multiple clouds, this step is 
required to achieve a certain level of interoperability and portability. 

Interoperable systems, broadly speaking, are able to work together and communicate with 
each other. More specifically, in a cloud computing context, cloud interoperability is the extent 
to which multiple clouds can function together or the extent to which on-premise systems can 
function with systems in the cloud, by exchanging information and using the exchanged 
information afterwards.299  

Related to interoperability is the concept of portability. The Cloud Standards Customer Council 
defines portability as “the ability … to move and …. adapt … applications and data between 
[proprietary] systems and cloud services, and between cloud services of different cloud service 
providers and potentially different cloud deployment models.” 300 Portability can be further 
categorized into two subcategories: data portability and application portability. 

 
297  Ruslan Synytsky, “How To Overcome The Challenges Of Gaining Multi-Cloud Interoperability,” Forbes, October 

25, 2018, accessed October 29, 2021, https://www.forbes.com/sites/forbestechcouncil/2018/10/25/how-to-
overcome-the-challenges-of-gaining-multi-cloud-interoperability/?sh=1d0651d0d7d4. See also Laurence 
Goasduff, “Why Organizations Choose a Multicloud Strategy,” Gartner, May 7, 2019, accessed October 29, 
2021, https://www.gartner.com/smarterwithgartner/why-organizations-choose-a-multicloud-strategy/.  

298  Cloud Standards Customer Council, “Interoperability and Portability for Cloud Computing: A Guide,” Version 
2.0, December 2017, p. 4, accessed October 29, 2021, https://www.omg.org/cloud/deliverables/CSCC-
Interoperability-and-Portability-for-Cloud-Computing-A-Guide.pdf. See also Bill Claybrook, “Cloud 
interoperability: Problems and best practices,” ComputerWorld, June 1, 2011, accessed October 29, 2021, 
https://www.computerworld.com/article/2508726/cloud-interoperability--problems-and-best-practices.html. 

299  Cloud Standards Customer Council, “Interoperability and Portability for Cloud Computing: A Guide,” Version 
2.0, December 2017, p. 5, accessed October 29, 2021, https://www.omg.org/cloud/deliverables/CSCC-
Interoperability-and-Portability-for-Cloud-Computing-A-Guide.pdf. 

300  Cloud Standards Customer Council, “Interoperability and Portability for Cloud Computing: A Guide,” Version 
2.0, December 2017, p. 6, accessed October 29, 2021, https://www.omg.org/cloud/deliverables/CSCC-
Interoperability-and-Portability-for-Cloud-Computing-A-Guide.pdf. 
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• Cloud data portability refers to “the ability to easily transfer data from one cloud service to 
another cloud service or between a … customer’s system and a cloud service.” 301 The easier 
is the data transfer, the higher the level of data portability.  

• Cloud application portability refers to “the ability to easily transfer an application or [its] 
components from one cloud service to a comparable cloud service or from a … customer’s 
system to a cloud service.”302  

Because of the differing features of IaaS, PaaS, and SaaS, one industry analyst explains that 
interoperability and portability challenges for each are also different, as outlined below. 303 

IaaS 

IaaS is considered to be the cloud service with the most development standards, and thus the 
highest level of interoperability and portability.304 However, it remains that the nature of 
interoperability and portability challenges will depend on a customer’s IT setup. For example, in 
a situation where a firm is making use of multiple clouds from different providers, application 
portability is not an issue because the customer owns the application code. However, in cases 
where the same application is intended to be used in multiple clouds, and developers want to 
use the same code logic to deploy the application, “[this] may be difficult if the capabilities 
offered by the cloud services differ substantially.”305  

 
301  Cloud Standards Customer Council, “Interoperability and Portability for Cloud Computing: A Guide,” Version 

2.0, December 2017, p. 6, accessed October 29, 2021, https://www.omg.org/cloud/deliverables/CSCC-
Interoperability-and-Portability-for-Cloud-Computing-A-Guide.pdf. 

302  Cloud Standards Customer Council, “Interoperability and Portability for Cloud Computing: A Guide,” Version 
2.0, December 2017, p. 6, accessed October 29, 2021, https://www.omg.org/cloud/deliverables/CSCC-
Interoperability-and-Portability-for-Cloud-Computing-A-Guide.pdf. 

303  Don Sheppard, “Cloud interoperability and portability – necessary or nice to have?” InsightaaS, November 29, 
2017, accessed October 29, 2021, https://insightaas.com/cloud-interoperability-and-portability-necessary-or-
nice-to-have/.  

304  Magdalena Kostoska, Marjan Gusev, and Sasko Ristov, “An Overview of Cloud Interoperability,” Proceedings of 
the Federated Conference on Computer Science and Information Systems, 8, 2016: 873-876, accessed October 
29, 2021, https://annals-csis.org/Volume_8/pliks/463.pdf. See also Cloud Standards Customer Council, 
“Interoperability and Portability for Cloud Computing: A Guide,” Version 2.0, December 2017, “Standards for 
Interoperability and Portability” section, pp. 32–33, accessed October 29, 2021, 
https://www.omg.org/cloud/deliverables/CSCC-Interoperability-and-Portability-for-Cloud-Computing-A-
Guide.pdf. 

305  Cloud Standards Customer Council, “Interoperability and Portability for Cloud Computing: A Guide,” Version 
2.0, December 2017, p. 17, accessed October 29, 2021, https://www.omg.org/cloud/deliverables/CSCC-
Interoperability-and-Portability-for-Cloud-Computing-A-Guide.pdf. 
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Similarly, data portability is not usually an issue for IaaS, since the “cloud service customer is 
typically in control of the data syntax and semantics used for these services.” 306 One IDC 
analyst notes, “the lower you are in the stack, the more consistency there is across different 
platforms and the more you have the freedom to build in-house.”307  

PaaS 

Similar to IaaS, application portability is typically not an issue for PaaS as the customer owns 
the application code. However, the application code may still need to be altered to be able to 
run in multiple cloud environments, especially if the “capabilities offered by the cloud services 
differ substantially.”308 It may be difficult to port the application to the target environment if 
the application is built with features that work on a specific platform.309 In terms of data 
portability, PaaS customers still have some control over data, and more specifically control over 
the data format. However, if a customer’s clouds rely on different database technologies, this 
can introduce complexity.310 

According to a 2019 Spiceworks survey, 90 percent of firms shopping for public PaaS and IaaS 
services consider “[c]ompatib[ility] with existing services” to be a critical or important factor.311  

 
306  Cloud Standards Customer Council, “Interoperability and Portability for Cloud Computing: A Guide,” Version 

2.0, December 2017, p. 17, accessed October 29, 2021, https://www.omg.org/cloud/deliverables/CSCC-
Interoperability-and-Portability-for-Cloud-Computing-A-Guide.pdf. 

307  Alan R. Earls, “IaaS and PaaS blurred lines increase lock-in risks,” TechTarget, April 20, 2018, accessed October 
29, 2021, https://searchcloudcomputing.techtarget.com/tip/IaaS-and-PaaS-blurred-lines-increase-lock-in-risks.  

308  Cloud Standards Customer Council, “Interoperability and Portability for Cloud Computing: A Guide,” Version 
2.0, December 2017, p. 17, accessed October 29, 2021, https://www.omg.org/cloud/deliverables/CSCC-
Interoperability-and-Portability-for-Cloud-Computing-A-Guide.pdf. 

309  “Cloud Computing Portability and Interoperability – Cloud Portability and Interoperability,” The Open Group, 
accessed October 29, 2021, http://www.opengroup.org/cloud/cloud_iop/p4.htm.  

310  Cloud Standards Customer Council, “Interoperability and Portability for Cloud Computing: A Guide,” Version 
2.0, December 2017, p. 17, accessed October 29, 2021, https://www.omg.org/cloud/deliverables/CSCC-
Interoperability-and-Portability-for-Cloud-Computing-A-Guide.pdf.  

 An example of a database technology would be a SQL or relational database. Big data is often stored in another 
database technology, a NoSQL or non-relational database. See “What is a cloud database?,” IBM, accessed 
October 29, 2021, https://www.ibm.com/cloud/learn/what-is-cloud-database. See also Richard Peterson, “SQL 
vs NoSQL: What’s the Difference Between SQL and NoSQL,” Guru99, August 28, 2021, accessed October 29, 
2021, https://www.guru99.com/sql-vs-nosql.html. 

311  “Public Cloud Trends in 2019 and Beyond,” Spiceworks, p. 6, accessed October 29, 2021, 
https://www.spiceworks.com/marketing/public-cloud-trends/pdf-report/. 
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SaaS 

SaaS service has the lowest level of interoperability. Few standards exist at this level of 
service.312 However, standardization has relatively limited benefits at the SaaS level in 
comparison to the other cloud services, since portability considerations are not relevant for 
applications.313 

Application portability is not possible for subscribers of SaaS services. SaaS customers do not 
own the application code; this belongs to the CSP. Therefore, customers cannot port over an 
application to a different environment.314 As an example, consider a customer using Microsoft 
Office 365 SaaS who decides to switch to Google Workspace. This customer cannot port over 
the Word application to the Google Docs application, the Word equivalent in Google’s product 
offerings.  

Porting data from one SaaS vendor to another may be difficult,315 because data extracts must 
have the same format, content, and extent, which usually means data will have to be 
transformed before being ported over.316 Although data transformations may also be required 
to move data between products in a traditional on-premise IT environment,317 there customers 
have more control over timing and whether the investment makes sense. When dealing with 
data in a SaaS setup, “the vendor can more easily force the customer to pay more or lose the 
service altogether.”318  

 
312  Cloud Standards Customer Council, “Interoperability and Portability for Cloud Computing: A Guide,” Version 

2.0, December 2017, p. 7, accessed October 29, 2021, https://www.omg.org/cloud/deliverables/CSCC-
Interoperability-and-Portability-for-Cloud-Computing-A-Guide.pdf. 

313  Grace Lewis, “The Role of Standards in Cloud-Computing Interoperability,” Software Engineering Institute, 
October 2012, p. 14, accessed October 29, 2021, 
https://resources.sei.cmu.edu/asset_files/TechnicalNote/2012_004_001_28143.pdf. 

314  This is intuitive. In a situation where a customer was using Microsoft Office 365 SaaS but decides to switch to 
Google Workspace, that customer would go from using Word application to Google Docs application, the Word 
equivalent in Google’s product offerings. 

315  “Cloud Computing Portability and Interoperability – Cloud Portability and Interoperability,” The Open Group, 
accessed October 29, 2021, http://www.opengroup.org/cloud/cloud_iop/p4.htm. 

316  Cloud Standards Customer Council, “Interoperability and Portability for Cloud Computing: A Guide,” Version 
2.0, December 2017, p. 17, accessed October 29, 2021, https://www.omg.org/cloud/deliverables/CSCC-
Interoperability-and-Portability-for-Cloud-Computing-A-Guide.pdf. 

317  “Cloud Computing Portability and Interoperability – Cloud Portability and Interoperability,” The Open Group, 
accessed October 29, 2021, http://www.opengroup.org/cloud/cloud_iop/p4.htm. 

318  “Cloud Computing Portability and Interoperability – Cloud Portability and Interoperability,” The Open Group, 
accessed October 29, 2021, http://www.opengroup.org/cloud/cloud_iop/p4.htm. 
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Achieving Interoperability and Portability 

Depending on an organization’s particular goal (for example, setting up multiple clouds from 
different CSPs or switching providers), achieving a certain degree of interoperability can range 
from being simple to relatively complex. The following are ways in which firms can achieve 
cloud interoperability and portability: 

• First, firms can use multi-cloud management tools to work with multiple clouds efficiently. 
These tools allow firms to oversee applications and workloads across multiple CSPs from 
one access point. Typically, multi-cloud management solutions allow customers, especially 
app developers, “to choose the best cloud environment for their applications.”319 
Containers and Kubernetes are known as key multi-cloud management technologies. 
Containers “bundle up apps with their dependencies and necessary services in a lightweight 
package.”320 App developers use containers to build applications that can be deployed on 
any cloud. In other words, containerization “allows applications to be ‘written once and run 
anywhere.’”321 Kubernetes allow containers “to be effectively managed, deployed and 
automated.”322 According to the Flexera 2021 State of the Cloud Report, 42 percent of 
respondents use multi-cloud management tools.323 

• Second, firms can use an enterprise service bus (“ESB”) architecture to facilitate application 
interactions. An ESB is a software component that maps one application to another.324 
According to the Cloud Standards Customer Council, the ESB can be used to provide an 
“isolation or mapping layer” between the customer’s applications (or systems) and the 

 
319  “What is multi-cloud management?” VMWare, accessed October 29, 2021, 

https://www.vmware.com/topics/glossary/content/multi-cloud-management. 
320  “What is multi-cloud management?” VMWare, accessed October 29, 2021, 

https://www.vmware.com/topics/glossary/content/multi-cloud-management. 
321  “Containerization,” IBM, June 23, 2021, accessed October 29, 2021, 

https://www.ibm.com/cloud/learn/containerization.  
322  “What is multi-cloud management?” VMWare, accessed October 29, 2021, 

https://www.vmware.com/topics/glossary/content/multi-cloud-management. 
323  Flexera 2021 State of the Cloud Report, pp. 10, 19. 
324  “ESB (Enterprise Service Bus)” IBM, April 7, 2021, accessed October 29, 2021, 
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CSP’s interface.325 An ESB architecture allows one to establish a communication link 
between applications without necessarily introducing application dependencies.326  

• Third, there are industry-wide efforts to introduce an international cloud portability 
standard such as Open Virtualization Format (“OVF”). OVF is “an open standard, specified 
by the Distributed Management Task Force [], for packaging and distributing a virtual 
appliance consisting of one or more virtual machines (VMs).”327 The use of a “portable VM 
image format [such as OVF] improves portability across different service providers.”328 

Industry analysts recognize that “research in the area of SaaS level, and even on the PaaS level 
is limited by the support of the vendors” who “prefer to lock-in the customer” rather than 
“cooperate in the efforts to support … interoperability.”329 In other words, they argue that CSPs 
may not have a strong incentive to advance interoperability at the PaaS and SaaS level because 
lower levels of interoperability can lead to vendor lock-in.  

However, there are some third-party cloud products designed to be compatible with multiple 
CSPs. For example, Red Hat’s OpenShift Container Platform is compatible with IBM Cloud and 
other CSPs. OpenShift Container Platform provides interoperability for certain containerized 
applications “across multiple cloud providers including private on-premise cloud, IBM Cloud, 
and other public cloud providers.”330 

 
325  Cloud Standards Customer Council, “Interoperability and Portability for Cloud Computing: A Guide,” Version 

2.0, December 2017, p. 7, accessed October 29, 2021, https://www.omg.org/cloud/deliverables/CSCC-
Interoperability-and-Portability-for-Cloud-Computing-A-Guide.pdf. 

326  “What is an ESB?” MuleSoft, accessed October 29, 2021, https://www.mulesoft.com/resources/esb/what-esb.  
327  “Open Virtualization Format (OVF and OVA)” Citrix, June 3, 2019, accessed October 29, 2021, 

https://docs.citrix.com/en-us/xencenter/7-1/vms-exportimport-ovf.html. 
328  Cloud Standards Customer Council, “Interoperability and Portability for Cloud Computing: A Guide,” Version 

2.0, December 2017, p. 18, accessed October 29, 2021, https://www.omg.org/cloud/deliverables/CSCC-
Interoperability-and-Portability-for-Cloud-Computing-A-Guide.pdf.  

329  Magdalena Kostoska, Marjan Gusev, and Sasko Ristov, “An Overview of Cloud Interoperability,” Proceedings of 
the Federated Conference on Computer Science and Information Systems, 8, 2016: 873-876, p. 875, accessed 
October 29, 2021, https://annals-csis.org/Volume_8/pliks/463.pdf. 

330  Chris Nott, “Cloud portability and interoperability,” IBM, October 20, 2020, accessed October 29, 2021, 
https://www.ibm.com/blogs/think/fi-fi/2020/10/20/cloud-portability-and-interoperability/.  
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C. Switching Cloud Service Providers 
Businesses may find it optimal to switch CSPs to take advantage of favorable pricing, better 
SLAs, or due to changing business needs.331 Interoperability and portability considerations 
described above are not only relevant for businesses employing multiple clouds; they are also 
relevant to businesses deciding to switch from one CSP to another. Technologies like 
containerization and Kubernetes can help make the transition between CSPs smoother. 

Switching CSPs often requires incurring additional costs aside from those related to 
interoperability and portability. These include target cloud environment setup costs, data 
transfer costs, and education costs. Many of these costs are also relevant to firms looking to 
migrate from traditional on-premise to cloud discussed in Section III.C. 

There are target cloud environment setup costs to consider. For example, one analysis 
estimates that migrating to the cloud and building a data lake with basic functionality would 
require about three months and cost roughly $200 thousand for a large business, whereas a 
data lake with enhanced functionality would require 12 months and cost roughly $1 million.332  

Data transfer costs, or data egress charges, are charged when exporting data from the source 
provider to eventually be imported into the target provider.333 While these costs can “add up 
quickly,”334 these costs are not unique to transferring between CSPs, but apply to any instance 

 
331  “4 Reasons Why You Might Need to Consider a New Cloud Service Provider,” Cloud Carib, accessed October 29, 

2021, https://info.cloudcarib.com/blog/4-reasons-why-you-might-need-to-consider-a-new-cloud-service-
provider.  

332  A data lake is a flexible environment/repository that can contain both processed and unprocessed data in any 
format or structure. See Geoffrey Keating, “Data Lakes: What They Are and Why Companies Use Them,” Twilio 
Segment, February 16, 2021, accessed October 29, 2021, https://segment.com/blog/data-lakes/. See also, Arun 
Palathumpattu, “How Much Does it Cost to Build and Manage a Data Lake?” Amorphic Data, February 3, 2020, 
accessed October 29, 2021, https://www.amorphicdata.com/resources/how-much-does-it-cost-to-build-and-
manage-a-data-
lake#:~:text=From%20our%20experience%20of%20building,number%20of%20features%20they%20want.  

333  “The process of removing data from the cloud often involves a large data transfer. Usually cloud providers 
charge between 5 and 20 cents per GB every time you move your data from their cloud storage to your on-
premises location.” See Jared Smith, “Comparing Data Egress Fees Among Cloud Providers,” HostDime Blog, 
February 8, 2021, accessed October 29, 2021, https://www.hostdime.com/blog/data-egress-fees-cloud/. 

334  Ron Luebke, “How Painful is it (Really) to Switch Cloud Providers?” Teradata, January 24, 2019, accessed 
October 29, 2021, https://www.teradata.com/Blogs/How-Painful-is-it-to-Switch-Cloud-Providers.  

https://info.cloudcarib.com/blog/4-reasons-why-you-might-need-to-consider-a-new-cloud-service-provider
https://info.cloudcarib.com/blog/4-reasons-why-you-might-need-to-consider-a-new-cloud-service-provider
https://segment.com/blog/data-lakes/
https://www.amorphicdata.com/resources/how-much-does-it-cost-to-build-and-manage-a-data-lake#:%7E:text=From%20our%20experience%20of%20building,number%20of%20features%20they%20want
https://www.amorphicdata.com/resources/how-much-does-it-cost-to-build-and-manage-a-data-lake#:%7E:text=From%20our%20experience%20of%20building,number%20of%20features%20they%20want
https://www.amorphicdata.com/resources/how-much-does-it-cost-to-build-and-manage-a-data-lake#:%7E:text=From%20our%20experience%20of%20building,number%20of%20features%20they%20want
https://www.hostdime.com/blog/data-egress-fees-cloud/
https://www.teradata.com/Blogs/How-Painful-is-it-to-Switch-Cloud-Providers


Trends and Developments in Cloud Computing and On-Premise IT Solutions Brattle.com | 74 

of exporting data from the cloud.335 Data ingress or importing data to the target CSP is free for 
the most prominent CSPs.336  

Related to the interoperability costs are consultant fees, which some firms choose to incur if 
they do not have sufficient expertise to execute their cloud migration,337 and education costs, 
which relate to building skills required to use the target CSP’s distinct functionalities.338  

 Impact of Cloud Computing on Other 
Products and Industries 
 _________  

IT innovations brought in by cloud computing technologies have allowed businesses at various 
lifecycle stages to access new technologies and services that were previously out of reach or 
unavailable. This has led to increased flexibility and efficiency for firms heavily relying on such 
technologies for product development, operations, and customer management. This section 
discusses products and industries significantly impacted by the growth and expansion of cloud 
computing as well as the implications of such impact.  

 
335  Ron Luebke, “How Painful is it (Really) to Switch Cloud Providers?” Teradata, January 24, 2019, accessed 

October 29, 2021, https://www.teradata.com/Blogs/How-Painful-is-it-to-Switch-Cloud-Providers. See also 
“How To Manage Egress Charges In Cloud Infrastructure,” IT Convergence, accessed October 29, 2021, 
https://www.itconvergence.com/blog/how-to-manage-egress-charges-in-cloud-infrastructure/.  

336  See, e.g., “Amazon EC2 On-Demand Pricing,” AWS, accessed October 29, 2021, 
https://aws.amazon.com/ec2/pricing/on-demand/. See also “Bandwidth pricing,” Azure, accessed October 29, 
2021, https://azure.microsoft.com/en-ca/pricing/details/bandwidth/. See also “All networking pricing,” Google 
Cloud, accessed October 29, 2021, https://cloud.google.com/vpc/network-pricing. 

337  Mike Chan, “How to calculate the true cost cloud migration,” Network World, February 2, 2017, accessed 
October 29, 2021, https://www.networkworld.com/article/3164444/how-to-calculate-the-true-cost-of-
migrating-to-the-cloud.html. 

338  John Moreno, “What's Keeping Companies From Switching To Google Cloud? Some Say Cost, Maturity May Be 
A Factor,” Forbes, May 6, 2019, accessed October 29, 2021, 
https://www.forbes.com/sites/johanmoreno/2019/05/06/whats-keeping-companies-from-switching-to-
google-cloud-some-say-cost-maturity-may-be-a-factor/?sh=7b9a14751d13. 
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A. Products Integral to Cloud Computing 
Productivity Applications 

Productivity applications are software programs used to create or modify documents, images, 
audio, or video. They include business application suites such as Microsoft Office 365, which 
provides word processing, spreadsheet, and presentation.339 These applications are referred to 
as productivity applications because they can improve productivity by enhancing document 
collaboration and communication.340 Demand for productivity applications has been spurred by 
the growth of cloud computing, as they are a key software allowing people to communicate and 
collaborate remotely.  

Business productivity software revenues are expected to grow at a CAGR of 12.6 percent 
between 2021 and 2026, according to Mordor Intelligence.341 Cloud-based business 
productivity software is set to be the segment with the highest adoption rate, spurred by 
companies seeking to improve “connectivity and integration, by making files, documents, and 
excel[] sheets available online, with a greater ability to share data online and in real-time.”342 
Other drivers for this growth expectation include the increasing penetration of smart mobile 
devices that allow for business productivity software in the form of apps that, for example, can 
schedule meetings, and organizations’ increased adoption of bring your own device (“BYOD”) 
policies.343  

 
339  “Productivity Software,” PC Mag, accessed October 29, 2021, 

https://www.pcmag.com/encyclopedia/term/productivity-software. 
340  “Business Productivity Software Market – Growth, Trends, Covid-19 Impact, and Forecasts (2021–2026),” 

Mordor Intelligence, accessed October 29, 2021, https://www.mordorintelligence.com/industry-reports/global-
business-productivity-software-market.  

341  “Business Productivity Software Market – Growth, Trends, Covid-19 Impact, and Forecasts (2021–2026),” 
Mordor Intelligence, accessed October 29, 2021, https://www.mordorintelligence.com/industry-reports/global-
business-productivity-software-market. 

342  “Business Productivity Software Market – Growth, Trends, Covid-19 Impact, and Forecasts (2021–2026),” 
Mordor Intelligence, accessed October 29, 2021, https://www.mordorintelligence.com/industry-reports/global-
business-productivity-software-market. 

343  “Business Productivity Software Market,” Persistence Market Research, accessed October 29, 2021, 
https://www.persistencemarketresearch.com/market-research/business-productivity-software-market.asp.  
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According to Mordor Intelligence, business productivity software has five major players: 
Microsoft, Google, Oracle, Broadcom, and SAP.344 Acquisitions and collaborative initiatives have 
been key strategies employed by these firms to increase revenue shares and activity. For 
example, in 2019, Microsoft acquired Express Logic, a prominent player within real-time 
operating systems for IoT and edge devices.345 In September 2018, cybersecurity company 
Symantec Corp (formerly, NortonLifeLock) announced enhancements to its Data Loss 
Prevention technology to help prevent data loss in Microsoft 365.346 

Cloud Marketplaces 

A cloud marketplace is an application marketplace where customers find, purchase, and 
manage cloud-based applications. Cloud marketplaces, such as AWS Marketplace and Azure 
Marketplace, give customers the ability to add specific SaaS offerings to their existing cloud 
environments,347 as well as the ability to compare and evaluate products offered by a wide 
variety of vendors.348 These marketplaces also support the growth of productivity applications 
by consolidating the purchases of software applications and other cloud products into a central 
user interface with a single bill to customers.  

Research indicates that cloud marketplaces can offer benefits to both subscribers and sellers of 
product offerings available in the marketplaces. According to Tackle.io, a firm that helps 
companies generate revenue on cloud marketplaces, sellers benefit from marketplaces by 

 
344  “Business Productivity Software Market – Growth, Trends, Covid-19 Impact, and Forecasts (2021–2026),” 

Mordor Intelligence, accessed October 29, 2021, https://www.mordorintelligence.com/industry-reports/global-
business-productivity-software-market. 

345 Sam George, “Microsoft acquires Express Logic, accelerating IoT development for billions of devices at scale,” 
Microsoft, April 18, 2019, accessed October 29, 2021, https://blogs.microsoft.com/blog/2019/04/18/microsoft-
acquires-express-logic-accelerating-iot-development-for-billions-of-devices-at-scale/. 

346  “Business Productivity Software Market – Growth, Trends, Covid-19 Impact, and Forecasts (2021–2026),” 
Mordor Intelligence, accessed October 29, 2021, https://www.mordorintelligence.com/industry-reports/global-
business-productivity-software-market. See also “Symantec Completes Sale of Enterprise Security Assets to 
Broadcom,” NortonLifeLock press release, November 4, 2019, accessed October 29, 2021, 
https://investor.nortonlifelock.com/About/Investors/press-releases/press-release-details/2019/Symantec-
Completes-Sale-of-Enterprise-Security-Assets-to-Broadcom/default.aspx.  

347  Dharmesh Thakker, “Cloud Marketplaces: Providing Less Glamorous, but Valuable Services You Can’t Touch and 
Feel,” Forbes, September 6, 2019, accessed October 29, 2021, 
https://www.forbes.com/sites/dharmeshthakker/2019/09/06/cloud-marketplaces-providing-less-glamorous-
but-valuable-services-you-cant-touch-and-feel/.  

348  Liz Alton, “5 Ways to Make the Most of Your Public Cloud Marketplace Strategy,” Connected, April 18, 2019, 
accessed October 29, 2021, https://community.connection.com/5-ways-to-make-the-most-of-your-public-
cloud-marketplace-strategy/.  
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accessing a broader pool of buyers and accelerated sales cycles.349 Similarly, proponents of 
cloud marketplaces cite the potential to improve customer experience and efficiency.350  

However, critics of cloud marketplaces have identified limitations to product offerings as a 
central drawback.351 Additionally, cloud marketplaces have received scrutiny for potentially 
positioning a CSP with a marketplace to impinge upon software developers’ direct sales to 
customers, either through “self-preferencing” or by offering a competing product.352  

Database Management Systems 

Database management systems (“DBMS”) are software packages that allow users to “define, 
manipulate, retrieve and manage data in a database.”353 Demand for DBMS has stemmed from 
larger data and differently formatted data, both of which require more resources to analyze. 
For instance, many organizations have difficulty storing and analyzing data collected from 
mobile devices.354 Examples of DBMS products include MongoDB, Microsoft SQL Server, Oracle 
Database, and Db2 by IBM. There are also various free and open-source DBMS products, such 
as Cassandra (also known as Apache Cassandra), which are considered competitive 
alternatives.355 

 
349  “Trends, predictions, and expert insights into the role of Marketplaces in the Cloud GTM,” Tackle.io, accessed 

October 29, 2021, https://tackle.io/resources/reports/state-of-cloud-marketplaces/.  
350  Liz Alton, “5 Ways to Make the Most of Your Public Cloud Marketplace Strategy,” Connected, April 18, 2019, 

accessed October 29, 2021, https://community.connection.com/5-ways-to-make-the-most-of-your-public-
cloud-marketplace-strategy/. See also “Trends, predictions, and expert insights into the role of Marketplaces in 
the Cloud GTM,” Tackle.io, accessed October 29, 2021, https://tackle.io/resources/reports/state-of-cloud-
marketplaces/. 

351  “9 Reasons Consumers are Dissatisfied with the Typical Cloud Marketplace,” Channel Futures, June 30, 2016, 
accessed October 29, 2021, https://www.channelfutures.com/from-the-industry/9-reasons-consumers-are-
dissatisfied-with-the-typical-cloud-marketplace.  

352  Jerrold Nadler and David N. Cicilline, “Investigation of Competition in Digital Markets,” Subcommittee on 
Antitrust, Commercial and Administrative Law of the Committee on the Judiciary, 2020, pp. 326, 329, accessed 
October 29, 2021, 
https://judiciary.house.gov/uploadedfiles/competition_in_digital_markets.pdf?utm_campaign=4493-519. 

353 “Database Management System (DBMS),” Techopedia, accessed October 29, 2021, 
https://www.techopedia.com/definition/24361/database-management-systems-dbms.  

354  “Cloud Database Management,” DNSstuff, August 31, 2021, accessed October 29, 2021, 
https://www.dnsstuff.com/cloud-database-management.  

355  “DB-Engines Ranking,” DB-ENGINES, accessed October 29, 2021, https://db-engines.com/en/ranking. See also 
“What is Cassandra?,” DataStax, accessed October 29, 2021, https://www.datastax.com/cassandra.  
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Because cloud services can provide businesses with access to the infrastructure required for 
storing and analyzing vast amounts of data without large upfront capital investments, cloud-
based DBMS services have become increasingly popular. Gartner reports that cloud-based 
DBMS accounted for approximately 23 percent of total DBMS revenues in 2018 and 31 percent 
of total DBMS revenues in 2020.356 Further, Gartner analysts note that cloud-based DBMS was 
responsible for nearly all growth in the DBMS market over this period.357 Cloud-based DBMS is 
known as database as a service (“DBaaS”). DBaaS provides users with “the ability to distribute 
data across wide geographical areas and across multiple servers in one physical data center.”358 

According to Markets and Markets, DBaaS revenues are set to grow from $12 billion in 2020 to 
$24.8 billion by 2025, a CAGR of 15.7 percent. 359 This growth is driven by the cloud-based 
DBaaS offerings. Gartner has estimated that by 2022, “75% of all databases will be deployed or 
migrated to a cloud platform, with only 5% ever considered for repatriation to on-premises.”360 

A popular DBMS is a more advanced subcategory of DBMS called a relational database 
management system (“RDBMS”).361 According to Gartner, RDBMS is a database management 
system incorporating a relational model for handling data.362 This relational model often 
involves connecting data stored in tables using the Structured Query Language (“SQL”), a 
programming language.363 In other words, it is a DBMS where the database is organized and 

 
356  Alex Woodie, “Who’s Winning the Cloud Database War,” Datanami, December 2, 2020, accessed October 29, 

2021, https://www.datanami.com/2020/12/02/whos-winning-the-cloud-database-war/.  
357  Alex Woodie, “Who’s Winning the Cloud Database War,” Datanami, December 2, 2020, accessed October 29, 

2021, https://www.datanami.com/2020/12/02/whos-winning-the-cloud-database-war/.  
358  “Cloud Database Management,” DNSstuff, August 31, 2021, accessed October 29, 2021, 

https://www.dnsstuff.com/cloud-database-management. 
359  “Cloud Database and DBaaS Market by Database Type (SQL and NoSQL), Component, Service, Deployment 
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Region - Global Forecast to 2025,” Markets and Markets, accessed October 29, 2021, 
https://www.marketsandmarkets.com/Market-Reports/cloud-database-as-a-service-dbaas-market-1112.html.  

360  “Gartner Says the Future of the Database Market Is the Cloud,” Gartner press release, July 1, 2019, accessed 
October 29, 2021, https://www.gartner.com/en/newsroom/press-releases/2019-07-01-gartner-says-the-
future-of-the-database-market-is-the.  

361  “What Do SQL Server Statistics Tell You?,” Analytics Insight, April 3, 2020, accessed October 29, 2021, 
https://www.analyticsinsight.net/what-do-sql-server-statistics-tell-you/.  

362  “RDBMS (Relational Database Management System),” Gartner, accessed October 29, 2021, 
https://www.gartner.com/en/information-technology/glossary/rdbms-relational-database-management-
system.  

363  “RDBMS (Relational Database Management System),” Gartner, accessed October 29, 2021, 
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accessed according to the relationship between data items, allowing for organizations to access 
data more efficiently than DBMS that are not relational such as XML or Microsoft Access.364  

According to Industry Arc, a market research firm, RDBMS revenues are expected to grow at a 
CAGR of 38.4 percent between 2021 and 2026, and are forecasted to reach $18.8 billion in 
2026. Industry Arc notes that factors driving this growth include “rising usage of internet of 
things, cloud computing as well as rising use of Cloud database in banking and education.”365 
According to Statista, Oracle, MySQL, and Microsoft SQL Server were the most popular RDBMS 
in 2021.366  

B. Industries Transformed by Cloud Computing 
Industry analysts observe that cloud computing services have democratized access to 
technology, both services and hardware, often improving flexibility and efficiency for 
businesses across a wide variety of industries.367 This section summarizes the impacts of cloud 
computing on four particular industries that are often the subject of this analysis: education, 
manufacturing, entertainment, and healthcare. 

Education 

Education technology (“EdTech”) began in the late 1990s with the introduction of wikis and e-
learning programs.368 More recently, cloud computing became integral to EdTech companies’ 
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growth through rapid scalability.369 The COVID-19 pandemic has further accelerated cloud 
adoption and cloud expansion amongst educational institutions as well as the demand for 
cloud-based EdTech services.370 

In 2019, prior to the onset of the pandemic, education-focused cloud computing was estimated 
to reach $25 billion globally in 2021, up from $8 billion in 2016.371 This forecast seems to be in 
line with recent estimates: research firm Research and Markets estimates that global spending 
on education-related cloud computing reached $19.6 billion in 2020, and forecasted this 
spending to reach $81 billion by 2027.372 

With their abrupt closure at the onset of the pandemic, schools had to quickly adapt to an all-
remote model. This sudden transition resulted in new adoptions of cloud services for 
educational institutions that had not already done so. For instance, the pandemic spurred 
institutions (particularly universities) to partner with online SaaS platforms such as Perlego to 
provide access to textbooks digitally.373 Similarly, the pandemic spurred adoption of cloud-
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During The Coronavirus Crisis,” Forbes, April 23, 2020, accessed October 29, 2021, 
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based learning management systems (“LMSs”), video lesson tools, educational apps, and 
storage solutions to accommodate entirely remote learning environments.374  

While many businesses offer education-focused cloud services, two prominent examples 
include LMSs, which are used by schools and universities, and online learning platforms, which 
are not specific to schools.  

LMSs have been critical for educational institutions pivoting towards online learning. The 
pandemic has not only accelerated institutions’ reliance on these systems, but has also 
prompted these systems to expand their functionality.375 Examples of cloud-based LMS 
products include Blackboard, Canvas, Google Classroom, and Microsoft Education Center:376 

• Blackboard provides an online learning management system targeted towards educational 
institutions (including higher education and K–12) and training services to government and 
business.377 In 2014, Blackboard first announced a cloud-based version of its LMS product, 
Blackboard Learn.378 In 2015, Blackboard began migrating its platform and applications from 
its data centers to AWS’s public cloud.379  

• Canvas also provides an online learning management system. Unlike Blackboard, Canvas 
was built in the cloud.380 Industry commentators have indicated that Canvas’s cloud-native 
approach has contributed to its rapid growth: Canvas “in less than a decade captured about 
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one-fifth of the market in the U.S.,”381 and surpassed Blackboard in installations among US 
colleges and universities in 2018.382 Canvas uses AWS’s public cloud.383 

• Google Classroom is a learning management system that integrates with other Google Apps 
(Sheets, Calendar, and Meet), offering both free and paid service tiers.384  

• Microsoft Education Center is a similar service that integrates with other Microsoft products 
(Office 365, OneNote, Teams).385 

Cloud-based LMS tools introduce logistical benefits to both students and teachers in the form 
of increased flexibility (less reliance on hard copies and more flexible access to resources), as 
well as benefits to educational institutions themselves through cost savings.386 These services 
can improve collaboration through “video conferencing tools to document sharing, note sharing 
and collaborative revision tools.”387  

Online learning platforms have also seen growth through the pandemic, potentially related to a 
surge in “upskilling” by taking online classes.388 Examples of cloud-based online learning 
platforms include Duolingo and Coursera:  
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https://builtin.com/cloud-computing/cloud-computing-and-education. See also Matt Davis, “6 ways cloud 
computing has saved education during the pandemic,” Education Technology, March 26, 2021, accessed 
October 29, 2021, https://edtechnology.co.uk/comments/6-ways-cloud-computing-has-saved-education-
during-the-pandemic/. 

387  Matt Davis, “6 ways cloud computing has saved education during the pandemic,” Education Technology, March 
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• Coursera hosts a wide variety of online classes and certifications, for free or for a 
subscription fee.389 Coursera uses AWS’s public cloud.390 According to its S-1 filed prior to its 
IPO, Coursera’s annual revenue increased by 60 percent between 2019 and 2020, from 
$184 million in 2019 to $294 million in 2020.391 

• Duolingo is free a language-learning app that teaches more than 30 languages. Duolingo 
uses Alibaba Cloud as well as AWS.392 According to its S-1 filed prior to its IPO, Duolingo’s 
annual revenue more than doubled between 2019 and 2020, from $71 million in 2019 to 
$162 million in 2020.393 

Manufacturing 

Cloud computing has introduced a number of significant benefits to manufacturers, including 
cost savings, integration of previously segregated business functions, and democratization of 
new technologies. 

Manufacturers can realize cost savings through cloud adoption, as well as improved efficiencies 
from the integration of business functions through connected cloud services.394 Cost savings 
include both avoided hardware purchase costs and avoided enterprise-wide software purchase 
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costs.395 Manufacturers also realize benefits through the use of data analytics. Additionally, 
some commentators state that cloud services may improve security over legacy systems.396 

A survey conducted by IDC in 2014 found that 66 percent of the manufacturers surveyed used 
public cloud for two or more applications, with 68 percent using private cloud for two or more 
applications.397 Cloud computing has introduced significant benefits for smaller or midsized 
manufacturers that otherwise may not be able to afford new technologies.398 For example, 
cloud computing may democratize access to “smart manufacturing,” which involves the use of 
“new production systems, from 3D printing and high-performance computing (HPC) to the [IoT] 
and industrial robots.”399 Smart manufacturing offers manufacturers the ability to store data on 
the IoT devices as well as the ability to analyze that data. For example, smart manufacturing can 
enable production history tracking, remote operations management/tracking, as well as 
algorithmic anticipation of machine failures.400  

Commentators note, “[d]igital services such as cloud computing now account for at least 25 
percent of the total inputs that go into finished manufactured products,” and that cloud 
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services are “fast becoming the central venue for data storage, analytics, and intelligence for 
most manufacturers.”401 

Entertainment 

The entertainment industry has particularly benefited from cloud due to three trends observed 
in this industry: (1) content streaming, (2) fluctuating demand from audiences, and (3) 
personalization of content to audience members. Cloud computing can help providers satisfy 
each of these demands/conditions. Three examples of entertainment companies that have 
adopted cloud services include Netflix, Spotify, and Pandora. 

Cloud computing has afforded Netflix, which offers video streaming services, the ability to 
manage surges in usage and support rapid global expansion.402 The benefits to consumers in 
this case include both the quality of content access and the access itself for consumers located 
in areas where Netflix otherwise would not have operated.  

Spotify is a streaming service that offers music, video, and podcasts for free or through 
subscriptions.403 In 2016, Spotify announced a three-year deal with Google Cloud Platform 
worth $450 million whereby Spotify would migrate its on-premise data center operations onto 
Google Cloud.404  

Pandora Media offers music, podcast, and radio streaming services.405 In 2018, Pandora 
announced it would partner with Google Cloud Platform to migrate its on-premise IT 
infrastructure into the cloud.406 In 2019, Pandora stated that the benefits it receives from cloud 
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computing include improved disaster recovery and faster data analysis for its personalization 
functionality.407 

Healthcare 

The COVID-19 pandemic, for obvious reasons, has had a transformative impact on the delivery 
of healthcare services. A by-product of this has been the acceleration of healthcare firms’ 
adoption of cloud computing. For instance, in December 2020, healthcare insurer Highmark 
Health announced a cloud partnership to build a more integrated, efficient, and personalized 
interface for its patients and providers.408 Healthcare providers have increasingly pivoted 
toward providing telemedicine, whereby healthcare workers interact with patients over the 
phone or through video conferencing.409 Technology costs, compliance concerns, and insurance 
issues are cited as primary barriers to adopting telemedicine prior to the pandemic, the latter 
two of which were eased with policy changes at the start of the pandemic.410 Many expect 
telehealth to continue beyond the pandemic.411 Cloud products, including those that are 
industry-specific, can offer quick and easy deployment to healthcare companies aiming to roll 
out or expand telehealth capabilities.412 

Additionally, cloud providers have partnered with numerous companies to offer remote patient 
monitoring software, data analytics dashboards (e.g., AWS and Cloudticity), symptom 
assessment software (e.g., Salesforce Health Cloud), and COVID-19 diagnostic software, 
including, for example: 
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• The Mural Virtual Care Solution, remote patient monitoring software developed jointly by 
Microsoft Azure and GE Healthcare;413 

• Cloudticity Healthcare DataHub, a managed data lake and analytics dashboard developed by 
Cloudticity available in AWS Marketplace;414 

• CovidMD, a symptom assessment, triage, and video platform built by Fruit Street Health on 
Salesforce Service Cloud;415 and 

• AI-assisted COVID-19 diagnostic software developed by Huawei Cloud, Huazhong University 
of Science & Technology, and Lanwon Technology.416 

Although the COVID-19 pandemic has accelerated some firms’ adoption of cloud computing, 
other firms had begun migrating to the cloud prior to the start of the pandemic. For example, in 
September 2019, the Mayo Clinic announced a cloud partnership to incorporate data science 
and artificial intelligence, among other technologies, into its care model.417  

Cloud computing has also had a significant impact on the development of COVID-19 vaccines. 
Moderna, a manufacturer of one of the COVID-19 vaccines, used cloud computing to facilitate 
the development of its COVID-19 vaccine, as well as its other mRNA vaccines.418 Moderna used 
multiple clouds: AWS to facilitate its experimentation, data collection, and manufacturing 

 
413  Donna Fuscaldo, “Microsoft and GE Healthcare Team Up to Make COVID-19 Patient Monitoring Software,” The 

Motley Fool, April 15, 2020, accessed October 29, 2021, 
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414  “Critical Need for Actionable COVID-19 Healthcare Data Fuels Cloudticity’s Strong Market Momentum in 2020,” 
PR Web, August 11, 2020, accessed October 29, 2021, 
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415  HIMSS Media, “Roundup: Tech's role in tracking, testing, treating COVID-19,” MobiHealthNews, May 1, 2020, 
accessed October 29, 2021, https://www.mobihealthnews.com/news/roundup-techs-role-tracking-testing-
treating-covid-19.  

416  “HUAWEI CLOUD Launches AI-Assisted Diagnosis for COVID-19, Outputting CT Quantification Results in 
Seconds,” Huawei Cloud, Press Release, February 26, 2020, accessed October 29, 2021, 
https://www.huaweicloud.com/intl/en-us/news/20200226142102281.html.  

417  Specifically, Mayo Clinic wished to improve post-surgery patient management using “wearables and devices in 
the home.” See Heather Landi, “Mayo Clinic taps Google Cloud as strategic partner to accelerate innovation in 
AI, analytics and digital tools,” Fierce Healthcare, September 10, 2019, accessed October 29, 2021, 
https://www.fiercehealthcare.com/tech/mayo-clinic-taps-google-cloud-as-strategic-partner-to-accelerate-
innovation-ai-digital.  

418  Bhaskar Ghosh and Karthik Narain, “What CEOs Need to Know About the Cloud in 2021,” Harvard Business 
Review, March 10, 2021, accessed October 29, 2021, https://hbr.org/2021/03/what-ceos-need-to-know-about-
the-cloud-in-2021.  
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processes, and Google Cloud (specifically, Looker) for data science capacities.419 Additionally, 
Moderna has used the cloud to “‘copy and paste’ its digital manufacturing model onto partner 
facilities” in order to optimize efficiency throughout the vaccine production process.420 

Digital health refers to the intersection of IoT technology and healthcare, typically in the form 
of an application or wearable device. With digital health products, patients can monitor their 
health independently as well as with their provider: for example, a patient might use a blood 
pressure machine at home that is accessible by their provider. Cloud services are well-
positioned to enable the growth of digital health products, given the high volume of data 
generated by wearable devices and the high computational barriers to processing that data.421 

 

 
419  Todd Weatherby and Kelli Jonakin, “Executive Conversations: Accelerating COVID-19 vaccine development with 

Marcello Damiani, Chief Digital and Operational Excellence Officer at Moderna,” AWS, March 1, 2021, accessed 
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hpcwire&sc_outcome=Enterprise_Digital_Marketing&sc_geo=mult. See also “Moderna uses the right dose of 
data to boost discovery,” Google Cloud, accessed October 29, 2021, 
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