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Dear Ms. Condren:

The Alliance for Digital Innovation (ADI) appreciates the opportunity to respond to the Department of War’s Request
for Information on reforming the Cybersecurity Maturity Model Certification (CMMC) program. ADI is a non-
partisan alliance of commercial technology companies whose members provide cloud infrastructure, cybersecurity
tools, artificial intelligence systems, quantum computing, digital identity solutions, and enterprise software to the
public sector. Our mission is to ensure that federal, state, and local governments have ready, timely access to the most
capable and innovative commercial technologies available.

ADI commends the Department for asking what this program truly costs the defense industrial base and how that
compares to the security it is getting in return. Pairing that review with an open request for industry input is consistent
with this Administration’s commercial-first procurement posture and with the Department’s stated objective of
reducing barriers to entry for small, medium, and non-traditional businesses.

The comments below synthesize input from ADI member companies that build and operate the commercial
cybersecurity, cloud, software delivery, and compliance-automation platforms much of the defense industrial base
already runs on. Their experience converges on a single theme. The dominant cost of the CMMC stems from proving,
repeatedly and manually, that controls already validated under other federal and commercial frameworks have in fact
been implemented.

Sections I and II describe where members report cost accumulating and where security is actually being delivered.
Section III sets out ADI’s consolidated recommendations to the Task Force.

I. THE COST OF CMMC IS CONCENTRATED IN ASSESSMENT, NOT IMPLEMENTATION
ADI members identified four cost drivers as the most prohibitive:

e Third-party assessment cost and variability. Members report that the dominant financial burden of the
program is the cost and overhead of the assessment process itself, not the cost of implementing the underlying
controls.

e Duplicative re-validation of controls already certified elsewhere. Members must re-demonstrate compliance
with substantially the same controls already assessed and certified under ISO 27001, SOC 2, or CSA STAR
Level 2. The same problem applies with greater force to FedRAMP-certified cloud service providers, which have
already been assessed against NIST SP 800-53 — the parent controls underlying NIST SP 800-171, and therefore
CMMC. Requiring separate CMMC assessment of those same controls produces duplicative cost with no
additional security benefit.



* Absence of a common control matrix. There is no authoritative crosswalk that would allow the Department to
recognize overlapping industry certifications and focus CMMC assessments only on controls unique to the
CMMC framework. Without one, every overlap is re-litigated organization by organization and assessor by
assessor. Additionally, overlapping documentation requirements across NIST SP 800-171, CMMC, and agency-
specific supplements often require contractors to describe the same underlying control multiple times for multiple
reviewers.

» External service provider co-certification and the cost of the CUI cloud baseline. Requiring external service
providers to hold the same CMMC certification level as the organizations they serve, regardless of the nature of
the services provided, dramatically increases costs for contractors using commercial managed services, cloud
platforms, and SaaS tools. Relatedly, FedRAMP Rev 5 Moderate, the current baseline for cloud service providers
to store CUI, is an incredibly high and expensive bar, particularly for small and mid-sized businesses.

What these share is that the artifact, rather than the control, is the deliverable. Requirements whose primary function
is to generate a paper trail for an assessor, without changing the system’s actual behavior, add cost with little
corresponding security benefit. Taken together, these penalize contractors for adopting modern, commercially proven
security architectures and discourage commercial providers from entering the DIB market at all.

II. THE CONTROLS THAT DELIVER REAL RISK REDUCTION ARE THOSE ENFORCED
CONTINUOUSLY AND AUTOMATICALLY

Members consistently report that the controls delivering measurable risk reduction are those enforced automatically
and continuously, and that generate machine-readable evidence as a byproduct of operating rather than as a separate
documentation exercise. Three categories stand out:

* Identity, access, and boundary enforcement. Identity-based access restrictions and least-privilege enforcement
deliver measurable risk reduction at modest incremental administrative cost once implemented.

* Continuous audit logging, monitoring, and detection. Immutable audit logging and alerting, endpoint
detection and response (EDR), and managed detection and response (MDR) platforms are the primary technical
delivery mechanisms for several high-value control families. These platforms generate continuous, machine-
readable evidence that makes controls operationally meaningful rather than merely documented.

*  Vulnerability management integrated into the delivery pipeline. Vulnerability scanning and remediation
integrated directly into the software delivery pipeline produces easily consumable, machine-readable collateral
that can be consumed on demand.

The common thread is that compliance frameworks are still built around point-in-time paperwork while security itself
has moved to continuous evidence. Commercial platforms now generate real-time, machine-readable, tamper-evident
records as a byproduct of operating. A framework that credits that evidence would be both cheaper and more accurate
than one relying on a snapshot taken once every three years.

Members have also identified a subset of specific CMMC controls that map to the Brilliant at the Basics Top 10 IT
and OT categories, the NIST Zero Trust tenets, and MITRE ATT&CK framework techniques.

ADI can connect the DoW team with specific members who can present their risk-based mapping and walk through
the methodology they used to identify the specific control subsets.

III. RECOMMENDATIONS

The following recommendations are independent of one another. Each can be adopted on its own, and each is
actionable within the Task Force’s 60-day window.

1. Establish formal CMMC reciprocity with FedRAMP and other recognized security frameworks. Treat
FedRAMP-certified providers as presumptively compliant with the overlapping CMMC controls derived from
NIST SP 800-53, and accept validated evidence generated for ISO 27001, SOC 2, and CSA STAR Level 2 as
presumptively satisfying overlapping controls. Publish a common control matrix so that assessment focuses
exclusively on the delta: controls unique to CMMC and not already covered. This eliminates duplicative cost,



accelerates certification timelines, and encourages the DIB to adopt proven commercial platforms rather than
building bespoke solutions to satisfy parallel requirements.

Extend equivalency recognition beyond cloud service providers to commercial software platforms.
FedRAMP Moderate equivalency is currently limited to cloud service providers storing, processing, or
transmitting covered defense information. Any platform meeting the full FedRAMP Moderate baseline should
be leverageable by DIB companies without a separate, bespoke certification of that platform, and recognition
should support both the Rev 5 and 20x pathways. Establish a standard, reusable control-mapping template so
that a company building on such a platform inherits its assurance rather than certifying it project by project.

Apply the lessons of FedRAMP 20x to CMMC, and open the 20x pathway for CUI storage. The 20x
pathway was created to address the high cost and slow pace of certification by leveraging automated evidence
collection and the machine-readable export of security and compliance data. Its early results speak directly to
the Task Force’s mandate. ADI urges the Department to examine specifically which automation practices can
be applied to make CMMC implementation and certification more cost-efficient for small and mid-sized
businesses, and to issue guidance permitting those businesses to store CUI where they meet the FedRAMP
Moderate baseline via the 20x pathway (Class C), in addition to the Rev 5 pathway.

Stand up a commercial solutions equivalency pathway. In a 90-day pilot, select vetted commercial capability
categories and work with providers to develop assessor-validated control-coverage packages specifying which
NIST SP 800-171 controls are technically satisfied, the required evidence format, and conditions of use, tested
by a limited DIB cohort. Then publish a centralized, publicly accessible listing of recognized platforms
annotated by control family, which DIB companies can incorporate directly into their evidence packages.

Credit continuous, machine-generated evidence in place of point-in-time paperwork. An initial assessment
should establish an independent baseline, against which annual affirmations are made using ongoing telemetry
from deployed platforms rather than repeated manual review. Recognize Al-assisted continuous monitoring
outputs as valid compliance evidence without redundant manual verification. Operationalized this way,
continuous control monitoring gives both industry and the Department insight into risk in real time, not only at
the point of self-assessment. Department guidance, evidence formats, and assessor expectations should
accommodate automated evidence collection, including from the compliance automation and GRC platforms
purpose-built to help under-resourced organizations do more with less by automating the most manual evidence-
collection and compliance tasks.

Sponsor a centrally funded, government-accredited enclave for small and non-traditional DIB firms.
Rather than requiring each small or non-traditional contractor to independently fund a compliant environment,
the DoW CIO should sponsor a centrally funded, accredited enclave that firms can onboard into and inherit
controls from. This shifts the cost and accreditation burden from thousands of individual firms to a single
government-sponsored platform. It also resolves the isolated CUI-handling environment requirement which
remains one of the top infrastructure barriers for small businesses lacking dedicated cloud engineering staff or
capital budgets. It lowers barriers to entry while raising the security floor across the entire DIB.

Enforce scoping discipline on Level 2 flow-downs. The framework already establishes that certification level
follows data type. In practice, prime contractors impose blanket Level 2 flow-downs on every subcontractor,
including machine shops producing commercially available products that never touch CUI, because primes lack
confidence in scoping determinations and default to over-inclusion to avoid audit liability. Addressing this
interpretation and enforcement gap corrects the misapplication of an existing rule without creating new
regulatory burden, and shifts accountability from small manufacturers absorbing unnecessary compliance costs
to primes performing the scoping diligence the framework already requires.

Set a Threshold for Contract Cost Relief for Level 2 third-party assessment. ADI recommends that the
Department establish a contract value threshold for Level 2 third-party assessment below which the Department
must determine whether a 3PAO assessment is warranted (e.g. $500,000). If the Department determines that the
third-party assessment is needed for risk management purposes, the Department should allow the audit to be
considered a recoverable cost. That would provide cost relief for small and non-traditional companies who are
interested in partnering with the Department on smaller contracts.



10.

11.

12.

13.

14.

15.

Clarify inter-entity data transfer requirements between certification levels. The framework does not
distinguish CUI by certification level; CUI is CUI regardless of whether the handling entity holds Level 2 or
Level 3. Yet current guidance does not specify whether data exchange between entities certified at different
levels is permissible or requires additional controls. Without clarity, organizations must engineer for the most
restrictive interpretation.

Authorize C3PAOs to conduct CMMC Level 3 assessments. Allow C3PAOs to complete Level 3
assessments, with DCMA and the DIB Cybersecurity Assessment Center performing review and oversight
rather than conducting every assessment directly. This expands assessment capacity, reduces wait times, and
uses the existing C3PAO ecosystem while maintaining government oversight of the highest-sensitivity
evaluations.

Publish a unified Department standards policy consolidating CMMC-relevant DFARS requirements.
Review and synchronize the internal Department policies and DFARS clauses that intersect with CMMC.
Consolidate documentation formats or provide explicit flexibility for a single artifact to satisfy coverage across
multiple frameworks. This reduces interpretation errors and policy rework without reducing any actual security
requirement.

Transition the CMMC control baseline to NIST SP 800-171 Revision 3. Aligning to Revision 3 improves
consistency with NIST SP 800-53 Revision 5 and with the broader global security ecosystem across the
industrial base and shifts the program’s focus from compliance checklists toward measurable cybersecurity
outcomes.

Establish an expedited authorization pathway for Al-driven defensive security capabilities. The current
federal authorization timeline runs roughly 18 to 36 months from capability availability to authorized
deployment. Adversaries deploying Al-driven offensive capabilities face no authorization process; defenders
deploying equivalent defensive capabilities face a multi-year one. The Department should establish a pathway
of no more than 90 days for providers already holding federal security authorizations in good standing, using a
scoped delta assessment covering only the new capability’s specific risks rather than full re-authorization. In
parallel, commission a working group that includes DISA, the FedRAMP PMO, the Department CIO, and
commercial cloud service providers to design a model for agentic security capabilities.

Account for Al-assisted and agentic software development tools. These tools are now a standard part of the
DIB’s software delivery stack, and commercial platforms are already building continuous audit trails for Al
agent actions. Recognizing that agent-level audit evidence as a complement to human self-attestation, rather
than standing up a separate compliance regime for Al-assisted development, keeps pace with how DIB
companies build software without adding a redundant certification burden. The Task Force should also establish
guidance for selecting and validating models as they are released, so DIB companies can responsibly adopt
improved models as they become available.

Establish a formal, bidirectional DIB threat intelligence sharing program. Current mechanisms are
underutilized because reporting flows one way, with little actionable data returning to the organizations that
report. Exchanging incident and indicator reports for timely, sector-specific, contextualized intelligence about
adversary campaigns would enhance collective resilience, provided it is delivered at a classification level and
in a format small and mid-sized businesses can act on.

In general, the Department can reduce CMMC costs and expand the pool of companies willing to serve the defense
mission by recognizing assurance the DIB has already earned and by crediting evidence commercial platforms already
generate continuously. Both changes raise the security baseline by redirecting compliance resources away from
restating what is already documented and toward the controls and capabilities that reduce risk.

ADI and its member companies stand ready to work with the Task Force, the Office of the Chief Information Officer,
and the Department’s acquisition community to develop and pilot the mechanisms described above on the Task
Force’s timeline. Thank you for your time and focus on this topic.

Respectfully submitted,



Ross Nodurft

Executive Director

Alliance for Digital Innovation

600 Massachusetts Avenue NW, Washington, DC 20001
rnodurft@alliance4digitalinnovation.org





