
 

 

 
August 3, 2026 

General Services Administration 
Regulatory Secretariat Division 
1800 F Street NW 
Washington, DC 20405 

Submitted electronically via www.regulations.gov 

Re: Notice-MVAC-2026-01; Docket No. 2026-0331; 91 FR 36559 (June 17, 2026); General Services 
Acquisition Regulation; Acquisition of Information and Communication Technology; Draft GSAR 
Clause 552.239-7001, Basic Safeguarding of Data Within Large Language Model Artificial Intelligence 
Systems1 

Dear Mr. West: 

The Alliance for Digital Innovation appreciates the opportunity to submit comments in response to the 
General Services Administration's (GSA) proposed GSAR clause 552.239-7001, Basic Safeguarding of Data 
Within Large Language Model Artificial Intelligence Systems. 

ADI thanks GSA for its continued engagement with industry and for the meaningful improvements reflected 
in the updated draft clause. These changes provide greater clarity and better reflect how commercial 
technology is developed, deployed, and maintained. 

At the same time, the final clause should be further refined so that its requirements are clear, commercially 
workable, technically feasible, and aligned with how AI-enabled technologies are developed, deployed, and 
improved. ADI offers the following requested revisions and recommendations below.  

ADI also thanks GSA for holding the July 14, 2026 public listening session at The George Washington 
University Law School. ADI requested a structured industry engagement of exactly this kind, and the session 
materially improved industry's ability to respond.  

Positive Changes to Preserve 

ADI would first like to thank GSA for several important changes reflected in the updated draft, which 
meaningfully improve upon the prior version: 

• A more workable approach to U.S.-developed LLMs and incidental foreign-developed 
components. GSA’s inclusion of language requiring contractors to maximize the use of LLMs 
developed, managed, and operated by U.S. entities subject to U.S. law and jurisdiction, while 
recognizing that modern software and AI systems may include incidental foreign-developed components, 
open-source components, published research, ancillary third-party services, or globally operated 
infrastructure dependencies, is more reasonable than a categorical restriction on foreign AI systems or 
components. This approach better reflects commercial software development, helps keep supply chain 
concerns well scoped, and avoids unnecessary onshoring of ancillary software development that does not 
implicate foreign control risk. 
 

• Removal of the open-ended future Office of Management and Budget (OMB) directive 
requirement. GSA’s removal of prior draft language that would have required contractors to implement 

 

1 https://www.federalregister.gov/documents/2026/06/17/2026-12205/general-services-acquisition-regulation-
acquisition-of-information-and-communication-technology.  

https://www.federalregister.gov/documents/2026/06/17/2026-12205/general-services-acquisition-regulation-acquisition-of-information-and-communication-technology
https://www.federalregister.gov/documents/2026/06/17/2026-12205/general-services-acquisition-regulation-acquisition-of-information-and-communication-technology
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future OMB directives related to AI systems during the contract term upon government request provides 
more clarity and avoids imposing an open-ended obligation that could change the terms of performance 
after award or extend beyond the negotiated contract framework. 

 
• Narrower treatment of contractor IP. GSA’s removal of prior language that would have granted the 

government a broad license to use contractors’ AI systems “for any lawful Government purpose,” along 
with the updated draft’s recognition that contractors retain ownership of underlying LLMs, base models, 
Background Data, and preexisting proprietary content, are important changes that should be preserved 
and further clarified. A clarification is still needed: paragraph (e)(1)(v) preserves contractor ownership of 
the underlying LLM, base models, and Background Data only “in its original form.” Read literally, that 
qualifier could be understood to divest contractor ownership as soon as a model or knowledge base is 
fine-tuned, configured, versioned, or otherwise changed during performance — which is the normal state 
of a commercial AI service. ADI recommends deleting “in its original form” and confirming that 
contractor ownership extends to the underlying technology as it evolves. 
 

• Recognition of FedRAMP compliance. The recognition in paragraph (e)(4)(vi) that continuing 
compliance with the specified FedRAMP authorization level is deemed to satisfy the logical segregation 
requirements appropriately leverages existing federal security frameworks rather than creating 
duplicative or inconsistent requirements. 

Feedback and Recommendations 

Notwithstanding the positive changes described above, ADI remains concerned that the draft clause, if 
implemented in its current form, could materially diminish the value of GSA contract vehicles as a pathway 
for agencies to acquire leading commercial AI capabilities. Several provisions depart significantly from 
customary commercial terms, technical architectures, and operating practices. In some cases, they could 
require providers to create Government-specific product variants, accept allocations of risk that are 
unavailable in the broader commercial market, or assume obligations that they cannot flow down to 
independent model developers, cloud infrastructure providers, and other upstream suppliers. Where those 
requirements cannot be reconciled with a provider’s standard commercial offering, providers may be unable 
or unwilling to make their most capable AI-enabled solutions available through GSA vehicles. Agencies 
could then be pushed toward other acquisition pathways, reducing competition and product choice on GSA 
contracts and weakening GSA’s role as a centralized source for commercial technology. 

These concerns are especially significant in light of the Administration’s current AI and acquisition policies. 
Executive Order 14179 directs the removal of unnecessary barriers to American AI leadership, while OMB 
Memorandum M-25-22 directs agencies to seek state-of-the-art AI capabilities, use performance-based 
acquisition techniques, and allocate acquisition resources according to the nature, complexity, and risk of the 
procurement. The Revolutionary FAR Overhaul similarly seeks to reduce non-statutory requirements, lower 
transaction costs, and increase competition, and OMB Memorandum M-26-12 reinforces the Federal 
Acquisition Streamlining Act’s (FASA) longstanding direction that agencies maximize the acquisition of 
commercial products and services. A uniform GSAR clause that layers extensive documentation, reporting, 
flowdown, testing, data-handling, and change-management obligations onto commercial AI offerings could 
work at cross-purposes with those objectives, particularly where existing commercial terms already address 
the underlying Government need. 

ADI recognizes that appropriate baseline safeguards may be warranted across covered LLM acquisitions and 
that OMB Memorandum M-26-04 directs agencies to include contractual requirements addressing the 
Unbiased AI Principles. That guidance, however, also recognizes that the information available to a 
contractor, as well as the contractor’s ability to implement controls, depends on its role and level of control 
within the AI supply chain. It further distinguishes between minimum transparency requirements and 
enhanced information that an agency may determine it needs based on the planned use of a particular LLM. 
Similarly, M-25-22 directs agencies to identify reasonably foreseeable use cases, assess whether those uses 
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are likely to be high-impact, and tailor acquisition planning, documentation, and oversight to the complexity 
and risk presented. GSA should preserve those distinctions. 

Baseline requirements should focus on clear, performance-based outcomes and permit contractors to 
demonstrate compliance through customary commercial terms. The clause’s more burdensome requirements 
should apply only where the ordering agency determines through acquisition planning and an appropriate 
risk assessment that the contemplated use presents elevated security, privacy, safety, or mission risk. For 
lower-risk uses, ordering agencies should retain discretion to rely on standard FAR Part 12 terms and 
established commercial practices. This approach would preserve meaningful safeguards while supporting 
competition, maintaining access to continuously improved commercial offerings, and ensuring that GSA 
vehicles remain an effective channel for acquiring the best available AI capabilities. 

Below, ADI provides more specific recommendations.  

1. Clarify the Definition of "LLM" and the Commercial-Product and Incidental-Functionality 
Exceptions 
Recommendation: Clarify that the clause applies when the Government procures an LLM, LLM-as-a-
service, or general-purpose generative assistant as the primary deliverable; exclude non-generative 
functionality and general-purpose infrastructure operating independently of real-time generative inference; 
and apply the commercial-product and incidental-functionality exceptions based on the product's objective 
commercial identity at the relevant contract, order, feature, or use-case level. The commercial-product 
exception should cover any "commercial product" defined in FAR 2.101 when LLM functionality is a feature 
rather than the primary deliverable. 

The current definition of "LLM" could be read to sweep in non-generative models derived from a third-party 
LLM, as well as non-generative search, retrieval, and data infrastructure that may feed a generative model. 
The definition expressly includes "retrieval mechanisms" and "knowledge bases," which could pull general-
purpose, non-generative search infrastructure into scope simply because a generative model is pointed at it. 
This would sweep in a wide range of commercial data and search platforms that are not themselves 
generative AI systems. 

ADI recommends revising the definition to add: "An LLM does not include non-generative machine learning 
or data-processing functionality - including non-generative models derived from or based on a generative 
model - or the general-purpose data infrastructure on which that functionality operates, where that 
functionality operates independently of real-time generative inference, even if used in conjunction with a 
generative model." 

ADI supports the draft clause's exceptions for commercial products and incidental LLM functionality but 
recommends greater certainty around their application. The analysis should focus on the product's objective 
commercial identity and primary functionality, not whether an agency particularly values an AI-enabled 
feature. A chatbot, enhanced search function, help desk tool, internal document query feature, or similar 
capability may improve a broader commercial product without changing its primary identity. The clause 
should not apply where the Government can still receive and use the product's core non-LLM functionality if 
the AI feature is removed or unavailable. 

ADI recommends revising the exception as follows: 

“(ii) This clause does not apply when— 

(A) The LLM is embedded in a common commercial product (see Section 7223(4)(B) of Pub. L. 117-263), or 
in any other commercial product as defined in FAR 2.101, where in either case the LLM capability is a 
feature rather than the primary deliverable; or 

(B) The LLM functionality is incidental to the primary purpose of the core requirement being procured, 
including when removal or unavailability of the LLM functionality would not prevent the Government from 
receiving or using the non-LLM functionality that independently fulfills such core requirement; or 



 

4 
 

(C) The primary purpose of the requirement is to address cybersecurity, cyber defense, and fraud 
prevention." 

GSA should also consider adding a materiality threshold for what LLM functionality is considered not 
incidental to the primary purpose of the core requirement being procured. 

2. Narrow the Non-U.S. Law Disclosure Requirement 

Recommendation: Revise paragraph (f)(3), and conform paragraph (i)(1)(iii), so that disclosure and notice 
are required only where a modification or configuration made in response to non-U.S. legal requirements 
materially affects the security, confidentiality, integrity, availability, data residency, data access, or 
operational control of the LLM used in performance of the contract. 

As drafted, paragraph (f)(3) requires the Contractor to disclose, within 30 days after award, whether the LLM 
has been modified or configured to comply with any “non-U.S. federal government statutes, regulations, or 
policies.” Many U.S. technology companies operate globally and must comply with laws in allied and 
partner countries. Compliance with AI, privacy, cybersecurity, accessibility, procurement, or data protection 
laws in countries such as Canada, the United Kingdom, Australia, New Zealand, and other allied jurisdictions 
does not necessarily indicate foreign government control or create a security risk. 

Companies cannot control whether foreign legislatures adopt new laws, and routine compliance with allied 
legal regimes should not trigger unnecessary reporting obligations. The final clause should preserve GSA's 
national security objective without requiring commercial providers to keep the Government informed of 
routine global legislative activity. 

Paragraph (i)(1)(iii) compounds this concern and should be addressed together with (f)(3). It requires 30 
calendar days’ advance written notice of “any modification, configuration, or training change to the LLM 
made to comply with any non-U.S. government statute, regulation, or policy.” Foreign compliance deadlines 
are set by foreign regulators, not by contractors, and a provider frequently cannot give 30 days’ advance 
notice of a change it is legally obligated to make on a shorter timeline. ADI recommends that (i)(1)(iii) be 
limited to changes that materially affect the Government’s contracted, deployed configuration, and that 
notice be due upon the change where advance notice is not within the contractor’s control. The relationship 
between the (i)(1) chapeau, which is limited to a “planned material change,” and the items enumerated at 
(i)(1)(i) through (iii) should also be clarified. It is not evident whether every foreign-law-driven change is 
deemed material, or whether only those changes that independently meet the “Material Change” definition 
trigger the notice obligation. 

3. Reduce Duplicative Flowdown Requirements and Clarify Role Responsibility 

Recommendation:  

Paragraph (a)(2) requires contractors to flow down specific paragraphs of the clause to any subcontractor or 
service provider functioning as an LLM Developer, System Operator, System Integrator, or Service Provider. 
The clause also contemplates that a single entity may perform multiple roles, which could require multiple 
flowdowns for the same entity in the same contract. 

ADI supports ensuring that appropriate data safeguarding responsibilities extend throughout the AI 
ecosystem. However, many commercial providers do not operate in a neatly disaggregated supply chain. A 
single provider may build, host, configure, operate, and deliver the relevant model or AI-enabled 
functionality. In those circumstances, the clause could subject the same entity to overlapping or redundant 
obligations without improving security. 

The Revised Clause’s role-based flowdown framework, is significantly more complex than the standard FAR 
approach to clause flowdown, with four separately defined roles, four corresponding supplemental clauses 
(552.239-7001-1 through -4), and the requirement that a single entity performing multiple roles receive 
multiple flowdown agreements. Under the FAR, flowdown typically operates through a straightforward 
mechanism: the prime contractor includes applicable clauses in its subcontracts, and subcontractors include 
them in lower-tier subcontracts. See, e.g., FAR 52.244-6 (Subcontracts for Commercial Products and 
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Commercial Services). This mechanism is well-understood by the contracting community, supported by 
existing procurement systems, and imposes manageable administrative burden.  

We recommend that GSA simplify the flowdown structure to align with standard FAR practice: the prime 
contractor should be required to include a single, consolidated set of applicable requirements in its 
subcontracts with entities that process Government Data in the performance of the contract. 

The draft clause is also internally inconsistent on whether flowdown is mandatory. Paragraph (a)(2) states 
that the Contractor “must extend (flowdown)” the specified paragraphs to any subcontractor or service 
provider functioning in an applicable role. Paragraph (d)(3), by contrast, provides that the Contractor “may 
satisfy due diligence by relying on” either flowdown under (d)(3)(i) or an authorized attestation under 
(d)(3)(ii). Read together, these paragraphs give contractors no reliable answer to GSA’s fourth question for 
comment, which asks whether industry understands how to implement the flowdown clauses. This matters 
commercially because many upstream model developers and hosting providers are not subcontractors at all; 
they are suppliers of standard commercial offerings sold on published terms to thousands of customers, and 
they will not execute Government-unique flowdown clauses. If flowdown is the only permitted path, the 
practical effect is to make widely used commercial AI offerings unavailable through GSA vehicles.  

GSA should also add the following express flowdown exception: "Flowdown is not required to any 
subcontractor, service provider, or supplier whose contribution to the requirement independently qualifies 
for an exception under paragraph (a)(1)(ii)." 

This clarification is important because the clause's applicability exceptions govern the prime contractor, 
while the flowdown obligation operates separately. Including the carveout in the flowdown mechanism itself 
would help ensure the exception has practical effect and is not bypassed through indiscriminate flowdown. 

A prime contractor should be permitted to satisfy its flowdown and oversight obligations through reasonable, 
role-appropriate supplier attestations and contractual commitments. The final clause should not require a 
prime contractor to guarantee conduct, documentation, access, or performance by an independent upstream 
LLM developer, system operator, integrator, or other supplier where the prime contractor does not control 
the relevant capability or conduct. 

If GSA decides to keep the various roles as part of these requirements, it should align any definitions or 
terminology with the National Institute of Standards and Techonogly (NIST) publications, including the AI 
Risk Management framework.  

4. Tailor Unbiased AI Principles, Explainability, and Logging to Appropriate Use Cases 

Recommendation: Limit paragraph (j)(1)’s unbiased AI principles to government-facing generative outputs; 
in the alternative, if GSA does not adopt the definitional clarification recommended in Section 1 above, 
expressly exempt non-generative detection and classification systems; elevate the existing trade-secret 
protection in paragraph (f)(7)(iv) so that it applies across the clause; and permit model-appropriate 
explainability and logging under paragraphs (f)(4) and (f)(7) without requiring disclosure of trade secrets, 
proprietary technical information, or capabilities beyond those reasonably necessary for the contracted use 
case. 

GSA should allow model-appropriate explainability, such as confidence scores, key contributing factors, data 
sources used, human review points, override mechanisms, audit logs, or other commercially reasonable 
transparency measures. ADI appreciates that GSA has already addressed part of this concern: paragraph 
(f)(7)(iv) states that the contractor is not required to disclose proprietary source code, model weights, or trade 
secrets. That protection, however, sits inside a single subparagraph and does not by its terms reach the 
transparency and traceability obligations in paragraphs (f)(4), (f)(7)(iii), (f)(7)(vi), or (j)(2). ADI 
recommends that GSA move this sentence into a clause-wide provision confirming that nothing in the clause 
requires disclosure of source code, model weights, proprietary logic, or other trade secrets. 

Related logging and traceability requirements should require contractor’s preexisting commercial records 
sufficient for the Government to investigate, govern, secure, and troubleshoot its contracted use case, rather 
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than a generalized transparency program. Paragraph (f)(4) is the operative provision here. It requires that, 
where the LLM uses intermediary processing such as reasoning, retrieval, or agentic processes, the LLM 
“must summarize intermediary steps from data input to data output,” including model routing decisions “with 
accompanying rationale.” For many commercial models this approaches a requirement to surface internal 
reasoning traces, which providers deliberately do not expose because doing so degrades safety controls and 
reveals proprietary system design. The clause should not require chain-of-thought, proprietary internal 
reasoning, internal model mechanics, non-Government service information, or new logging architectures 
beyond audit capabilities reasonably necessary for the contracted use case. Government-accessible logs 
should be logically segregated and configured so that Government Data remains available only to authorized 
Government users, except as necessary for authorized support, security, or incident response. 

The difficulty is that for many AI-enabled services, the model's output is a probabilistic judgment reached by 
weighing thousands of signals at once, rather than the product of a discrete, sequential chain of reasoning 
steps of the kind a generative assistant might produce. Requiring such a system to “summarize intermediary 
steps from data input to data output” asks it to narrate a process it does not use. 

If GSA adopts the definitional clarification recommended in Section 1, non-generative systems fall outside 
the clause altogether and the concern described in this paragraph does not arise. ADI offers the following in 
the alternative, in the event GSA retains the current definition. The draft clause’s “unbiased AI principles” 
appear most relevant to government-facing generative outputs. They may not translate cleanly to non-
generative detection, classification, cybersecurity, search, retrieval, or other AI-enabled systems that do not 
generate opinion-based or narrative outputs. Terms such as "truthful," "neutral," and "nonpartisan" are not 
always meaningful engineering requirements for these systems and may be difficult or impossible to test 
objectively. 

The drafting of paragraph (j)(1) also creates an inconsistent standard of obligation. Paragraph (j)(1)(ii) is 
framed around contractor conduct — the Contractor “must not intentionally introduce or embed partisan or 
ideological judgments.” That is a workable, auditable standard. Paragraph (j)(1)(i), by contrast, states flatly 
that the LLM “must be truthful,” with no reasonableness, best-efforts, or state-of-the-art qualifier. No 
commercial provider can warrant that a generative model will never produce an inaccurate output, and no 
customer receives such a warranty today. Because paragraph (j)(3)(ii) attaches termination-for-cause and 
decommissioning-cost liability to failure to remediate non-compliance with (j)(1), the absolute framing of 
(j)(1)(i) converts an aspirational principle into a strict-liability trigger.  

5. Right-Size Benchmarking, Testing, and Continuous-Improvement Obligations 

Recommendation: Require transparent evaluation standards and methodologies before adverse action; limit 
the Government evaluation rights in paragraph (j)(2) to secure, non-disruptive mechanisms; and assign 
continuous-improvement and remediation obligations according to each actor's role and technical control. 

Government assessments should be reasonably scoped to the contracted use case and conducted through 
commercially available, technically feasible tools, APIs, or controlled testing mechanisms, including 
sandbox, staging, or rate-limited environments where appropriate. Testing should comply with documented 
security and acceptable-use controls and should not impair service availability, security, model integrity, or 
other customers. ADI acknowledges that GSA has already addressed part of this concern. Paragraph 
(j)(2)(iv) carves out from the Government’s non-disclosure position any “data or methodologies used as the 
basis for an adverse action under paragraph (j)(3)(ii),” and paragraph (j)(3)(ii)(B) requires the Government to 
disclose information sufficient for the contractor to understand the basis for its determination. That 
protection, however, attaches only to a termination for cause under (j)(3)(ii). It does not attach to a 
suspension of use under paragraph (j)(3)(i), which can be imposed “until performance issues are 
satisfactorily addressed” without any obligation to explain what those issues are. A contractor cannot 
remediate what it cannot see. ADI recommends extending the (j)(3)(ii)(B) disclosure obligation to 
suspensions under (j)(3)(i). Before suspension, termination, decommissioning-cost liability, or another 
adverse action, the Government should provide sufficient relevant test results, methodology, and contextual 
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information, subject to appropriate confidentiality protections, so the contractor can understand the asserted 
issue and undertake remediation. 

The clause should not require Government-only model variants or output-verification architectures that 
diverge from the commercial service. 

6. Align the Clause More Closely with Commercial Terms 

Recommendation: Make the clause as commercial as possible and avoid contract-specific requirements 
where existing commercial terms, FedRAMP controls, or other documented compliance practices already 
address the relevant Government need. 

Many AI-enabled tools are commercial SaaS offerings provided under standardized terms and shared 
infrastructure. The final clause should focus on performance-based outcomes and avoid requirements that 
displace negotiated commercial allocations of data, intellectual property, security, and operational 
responsibility or require separate Government-only processes and product variants. 

GSA should also reconsider the clause's placement in the order of precedence under GSAR 552.212-4. 
Paragraph (c) deems the clause to be incorporated into the “schedule of supplies/services,” which places it 
above the addendum, including any commercial license agreements, in the order of precedence. It also states 
that the clause “establishes specific requirements that take precedence over conflicting provisions in the 
Contractor’s policies, requirements, terms, conditions, or commercial agreements.” That second sentence 
reaches agreements to which the Government is not a party, including a prime’s upstream commercial 
agreements, which the prime has no unilateral power to override. At a minimum, equivalent or stronger 
negotiated commercial protections should remain effective rather than being overridden by a one-size-fits-all 
clause. 

The FAR already directs agencies to acquire commercial software under contractors' standard commercial 
license terms (see FAR 12.212(a)). Elevating the revised clause above those customary terms by placing it at 
the apex of the contractual order of precedence mandates a Government-specific service configuration rather 
than applying FAR Part 12's commercial acquisition framework. GSA should remove paragraph (c) entirely 
and allow the existing order of precedence provisions in GSAR 552.212-4 and FAR 52.212-4 (or the RFO 
version of FAR 52.212-4) to govern, as they do for all other terms in Government contracts. If GSA declines 
to remove paragraph (c), it should revise the provision to explicitly confirm that the clause does not disturb 
the order of precedence otherwise established by GSAR 552.212-4 or FAR 52.212-4, and that equivalent or 
stronger commercial protections negotiated by the parties remain effective. 

ADI also asks GSA to complete the analysis that its own regulations require before finalizing the clause. 
FAR 12.302(c) provides that a contracting officer shall not tailor a clause, or include additional terms or 
conditions in a solicitation or contract for commercial products or commercial services, in a manner 
inconsistent with customary commercial practice unless a waiver is approved, and that the waiver request 
must describe the customary commercial practice found in the marketplace, support the need for the 
departure, and include a determination that the customary practice is inconsistent with the needs of the 
Government. GSAM 512.302 restates that FAR 12.302(c) “severely limits” such tailoring and assigns 
approval authority for class waivers to the contracting director. Several requirements in this draft, including 
the present assignment of intellectual property rights, the irrevocable license grant, the near-absolute 
restriction on human access to data, the certified-deletion obligation, and Government benchmark testing of 
production systems, are not customary commercial practice for enterprise AI and cloud offerings.  

Where a contractor's standard commercial terms and architecture already prohibit using customer data to 
train or improve models without affirmative customer authorization and provide safeguards equivalent to or 
stronger than the clause, GSA should recognize those commitments as satisfying the corresponding 
requirements. This would reward commercial best practices and avoid creating Government-only service 
variants that may diverge from continuously improved commercial offerings. 
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7. Protect Contractor IP, Custom Developments, Background Data, and Product Feedback 

Recommendation: Establish clear boundaries around Custom Developments and Government ownership 
and license rights. Limit Custom Developments to separable deliverables specifically identified in the 
contract, created exclusively for the Government, and funded by the Government; preserve contractor 
ownership of all preexisting, independently developed, generally available, and non-separable technology; 
and permit the use of aggregated, de-identified product feedback for general model and service improvement, 
subject to an agency opt-out. 

The provisions governing Custom Developments — the definition in paragraph (b) and the exclusive-use, 
confidentiality, and no-other-benefit obligations in paragraph (e)(4)(viii) — require clarification because the 
current definition impacts modifications, customizations, configurations, enhancements, and fine-tuned 
models without adequately distinguishing separable Government-funded deliverables from ordinary 
commercial development. Government ownership should apply only where a deliverable is: (1) specifically 
identified in the contract; (2) created exclusively for and funded by the Government; and (3) technically and 
commercially separable from the contractor's preexisting or independently developed technology. Custom 
Developments should exclude Data Outputs, Background Data, and any configuration, enhancement, model 
improvement, or other capability the contractor makes, or could make, generally available. Government 
rights should not attach merely because Government requirements, data, feedback, or use contributed to the 
work. 

These boundaries should also cover common configuration and implementation work. Prompt engineering, 
retrieval-augmented generation architectures, retrieval configurations, guardrail settings, workflow 
parameters, and implementation methodologies created using contractor tools and know-how may be 
reusable across customers and should remain contractor-owned, even when first applied during contract 
performance. 

Where a separable Government-specific deliverable incorporates or depends on contractor technology, the 
Government should receive only the rights necessary to use that deliverable for the contracted purpose. The 
contractor should retain ownership of its underlying platform, models, source code, frameworks, tools, 
architecture, security controls, and generalized know-how. Likewise, Government ownership or rights in 
Data Outputs should not transfer ownership of Background Data, proprietary knowledge bases, retrieval-
augmented content, model behavior, or other contractor technology used to generate those outputs. ADI 
recommends that GSA clarify that "Data Outputs" does not include general model improvements, aggregated 
learnings, or system-wide updates that are not specific to Government Data or do not contain identifiable 
Government information. 

Paragraph (e)(4)(ix) should also be revised so Government ownership does not extend to automated signals 
or ordinary user-interaction data merely because they arise in a Government environment. Ratings, prompt 
corrections, regeneration requests, and similar signals are routinely used in aggregated, de-identified form to 
improve performance, reliability, safety, and usability across customers. Government ownership should be 
limited to affirmative feedback supplied by Government personnel that contains Government Data or 
Government confidential information. Subject to applicable privacy and security requirements, contractors 
should be permitted to use aggregated, de-identified feedback for general model and service improvement 
unless the Government customer affirmatively opts out. The Government should receive rights to use 
contract-specific customizations consistent with the contractor's commercial terms, while ownership remains 
with the contractor. 

The “worldwide” geographic scope of that same license sits in some tension with the data localization 
requirements the clause imposes elsewhere at paragraph (e)(4)(v); ADI recommends that GSA align the two 
so that the license's geographic reach does not exceed what the localization provisions otherwise permit. 

The automatic assignment provision at paragraph (e)(1)(iv) warrants separate attention. It requires that "[t]o 
the extent the Contractor obtains any intellectual property rights in Government Data, or any improvements, 
enhancements, feedback, or derivative works thereof, the Contractor assigns and transfers all such rights to 
the Government effective immediately upon creation." In the AI context, model training on aggregated data 
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can produce general capability improvements that are not specific to any single customer's data. If a 
provider's model improves as a result of processing patterns observed across thousands of customers — 
including Government users — those "improvements" are not derived from Government Data in any 
meaningful sense, yet this provision would require their assignment to the Government. This result is 
inconsistent with FAR 12.212's directive that commercial software be licensed to the Government under 
contractors' customary commercial terms; automatic unbounded assignment of IP rights in model 
improvements is not a term that commercial AI providers offer to non-Government customers. ADI  
recommends that the automatic assignment of rights in improvements and enhancements be removed or 
limited to comport with the customary data rights licensing regime under FAR/DFARS, rather than requiring 
automatic assignment of all IP rights. 

8. Narrow the Definition of "Government Data" and Right-Size Data Handling Requirements 

Recommendation: Narrow the definitions of "Government Data" and "Data Outputs" so non-content 
technical and operational telemetry is not swept into Government data-handling restrictions; remove or 
narrow the contract- and task-order-level Data Handling Procedures customization requirement in paragraph 
(e)(4)(ii); and allow contractors to satisfy data handling obligations through standard commercial practices, 
documented security controls, and FedRAMP-authorized controls where applicable. 

ADI appreciates that GSA has already narrowed this definition in response to prior industry comment: the 
definition of “Data Outputs” now expressly excludes “technical system-level data that contains no 
Government information or Government usage context, such as performance metrics, token counts, and 
processing times.” That exclusion does not go far enough, because it is defeated by the phrase “or 
Government usage context.” Operational and security telemetry necessarily carries usage context. That is 
what makes it useful for detecting anomalies, managing capacity, and investigating incidents even when it 
contains no Government content and no information that could identify a Government user. Read together 
with the remainder of the definition, the clause could still classify routine technical and operational telemetry 
associated with a federal environment as Government Data even when it contains no Government Data or 
information that can reasonably identify a Government user. That result could trigger data-localization, 
human-access, deletion, portability, and flowdown requirements for telemetry needed to operate and secure a 
multi-tenant service, potentially requiring substantial re-architecture and impairing incident detection, service 
reliability, capacity management, and customer support. 

GSA should clarify that metadata, logs, anonymized data, synthetic data, and derived analytics are covered as 
Government Data only to the extent that they contain Government Data or information that can reasonably 
identify a Government user. Technical and operational telemetry needed for security, reliability, capacity 
management, and service improvement should remain outside the definition when it contains no such 
information. Aggregation, de-identification, and security operations should not, by themselves, convert 
otherwise non-Government telemetry into Government Data. Relatedly, the use of de-identified, aggregated 
security telemetry to maintain and improve threat-detection and cyber-defense models should be expressly 
permitted, consistent with the collaborative threat-intelligence sharing framework established by the 
Cybersecurity Information Sharing Act of 2015. 

The clause should further distinguish Government-provided content based on its nature and sensitivity. 
Publicly available information should not become subject to the full suite of Government Data ownership, 
handling, prohibited-use, localization, and deletion obligations solely because a Government user submits it 
to an LLM. GSA should calibrate obligations to the sensitivity and classification of the information rather 
than relying only on the identity of the submitting user. 

Commercial providers generally rely on standardized, scalable security, privacy, and data handling practices. 
Requiring unique procedures for each contract or task order can add cost and complexity without improving 
security and may undermine consistency across systems and customers. Any agency-specific requirements 
should be identified before award, limited to what is necessary, and structured to avoid bespoke changes to 
commercial architecture. The clause should also permit reasonable human access to Government Data where 
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necessary for support, troubleshooting, professional services, incident response, security, or other authorized 
contract performance, subject to appropriate access controls and confidentiality obligations. 

Three paragraphs need adjustment to make this workable. Paragraph (e)(1)(ii) provides that only LLM 
Developers, System Operators, System Integrators, and Service Providers “may receive and process 
Government Data.” That closed list excludes ordinary subprocessors such as content delivery, identity, 
security monitoring, and independent audit providers. None of these fit in the four provided roles. Paragraph 
(e)(4)(ii) requires Data Handling Procedures that “prevent human personnel … from viewing, accessing, or 
reviewing Government Data during normal operations,” and lists five controls without any exception for 
authorized support, abuse and safety monitoring, or incident response, each of which requires human review 
by design. Paragraph (e)(3)(iv) then prohibits transferring Government Data to any party not authorized 
under the contract. ADI recommends that the clause expressly permit contractors to use and process 
Government Data as reasonably necessary to secure, monitor, maintain, and support the services, and to 
disclose it to authorized subprocessors performing those functions, subject to equivalent confidentiality, 
security, and use restrictions. 

The deletion requirement in paragraph (e)(4)(vii) — which directs secure and permanent deletion of all 
Government Data and Custom Developments from the LLM “and all its other systems and all copies, 
backups and derivatives thereof,” with written certification — also sits in tension with paragraph (f)(5)(iii), 
which requires the Contractor to preserve logs, forensic images, and incident artifacts for at least 90 days to 
support law enforcement investigation. GSA should reconcile the two. Deletion requirements should include 
limited exceptions for data and system artifacts that must be retained to comply with legal holds, applicable 
law, regulatory record-retention duties, FedRAMP continuous-monitoring requirements, or security 
investigations. Any retained information should remain protected, unavailable for unrelated use, and deleted 
when the applicable obligation or retention period ends. 

Service providers offer programmatic data lifecycle controls — including retention APIs, automatic 
expiration policies, and customer-managed encryption keys — that give customers continuous, verifiable 
control over their data throughout the contract period. Cryptographic erasure, recognized as a valid 
sanitization method by NIST SP 800-88 Rev. 1, achieves the same security outcome as physical deletion by 
destroying encryption keys and rendering data permanently irrecoverable without requiring physical purging 
of distributed replicas. ADI recommends that GSA: (i) recognize cryptographic erasure and logical deletion 
as valid methods consistent with NIST SP 800-88 Rev. 1; (ii) allow 60 days post-contract for deletion 
certification, given that distributed systems require time to propagate deletions across availability zones and 
backup tiers; and (iii) acknowledge that programmatic lifecycle controls provide stronger ongoing protection 
than a single post-termination certification event. 

With respect to incident reporting, daily updates should be replaced with updates tied to material 
developments in the investigation or response, consistent with standard commercial practice. Also, paragraph 
(f)(5)(iv)'s requirement to complete the CISA Incident Reporting Form is redundant for FedRAMP-certified 
systems. Under the FedRAMP Incident Evaluation and Communication framework, providers already report 
incidents to FedRAMP, which coordinates directly with CISA. The FedRAMP precedence provision in 
paragraph (f)(5)(ii) should be extended to encompass the CISA IRF obligation in paragraph (f)(5)(iv). 

9. Account for Continuous Learning and Routine Model Updates 

Recommendation: Revise the paragraph (b) definition of “Material Change” to focus on material 
Government-facing impact in the contracted, deployed configuration; revise the evaluation-period trigger in 
paragraph (i)(2) so it does not turn on upstream major or minor version labels; and apply risk-tiered notice 
and evaluation requirements that account for routine, emergency, and upstream-controlled changes. 

Modern AI systems are frequently updated, tuned, and improved. Routine updates may occur continuously to 
improve performance, accuracy, reliability, security, and functionality. The paragraph (b) definition of 
“Material Change” reaches any modification that “could affect” the trustworthiness, security, or operational 
integrity of contract performance. Because almost any change to a model or its serving environment could in 
principle affect one of those attributes, the definition provides no practical filter, and the 30-day advance-
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notice obligation in paragraph (i)(1) could then be triggered by routine improvements. Paragraph (i)(2) 
creates a parallel problem, setting the Government's pre-replacement evaluation period at 30 calendar days 
for major versions and 15 calendar days for minor versions, and thereby keying a contractual obligation to 
whatever version label an upstream provider happens to assign. Given the current language, the draft may be 
incompatible with normal commercial AI development and may slow the Government’s adoption of 
improvements. 

Change-notification obligations should apply only when a change is reasonably expected to materially affect 
Government Data handling, security, authorized functionality, safety controls, trustworthiness, or 
performance in the contracted, deployed configuration. The standard should not depend on whether an 
upstream provider labels a model change "major" or "minor," because a minor update may materially affect a 
downstream use case while a major version may have no material effect. The framework should distinguish 
among: (1) material planned changes, which should receive reasonable advance notice and, where available, 
an evaluation opportunity; (2) routine, non-material updates, which should receive streamlined notice; and 
(3) emergency changes, which should be permitted with prompt after-the-fact notice. For U.S.-incorporated, 
U.S.-jurisdiction providers, the foreign-ownership and foreign-control showings called for by paragraphs 
(f)(2) and (f)(7)(x) should be capable of being satisfied through a one-time attestation, refreshed only where a 
material change creates a new foreign control or influence risk. 

Where a contractor relies on a third-party LLM or managed multi-model service, obligations to provide 
notice, successor-model access, documentation, or evaluation rights should be limited to information and 
capabilities the contractor receives and controls. If an upstream provider controls release, retirement, or 
deprecation timing, the contractor should be permitted to provide notice consistent with the provider's 
published model lifecycle and version-deprecation schedule. A fixed 30-day pre-notice requirement should 
not apply to an addition, replacement, or retirement outside the contractor's control that does not materially 
affect the Government's contracted, deployed use case. 

For services operating on FedRAMP-certified infrastructure, the change notification obligations in 
paragraphs (i)(1) through (i)(4) also create duplicative and conflicting obligations relative to the FedRAMP 
Consolidated Rules for 2026 Significant Change Notification (SCN) framework. Specifically: (1) 
FedRAMP's SCN framework explicitly exempts routine recurring changes from notification requirements, 
whereas paragraph (i)(1) imposes a blanket 30-calendar-day advance notice for any "material change" 
without such an exemption; (2) FedRAMP's SCN framework permits post-implementation notification 
within 10 business days for adaptive changes  whereas paragraph (i)(1) demands 30 calendar days' advance 
notice before implementation; (3) FedRAMP permits providers to use standard commercial notification 
mechanisms documented in the Certification Package, whereas paragraph (i)(1) mandates contract-specific 
written notice to the Contracting Officer; and (4) paragraph (i)(4) requires contractors to describe 
"remediation or rollback actions available" for emergency changes, whereas FedRAMP's emergency-change 
provision permits execution without advance notice and requires only retroactive provision of SCN materials 
and a post-incident assessment. ADI recommends that GSA defer to the FedRAMP SCN framework for 
FedRAMP-certified systems, as it does for incident reporting, and that non-FedRAMP systems receive a 
risk-tiered notice framework aligned with FedRAMP's categories. 

With respect to paragraph (i)(2)'s requirement for concurrent access to successor LLMs, many prime 
contractors cannot guarantee access to particular model versions because model developers control 
deprecation timelines. Where an upstream provider ceases to make a model version available, the prime has 
no mechanism to continue providing the deprecated model or even to guarantee access to its successor on the 
specified evaluation timeline. The concurrent access requirement should be limited to LLMs that are material 
to the contracted service and that the prime contractor directly provides and controls. 
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10. Make Data Portability Performance-Based and Define Decommissioning Costs 

Recommendation: Use a performance-based portability standard limited to Government Data and 
Government-specific, separable deliverables, and define the intended scope of decommissioning costs. 

ADI supports the Government's goal of avoiding lock-in and ensuring agencies can securely migrate their 
data. However, paragraph (h) should avoid prescribing detailed technical formats, APIs, and design 
requirements that may not fit all commercial offerings. As drafted, (h)(1) requires export in “open or 
standard machine-readable formats” together with sufficient metadata and schema information, (h)(2) 
requires documented APIs, and (h)(4) requires migration tooling or interfaces — requirements that 
presuppose a particular product architecture. GSA should rely on a performance-based portability standard 
requiring secure, commercially reasonable, and unimpeded migration of Government Data and Government-
specific, separable deliverables, including exportable configuration and documentation in documented, 
machine-readable formats where available. Specific formats and mechanisms should be illustrative rather 
than mandatory unless identified in the solicitation and necessary for the agency's requirements. 

The final clause should clarify that portability does not require the transfer, disclosure, recreation, or 
interoperability of the contractor-owned, non-separable technology described above, including source code, 
model weights, and hosted-service architecture. It should also recognize that a receiving environment may 
require reasonable adaptation before exported data or configurations can be used. 

GSA should also establish a clear transition timeline. Migration of Government Data and Government-
specific, separable deliverables should generally be completed within a defined transition period of at least a 
year established in the solicitation, subject to the scope and complexity of the service, the availability of the 
receiving environment, and any shorter commercially reasonable schedule identified in the solicitation. 

Paragraph (j)(3)(ii) makes the Contractor liable for “reasonable decommissioning costs” where the 
Contracting Officer terminates the contract or task/delivery order for cause for failure to remediate non-
compliance with the Unbiased AI Principles in paragraph (j)(1) after specific written notice. ADI does not 
object to a narrowly drawn trigger of that kind. The difficulty is that “decommissioning costs” is not defined. 
This creates uncertainty and could be read to include costs that are typically treated as consequential 
damages under commercial limitation-of-liability provisions. ADI appreciates that paragraph (j)(3)(ii)(A) 
caps this liability at a percentage of contract value. Because that percentage is left to each contracting officer, 
however, the cap does not resolve the underlying uncertainty, and an undefined cost category capped at an 
undefined percentage cannot be priced. GSA should define the intended scope of decommissioning costs, 
state a ceiling or range for the percentage in the clause itself rather than leaving it to individual discretion, 
and clarify that the term does not include re-procurement costs, replacement-system development, migration 
labor unrelated to the contractor's service, or other consequential damages generally excluded under 
commercial terms. Additionally, ADI recommends that GSA provide a remediation (cure) period of at 
least 60 days for the contractor to address identified issues and provide that disputes regarding evaluation 
findings and decommissioning are subject to the relevant contract’s disputes term.  

Additionally, the open-ended disclosure obligation in paragraph (f)(7)(xii) requires contractors to provide 
"[a]ny other information necessary for the Government to monitor and evaluate the LLM's performance, 
risks, and effectiveness and to complete an LLM Impact Assessment required by OMB M-25-21 and 
successor requirements." This is an unlimited disclosure obligation bounded only by what the Government 
decides it needs, with no defined scope, no materiality threshold, and no limit on what "any other 
information" may encompass. ADI should recommend that this obligation be limited to material information 
reasonably necessary and within the prime contractor's possession or control, and that GSA make clear that 
any information disclosed under paragraph (f)(7) remains protected from public release to the maximum 
extent permitted by law, including as confidential commercial or financial information under Exemption 4 of 
the Freedom of Information Act (5 U.S.C. § 552(b)(4)) and the Trade Secrets Act (18 U.S.C. § 1905). This 
protection should complement ADI's existing recommendation to elevate the trade-secret protection at 
paragraph (f)(7)(iv) to apply clause-wide. 

11. Implementation, Applicability, and Path to a Final Clause 
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Recommendation: Finalize the clause through GSAR rulemaking rather than a class deviation, and publish 
revised text for a further public comment period; apply the clause prospectively to new solicitations, awards, 
and options rather than through mass modification of existing contracts; and provide a minimum 180-day 
implementation period after the clause is finalized. 

The published clause is captioned “(GSAR Deviation),” and the notice states that GSA is gathering feedback 
before taking future action, giving deviation and formal rulemaking as examples. ADI encourages GSA to 
choose rulemaking. A clause of this scope warrants the full administrative record and the responsiveness that 
notice-and-comment rulemaking provides. Given the volume of revision reflected in this draft relative to the 
January 2026 version, ADI also recommends that GSA publish the next revision for a further public 
comment period before it takes effect. Relatedly, the recurring disclosures, 72-hour and 30-day notices, and 
documentation productions required by paragraphs (d), (f), and (i) appear to constitute an information 
collection. ADI encourages GSA to develop and publish a burden estimate consistent with the Paperwork 
Reduction Act so that industry and the agency share a common understanding of the compliance cost. 

Applicability to existing contracts also needs to be settled in the clause itself. ADI recommends that the 
clause apply prospectively to new solicitations, new awards, and the exercise of options and that existing 
contract holders be given the opportunity to accept the clause at their next option or refresh rather than 
through unilateral modification. 

Finally, contractors will need time to comply. ADI recommends a minimum 180-day implementation period 
between finalization of the clause and the date compliance is required. 

Conclusion 

ADI thanks GSA for its continued engagement with industry and for the improvements reflected in the 
updated draft clause. As GSA finalizes the clause, ADI encourages the agency to ensure the requirements are 
clear, commercially workable, technically feasible, and aligned with the way AI-enabled technologies are 
developed, deployed, and improved. 

ADI looks forward to continuing to work with GSA to support secure, responsible, and effective federal 
adoption of commercial AI-enabled technologies. Please do not hesitate to contact Ross Nodurft at 
rnodurft@alliance4digitalinnovation.org with any questions, or if it would be useful for ADI to convene 
member technical staff to work through specific clause language with your team. 

Sincerely, 

 

Alliance for Digital Innovation 

 

 




